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Web-based Programming Environment
for Networked Embedded System
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Abstract: Web-based distributed embedded system is a system that included CPS and IoT consists of
heterogenous embedded system, sensors, and actuators connected to cloud servers. Developing the system
requires simple prototyping and programming environment in order to support practical use in various fields.
We developed the Web-based coding and monitoring environment for the system. The features of the sys-
tem are following: (1) presenting the simple coding interface with command line and Javascript via the Web
server, (2) browsing the accessible embedded system nodes on the browsers, and (3) monitoring and browsing
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the communication behavior of the sensors and actuators on the browser.

Keywords: CPS, IoT, Web, Networked Embedded System, Web-based Programming Environment
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’ Web-based coding environment (Browsers)

Gateways

Embedded device nodes

Raspberry Pi Intel Edison BeagleBone KZM-A9

B1 YATALOWRE
Fig. 1 Layer of the system.

(1) #AH##235/ — K (Embedded device nodes)
LUHRT I Far—aEERELUT, AV N T -0 %
NUTH—E A% ZTD572ODOMAAKIR ) — R %
FiZ9 % . Raspberry Pi % Intel Edison, BeagleBone,
KZM-A9 2 & Linux 8§25 ¥ A7 A% EL T
Wb, FO7 I ADTTUA RV AT LADE=RY ¥
JaAio T, Y= \FEe Al TEMET 2 & 512, M
AAEERE ) —R OFIET T 75 A( BLF, Blue-Sky €
Va—)VeWER) 2 FETTS. HlET oI Aicko
TYATLDERZRINT D Z & RIZARS.

(2) 57—k x4 (Gateways)

L1, HBOMAAKEERAEL T, T s3I vy
BREZ RHEEL MDY 5 R = NADY—E A
WEITSWHTHD. I—T 14 V7 BLCABULDER
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TURY—ERLULTE, BT 7 ANV ATLATH
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FAAHI R T3 AL UCTHEIIL TWd DT, J —R
TARRLU TV HEEIES — D 2/ TY 7 b D= T
LD MiETIILEMHTHD.

(3) Web XR—2O—71 ¥ JIRIE (Web-based coding en-
vironment)
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Wge 32 ZFEEa VR A2Y T & Javascript T
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Services
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Browsers

Gateways

loT Applications

Blue-sky cloud servers k&
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ED virtual layer with

secured access feature I Interactive Web Applications (IWA) LIJ

Blue-sky Connecting Protocol
Secured & Light Weight)

Embedded Devices Nodes I Integrated Wearable Devices (IWA) LIJ

GPIO,PWM,Gainer etc.

Private Cloud
Storage

N N \ J
Private Cloud

B2 VAT AOEKRER
Fig. 2 Overall structure of the system.
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EMNTED. ZHZE>T, 71 ADEADHRIP TN
A ATARRETDHEREDY 7N U o 7R FEIER E % A[FRIC
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TR ARTOFTIE L THMTE LT, 77 & AHIH
e FdFa) s 2 M EXES.

4.4 ATV RKRBELV API DE%E

R1 AIXYRAZY TMzBIL @) Ab
Table 1 command list of the command script for sensing/ac-

tuating.

av VR4 | BEE

Isn Local THEHET 2 &7 /N1 AT 2
vV v S T FaT—T1 v Tk
Local API & U T av VR
THDDT, Local AY Y R & HER,

gsn Public TH#id 5 &7 /3 A0EHET 2
VYV TOFaT—T 1 VTR
Public API ¥ U CIFUHHT DT,
Public ¥V R L IER, Z AUIARBREIN
ZOMRICEEINAEZT N T A D
Public Domain 7% 2 &2 b Nd .
AV VR %Y KT

sleep Y BOBAMTA) —TXE5.

loop

A AP X, Rest API D&% HO< | FEtI g
YW R APITHD. N1 7V R APILI, Public API
& Local API D = DX 733X 115 . Public API I, Public
Cloud 4 —E 2ANn5 TH AR API 2 U HT L N TE 3
—4, Local API %, 77 & AfillR% % & 6878 API TH
D, R RIS R B2 5T Fa T —Ya VI
95 API % #EL TW5.

113, AAPLIZIELBIY YR A2 Th DY AR
RY. INS5DIAVVRIEE, VY VY VI Fa—VE
VT AN TBERHIHAWS . FlX X, GPIO pin 21 (2853
%5 LED ./ —R IP: xxxx &35 AN aY VR %2 FE
7925 %4A1F, 1lsn x.x.x.x gpio set 21 1 & \W5 O
IVREIRETS.

£ 2 javascript KBIFd VYV T T Faxz—ra D API
YAk
Table 2 list of the Javascript sensing/actuating API functions.

B | 518 i

onLed | 5 1: LED ®/ —K IP | Local ® LED %

B2 J—RIZELE FITEE5.
LED O¥ v &=

offLed | % 1: LED ®./ —R IP | Local ® LED %
®2: J—RIZHELE M 5.
LED ¥V &5
Sleep | AV —7 I ) Mo BALZ
A —=TXE3.
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% API #% &L 720 §2 2 L WARETH D . Bz I
3% 2 @ onLed DAL, Isn % L2 2 BME HLEL 72 B
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5. Eif

AETIE, Zh OHFFHICHEIS VAT LADEBRIZOWV
T3,

5.1 Web X— X BHREDRETH

B 31X EHLAAR Y AT A [IE Web N — A BAFEERBED
A7) —viay hERT. REBEOMEH L HRED K
B9 % FEfll% BB .

£

SSa—— e EEE)

L e S
3 HGHIAAY AT AFE Web N— A BHFEEREE

Fig. 3 A web-based environment for networked embedded

system.
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JATHE. ZODEFEERIETE 20T, & 7L
THET. 3—T 41 VT RY 7 AD FEICIEETR
B RHRERE U EREL T, 075507701
ERBITS.

(C)Y—RDL ARV AT =8 DERKRY 7 2
Y=o DV ARV A% HEHTE2HRY VI ATHD.
VARY AT —RIEZRELBRODT, Ry 7 ADEX
BERIZAR>TWS.
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CIESY A
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VLY 574 71 OBE BEHTEZ L WAERIZAR D,
FATHIZIE, Ay 7 A (C) TH@MHX APL % 249 %
=DV ARV AT =R % AV 74 VIZEHRTLZ LN
TED. EFHRTHBIZ, Ry 7 A (D)IZ&->T, 7 —&Xi@fE
DIFRINT — R 2 HERTDHIENTES. Zhlk, 777
¥, = Uz A L HAARAY AT LENTNT @BIETT N
TJIVIZHAIRE N2 R A DAR Y T HNTRRETS.
ZHUZES T, VAT LARBRKTIIC, K7 7)) r—
VavIlnl 2 {mmDETOHFL IRMEHR T &
MHBEIZAR S, ZUl&->T, 77 r— 3 v BFEC
Fa—V I XRREE T ZENTE D, HIXIE, FFH IR
MW EWGEIZ, Y= NDAMPRIY N T =T DN T T 4w
JREIZRU T, VYV T OBEER BSOS L Y, o) —
RIZY) B2 228 WHEILES.

5.2 Y1LRYVTHBT—YDEBES—T Y ADER

0 Communicating behi}ior steping tracer
TX-1@{2015-9-17 14:57:43.470}
Send [sensornetwork/gpio/set/21/0]
t0[172.16.4.105]

RX-1@{2015-9-17 14:57:43.499}

Responsed data:
ok
Back track:
TX-1@skycoderTime{2015-9-17
14:57:43.470}
Send[sensornetwork/gpio/set/21/0] to
server
TX-1@serverTime{2015-9-17 15:00:09.501}
Send instruction to [172.16.4.105]
RX-1@serverTime{2015-9-17 15:00:09.523}
Received data from device
RX-1@skycoderTime{2015-9-17
14:57:43.499}

4 BA LAY THBT — 2 DBEY—7 v ZADFER
Fig. 4 Monitoring the Sequence of Data Communication with

Timestamps.

B 4 1% (D) DFEBUIRT. 241 LAX Y T, Bluesky-
server([8] 23249 % Server-ET-Timestamp & ET-Server-
Timestamp TH2 HTTP DL ARV ANy XHIZAZ VTS
INZT—R%, 3—=IXY 7 TDOMDITL AV NIZE
EMA D HETHEBT S, Bluesky-server DX 1 L AKX Y
TOF =R, VAT ARAUADET —RTHEDT, 7I7v
HT GTM IZ AT 2 HETH S . Server-ET-Timestamp
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JH> TRIGU 728 SIZAZ Y TI N4 THE. 75
THYDRA LAR Y T, T Z 0 FORLIT Bluesky-server
T —R% EZTDRBIIARY TINET—X TEHB
L7z,

6. EFMMZEER
AR, FER, FRAERE 285 AR5

6.1 =5

ARERRIE, PIFa AN & VAT LAOMEECBEL T, ARBREL
DL REDFIFKDE T 2 BIFEBROFTH D . A%
EERI, BRI AN 002 LD B E T ) r—v =
VAT, T ERBEKTS. 7TV, TV EOR
ATV w I U7=Z eIk 5T, Raspberry Pi (2 fHF
A72LED / —R %, fJIU 7Y, HL 2D $5HDTH
5. K77V T, T—ZDBIEDRA LNAZ Y THHER
TEDZLDI1295. 77 OFFKIX, AREIZETET S
D B¥E FERDOBAFE HIEOW A THRFT S . ARBRBICE D
FAFIEN 3 TRU 27 7 0 ¥ 2 THKTD . fERDOBF
I%, RaspberryPi EIZ#ZE) 3% node.js (ZE1F% Web ¥ —
JN& LED O 5T HATOBSEER BIFL 7221759 |k
BETZ7 ) 2HFETZEDTHD. TUT, ¥ A
NV ATLADOMREE TNFEETS. BIFED AN &
I—F1 V7L RMETHE. VAT LADOMRER, 7—
BIEY — v ZZHBWT LED % 5T Wd20icy
DORBEESTZMZOVWT, IUVYRMNI Y TFo L 14
A A (RTT) 2 MIET 5.

6.2 EREER

& 31%, RO AN OiRE RY. RBEBEEIIELD T
7V DS, — % BIRL < TE Wiz, —/ DB
MBI AND0IZRY, 67D NT—R TS5 4
EITART ) 2 BGICHHETDE L VWHETH S .

x 3 BFIAL
Table 3 Cost of Development.

7Y | =N | &F
wRDOHA aA—F4 Y7 TH8 (1T) 155 90 | 245
5 BARERE (2) 100 90 | 180
ARET aA—F4 Y7 T8 (1) 6 0 6
DEF BAFREERE (2) 5 0 5

% 4 1%, Local Network D7 — & D@ EREKIZH NT
LED % —[EZ sk 9% DIZhdd RTT % L TV A5
LDF =AY R & RY. KRBT, /RO AL
Y 2m BETEMN DN & MBS DI R o 7.
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R4 VAT LODMRE

Table 4 Performance of System.

RTT (msec)
EROERAETHKL LT TY 31
FRETHHEL LT TY 29

7. BEEMRE

BHRMEHTDH L = b@tE - Sty by —2
HAARY AT LOFEA [10] B FHET D . ZOY AT Lk
Telnet X— A% Web server N—ADY AT L& U THIFE
XN, WiEzE HHAAY AT L ETERETE 075 A
Thd. AT OEJPFEOHR Ty OIHERE S ]
FRASH & MIAAY AT LT3 L T, Telnet 1 X 7 = —
A% 295 . Web server RX—ZF/NX WH =N U TH
fE52 Zens, SHEKERNPHDBEEERY AT L%
e UTwad. UNL, Telnet R—ADE DIET /A A
CEEONTIY Y R TT V7R ATESZ2 06, £Fa
) T+ HTRENRDD. W, 8=y b L7525 8%
&, ANERAS BHIC T 2 & A O HIHA AT REE 2o TV
& MR 5l E R TR D S .

Xively[11] I, 7R &7 N L a—HFL D% Fa 7
BT R Y- ATHY , IoT DT —X WHZA D
AT =) T4 ANOXEX, T —4 N— A, Wb
AL TW2 . Xively Tl 3815 AARO KEFVE HIZESE
5T LMWMTERN. TDOI, SEHDOMAAY AT L
T, WBEA—1SNY R ADHIENHEL V™. AV AT AT
&, BV T =2 208 OORERIFRIC A T, @5 BED
TG e IAEL , b T 2 2N TES. 2tk -
T, BEETED-Fa—V T2 AREIARS.

Orion[12] 1%, 2011 42 Eclipse Public License (EPL) @
RIZBBINZTOY 2N THD. ZoTavV s i,
TIOYIIEIS Y TR _ET HTML, JavaScript, CSS
BE%REGD Web X—=IYNHFTE DAY — )V & 24T
5DMWEHETHD. KV AT LTIX CPS/IoT DERTH
YV TF—ARMEY TV AR BEHAETHY , TH
50T —AEMMEERBANTHIFICRR TS ZENTEDS M
LA

8. BBhHYIC

AEETIL, CPS® [oT & ¥ DHEHIAAY AT AlaE
Web R— ZFIFEREEZ BIFEIZ DWT iRz, AREIFERES
X779 FICENT, O RS EV T HEDIATUR T
AVAVRT—Ak, OS5I T [EE D Javascript
N—Z DM DB 24U 72, £/, BEY—rv A
DNWCHALARY TREDT—REREL, 7I3UYT
RRI D LTk, ERIRERT — & BEDMERE o
BRICU 72, FEBRIC, iR 7 7V r—ya vEBFEL T,
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RYAT L& HND L TRBIITO TSIV T HEETH
52t %;RUJ.
SHBOMEL, BAET I FTHERL 27075 LD
RYUVANDTTOA KRR ERTDH L THD. £/, B
1ED Javascript APTISEL N)LDE DVRHEINT WD /2
3720 T, Ihe s Ak, BEltTs LT, vYV PR
WOAFIZHL T, LD #HELPTWVWEDETEH. I5HIT,
Z DY AT L% CPS/IoT OFEMIZHU THEMAL , K¥ AT
LDEGVEIZ DO WTHREFE 175 FETHS.
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