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The campus network monitoring from off-campus using nmap

Abstract: In Kumamoto University, we have been performing the campus-approved daily network moni-
toring of specific service ports in the campus network from the Internet, employing the nmap scanner tool.
Based on the monitoring results stored in a database and e-mailed as alerts, we have been taking measures
against the campus networked printers which are accessible from the Internet. In this paper, we report the

corresponding methods for the Internet-globally-accessible networked printers in the campus.
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Fig. 2 Number of scanned hosts
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Fig. 3 Number of hosts by type of opened port
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Fig. 4 Number of hosts that are supposed to be printers
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Fig. 5 Recent number of hosts that are supposed to be printers
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