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Formalization and Verification of CCN Protocol on a Tree Topology
Using a Proof Assistant Coq
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Content-Centric Networking (CCN) is a communication architecture which was developed by Van Jacob-
sen on 2009. Communication on CCN is based on the names of objects, rather than on addresses. CCN
can store contents on relay nodes. It is said that CCN improves network efficiency and reduces response
time, but it is not a well-established technique. Although its behavior and performance are explored mainly
by simulation, the behavioral correctness is required to be verified for its practical use. In this model, the
matching process undertaken on each node is implemented and all events of sending/receiving packets are
managed by a unique list. We proved two properties as behavioral correctness of this model on a binary tree
topology. First, a user can retrieve the content if it sent the request under the condition that the content
exists in the network. Second, a user must have been sent the request for the content if a user receives it
under the condition that the content exists in the network. We have implemented the model and proved
these properties using a proof assistant Coq.
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