1.

[EERUIBF S

£35 Vol56 No.9 1889-1899 (Sep. 2015)

TR - T LV IDHD
AN ITA VRAEITEY 27 2D FE LT

RKEp ' RJE FRER? fEe ok B0

ZfTH 20145F11R28H, #%$%H 2015F6RA5H

WME: 20 Va— 5 OBMWEREICET 2HFOWIMI L bR\, TY8VT—5 Of4e - i - S x1T
ITIIN - T VLI I DEENDAL, X2 T A4 TV MRELEE, TV8IV - 7%
v///7®ﬁﬁﬁ%4//T/b@%@%%%ﬂ@:ﬁm%ATéz%#%% FrE IR FNGEIEA T
TEN T x LTy IIIERITEEIME EEE DO FINEE R L 7R MR T A R T4 V2T LTV 505,
RO A FIA4 V2B ULGY O IEMIMEELZIT) 2 LIEBES TIE R, 22 THE O IEFE
L&A FTA 2% R—=A|Z Android ik & PC 2 LT, 1 ¥ 27 ¥ NSRBI COIBhxILE OFFLE
T TIET LA T AR L7z, FERTRIIMEEOERGFRE LAR— M 742 8T, Bk
LM CHOBEHRE AT LI LN TEL, KBTI A FIA4 ek - E47 - LR—- NI Z2ITHIET
TV =2 a P OMERFHL, ZOEEESRUY Y FICER L -RHbR R ST 5.

X—T—K: 73V rTVvr, FARIAY, ZBIATFL, AV FU b, £F2)T0

Proposal and Development of Guideline
Total Support System for Digital Forensics

TAKAMICHI AMANO! TETSUTARO UEHARAZ? RYOICHI SASAKI! )

Received: November 28, 2014, Accepted: June 5, 2015

Abstract: The recent rise in disputes relating to electromagnetic computer records has prompted the demand
for digital forensic tools that can be used to preserve, investigate, and analyze digital evidence. Among a se-
ries of digital forensic work, “Guidelines for Preservation of Evidence” which showed the procedure for work
of preserving evidence was established by “The Institute of Digital Forensics”, a non-profit organization.
However, in the field of digital evidence preservation, speed and accuracy are fundamental requirements.
Under such circumstances, working with guidelines in paper media form is difficult for first responders.
Therefore, we have developed application programs that support evidence preservation work based on the
Guidelines for Preservation of Evidence on the Android operating system and PC. The system consists of
three components: a creation part of guideline, an execution part, and a report output part. In this paper,
the authors report the developed applications and the evaluation results applying a small trial scenario based
on an actual incident.
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Fig. 2 Overview of the Guideline Total Support System (GSS).
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Table 1 Application programs overview.
Y — L4 B
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Android 7 7Y r—3m v
RAEB TEB) L TIEEEX1T D
PC EOTF Y r—va .
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VAN S
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GSS-Reporter

% 2 GSS-Creator, GSS-Reporter OEE - BAZE Bl
Table 2 Operating and development environment for GSS-
Creator and GSS-Reporter.
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Table 4 A part of Chapter 2 of the Guidelines for preservation

of Evidence.
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Fig. 3 An example of flowchart created using Cacoo.

Flow chart in Block
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Fig. 4 Guideline creation screen of GSS-Creator.
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Table 5 GSS-Creator Work items.

HEA4 A

PEEY ¥ LOBREZRY

B BEOBREN DL TLED LOE RS
ALFR HARB 1T B A O EEE R T 5
FIMES BIBOWRM R SIZHOWTREERD 5
AR5y I BIRNKITSC EE 7 m—2 0I5 5

R 6 HEWRRRATA ¥ % 72— ZADFEM
Table 6 Details of settable input interfaces.
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Fig. 5 GSS-Executor execution screens 1.
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Fig. 6 GSS-Executor execution screens 2.
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AL, TEEFIE GPS B oHE ekt d 52 & TH
WO L REx 7 — & N— 2|l L CRiER T 5.

AR = b TNA AN BT AV EERORTF L LTiE
iOS7 @ iBeacon % fl\: % Ji1k b & 4. iBeacon IZENT
QAT LI EATE, GPS LI L T XY IEMEL 7 E 1S
MAERSET A LD TE A, GSS-Executor TIE77 v b
7 % — A2 Android Z$RH L 72720 Z OO ERE 1T
ZEIETE L7275, iBeacon (B ICH RS O RE
DLETH D) 2, BRI Bluetooth ZEHT 5. Al
i Tk X7z X 9 12 GSS Tl R oilfE = JLIRREIC T 4
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7. GSS-Reporter

7.1 EEEBEFEROMEH

GSS-Reporter & PC L CTE#IfET 27 7Y r—2 3 T
Y, GSS-Executor 2> 5 1)) &7z CSV X OIEEEH
7740 (LT, 1HER7 7 A IVEIER) 2i5AAATHE
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EDH B ERmADRE I AETIE L {MEEMThbN
Mol Eld, CORNDEALZ RV THERR T 5 Z &8
T&5.
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o7 vy r (- BT) F—20EZITLL
T, WAIIARXLAFELVR= b 1§52 &% fE
THb. LE—-MIHATML 7 7 4 VOREXTHIE NS
720, AV =3y NT TP DERETHIITAE
AHERRL7ZVAIRIL 720 942 L A5C& 5. GSS-Reporter
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R W SN BE ORI T SN D720, Ml
TEREIRINEMERRT 5 2 LA TE 5.

7T OELMETREEHE
Table 7 Main extractable Items.
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Fig. 7 Work report generated in HTML format from GSS-
Reporter.
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Table 8 Artificial scenario.

ABC K¥:0D XYZ IR TIIMRICHE AT 272018, ko
BENOHEEROT — 2 RIEEZ T TN D . XYZHFIRE & 2
DOEFEOMTIE 17— 21 3HEtZH M o HDD A 58 L T
BT, T EMEHL WS IIREDOR Yy U — 7 &
WL e b LWV IR o TWnz, LinLEM
MK ST — 2850 P T, BHREH TRINEOG ZHEE )
ELLfTbnT, Mxy hU—2Ic#ER SN PC 0dfg 7
FNVEVEBET — 2R T v 7 Eah T, HHH, TOEREE
Mo IR BT [ ] Ioxt L TR L om0 EE
EMLE, TICEYT — XX L THNBD BT 7 B A7 h
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Table 9 Evaluation results against common questions.
i
(n=10)
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#* 10 GSS-Executor (22 TOFHLIEE & FHllikE 4

Table 10 Evaluation results against questions for GSS-

Executor.
St H e
(n=10)
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Table 11 Evaluation results against questions for GSS-

Reporter.
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Table 12 Response rate according to each work item.

A | R [EIF=S
BR | BAELIA T Y NORE 10/10
BR | LA T MRREORE 9/10
R | BAELEA T v MRAEOER 10/10
k| BAELEA VYT U N ERMDAY 10/10
OV | ek O RER O A 10/10
L8k | R AR LT H IR 10/10
LBk | XARW AR LTS T 9/10
B | RO A 10/10
L8R | R OIREE 10/10

F 13 HOHF A F& GSS OVEHEM:H ORI
Table 13 Evaluation result using GSS-Executor compared

with paper media.
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® 14 (EEL AR — MEKOPTERR IOV TORH
Table 14 Evaluation result of the time required for working

report generation.
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