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Abstract: Our cryptosystems for social organizations are new cryptosystems for communications between
organizations, because all of the conventional cryptosystems were mainly for communications between indi-
viduals. The feature of communications between organizations is that the sender who enciphers the message
cannot specify the last receiver who decodes that enciphered message. Using our cryptosystems, the enci-
phered message can be transmitted to the last receiver within the receiving organization flexibly, without
any decoding in distribution process. Firstly, we propose the system of our cryptosystems that utilize the
correspondence between organizational allotment of roles within the receiving organization and the features
of Elliptical ElGamal cryptosystem that is composed by 2 factors, and show that our re-encryption process
(changing of key for decoding the cryptogram) can be carried out so that only newly specified receiver can
decode the new cryptogram, without any decoding in the re-encryption process. Secondly, we report the per-
formance data of our software implementation on the PC and show that it is good performance satisfactory
for practical use. Lastly, we report the results of the first operational experiments in Japan that carried out
in local government of Omachi city, Minowa town and Tsubame city.
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Fig. 1 Revised re-encryption process.
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