1BERAIEF=EmEE Vol.56 No.9 1834-1845 (Sep. 2015)

1.

iU &I

FEI A RS DA H AR EE A Xk e 1 2 5D <
CAPTCHA D%

LT B A RE2Y) Fit e

ZftH 20145F12R50, HKi*H 201556 A5H

BE . BAEOFAERE CAPTCHA (X, AMICE > THMEREETH Y, MEHEZR LIV 2T T 7E R
DEEBEIZ > TWh., T — F3 I I CAPTCHA &, ANMICX2@ERDMET 72 ) T4 %
HbEHOFRD 1 2oTHY), HFHAM CAPTCHA Ot L LTHEFEINTVE, L2 Leds, 7—F
I 5T OERIIRTHRLONEZNETH 2720, Fh5 ORMECHTOHEERDEZ H o 725812
L TCHEESTH A, RFETIE, BALICHYETA LD~ a 7O Z AR TAI LT, ZOMEE
fRiT 5., SHICERZHE LT, XOEHBEOERSHREL Y IV V20BN EMEE NI L 5
BRDMEFMT 5.

*—7— K :CAPTCHA, 77 ATIWVFTH¥ A, w)Va7dE, T—F K55

Proposal of CAPTCHA Based on Relative Awkwardness
between Synthesized Sentences

MICHITOMO YAMAGUCHI'*® TaKESHI OKAMOTO??)  Hiroak! Kikuchi!:©

Received: December 5, 2014, Accepted: June 5, 2015

Abstract: Conventional CAPTCHA systems using the audio-style test are not accessible to people with vi-
sual impairments. Text-only CAPTCHA with distinguishing word salad from natural sentences is accessible
and easy problems to human, is an alternative scheme. However, due to a difference of the relative frequency
between word salad and natural sentence in the test, it is vulnerable against adversaries who use search
engines. In this paper, we address the problem using machine-synthesized sentences by Markov chain as
natural sentences. We evaluate the security against attacks with search engines. We show the experimental
results of our proposal regarding usability.
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FIHBIZENS 2@ &5, KK FRTIE, 7AMNET
FANOATIIRITRETH ), FIHZICERS NS D
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BT D, ZHBEHRSHET — I N—R (T3—/3R) %k
fili L7 T 4UE 7 & 7,

INE T A= N A FVTgGAEE, TAME LTRRS

LEKISfEwEbLSNTLES . ThE, 7A MIHW
EANEL, fnEbEN e HRCE LTRET
LWEICHETTH 5.
(2) BRI LI ERWIHBADIEEMY @ HrBl 2 MEL
BERT 5720121, TEOEE RN EY I — /32
FTAHREDREZ OGNS, L LIOBEIE, BRIy
OB IS DT I 2

HARCIE, a— X2 LTHWAXEOYVIEETH D
7o, —MEDOMBEL Y DV OMBFERIIEDNT, FHIC
HATES,
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telligence) MIME% FJH L7z CAPTCHA 2SR E & hTw
% [8], [14], [15], [22].
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I & B EHCOM ZFH L T\wb. Christopher [10]
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LESURMAREELDANC S, NY T 7)) —LORAIT S
T2, Holman & [7] 1, Hit7% 5% W% L 555 O
HTHIIRL, Z2OVTHIZE > TOMETREE T2 R %
% L 72, Shirali-Shahreza & [16] (£, FIFE IR L7
HY &% R/ TR S, BEICL VA ST LR
ERRFEL.

Ta OMFE T IV — 7T TlE, XEXIRBREEL Fv 7
CAPTCHA #MEILCWwa. BEONY T 70 =% =R
& DEWVE, CAPTCHA IZZR S5 HEERIE & M7
DA W/ TETH D, BAFHZETIE, ZomIiZow
TOFM B ETRFHEAYT I T WA wv, BRI, SCESOR
EFRRI R & B BEAERFZEIC oW T, ST HRSC R D
T Az, 1.2 fiTRE L2 KK 3L RO RE 7
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1 LT 2R L, FOHEKSITDWT TN 450 % A
L7z SCHk (11 i, BAXEREALZWT = FH 945
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LLDTHALILIERYET .
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L, ZTNCLoTERSN WL HOT — RS 7 509
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KEGTIE, 100 x Wy /Wal%] % ERLDOLEEMEE EF L,
MR R ORI L L <) . 72& 2 1E, L7z
100 D7 — P4 Z FHIZ 10 MOEE D o 7256, 0
SREEIL 00%12 7% 5.

I—= XA EENDILEFR M-gram DEEE Dy & L,
RS 1-gram 54 5 8EA6% D L4 5. HHIEE M-
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(1) 3=78AH 5 N BV 7#EETVEES.

(2) B %R b, 7—FH I 5% sfl, 5tz lOX%E T
VY LRNETHHEIZGZ 5.

(3) FIAEE 2 MO X%, ZNhE Hum o Spam (25348
LTHET 5.

(4) BBk 2RO, k> BME0 %5 3FHE 2, £
) THRIFITIESRT 5.

KK FROBIE, MELICHALZHHLTWAET

HhH., TO0 KK FRTIE, MELZELZBITL7:0, f

EXHEZI—NRACTHI LRI TVD.,

3.5 REMEHRLFMAE

ARTlE, WBEHS [26) 0FeMERE T 5.
FHE{EE (FRR, FAR, F-1&)

X & WEL R RTMERER, YV 25T R TMERE,
H % Hum, S % Spam & ¥ 4. {ERIBVLEEDS Hum & 7%
L AEMELT, FIFHED Hum & IRET 5 50 2R
&, P(Y=H|X =H) £%¥%. Hum & Spam % N#ET
LRI ENEN,

P(X =H) =

Te o | =

h
=1—-—
z z

7 4. CAPTCHA ORD=ERIZ, I 5 DFREERT,

P(X =8) =

P(Y=H,X =H)=P(Y = H|X = HP(X = H)
P(Y=8,X=H)=P(Y = S|X = HP(X = H)
P(Y =H,X =8)=P(Y = H|X = S)P(X = 5)
P(Y=8,X=S8)=PY =S5|X =5)P(X =9)

LE2 A, ANMIZX 2 CAPTCHA 1 & 72 ) odlRk#z,
P,=P(Y=SY=H)+P(Y =HX=S5)

L35,

22T, CAPTCHA z BIC & W B S 7383 %
25, ANMICX D CAPTCHA ODIEEEN k<0 &% b
=%, ANM$EAS2 FRR (False human Rejection Rate)
EEDAL, T, uRy ML B CAPTCHA 1 RiH 720
DEYHEE P, L L, TOIEEEN k>0 &% biER%,
WMz A% FAR (False machine Acceptance Rate) & 7%
Wh., $hbb, FRRBIUVFARIZ, 1B O
P, BXU P, L5540 2 [l k BIZEEL, HORfE0
&k DRIROBERE TR THL., Lo TFRRBX
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k=60
FAR——E:(z)Pgu——RnV‘k
k=6
525,

AT, KK RN ERFEHRORBEFS T 5720
=1, 2=1TDFRR X FARD5, XD F-fii
F%:lefFARy(LfFRR)

(1—-FAR)+ (1 — FRR)
wHW5.
V= ERWERBICHT 2ReM

Y= VIC L D IFEOME KT MERER Y W T 5.
WLER D BARG] & L Cld, MS-WORD 2 & % L #AZIE [26]
RMBRL YT NI E BT =S ADMKE DS 5. WAL TH
NBHEGE W =t L TN, ZOMEPW =t) 3,

(2)

PW=t)=PW=t,X=S)+P(W=tX=H)
=PW=tX=S)P(X=29) (3)
4+ P(W =X = H)P(X = H)
kb, 2ok E, AND Spam TH AHIERIE, XA XD
EHPS,
P(W=tX=85)P(X=25) (4)
P(W =t)

b, FRRIS, WWEMTONLVWHEREZ W = f LTh
X, ZOME®E P(W = f) 13,

P(X =S|W=t) =

PW=f)=P(W=fX=28)+P(W=fX=H)
=P(W = f|X =8)P(X =5) (5)
+P(W = f|X = H)P(X = H)

Ehh, Z0EE, ATID Hum Th AHEFRL,

P(W=f|X=H)P(X=H) -
P(W=f)

EBB. LIeo>TC, uRy MIXDMEY, 2, W=t
nEE,
v S w./p. P(X =S|W =1t)
Y\ H w./p. P(X = HW =1)

P(X=H|W=f)=

(7)

W=fnkk,

v o S w./p. P(X =S|W =f)
H w./p. P(X = HIW = f)

(8)

LEDDHZ LT, FAR %R KILTE 4. L7225 - T,
CAHTCHA 1Md» 721 OIEE=RIL,

Pow=PY,=8X=8)+PY,=H,X=H) (9
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Eh. 722L,

P(Y,=8,X=25)

= P(Y,, = S|W = t)P(W = t|X = 5) (10)
+P(Y, = S|W = f)P(W = f|X = §)

P(Y, =H,X =H)

= P(Y,, = HIW = t)P(W = t|X = H) (11)
+P(Y,, = HW = f)P(W = f|X = H)

TH5.

4. REAR

4.1 RBEARXOBE

KK i ERFETROE L, (1) Hum OERTTEE (2)
fRETHATH 5.

(1) Hum DERAE - 1-E AT, Hum, Spam & 12
<NV aATHEBTERT A, 2L, FRENHEMNT SR
B0 Nium > Nopam %727

Hum 27— FH 5% H0wb 2 LiE, DTORTHR
LOFHICENTERTWS, LoT, Ry MIAT 5
FAR DUFENHIFTE 5.

o [Al—2— XK LT, LVEBVAERLOLHEMLS

.

o MBIV I VICEDLI—INADKENNETDH 5.

EHNE, ERRoOFSICLY), ARNEEL -/ L
LTHATES. HAflHhHREERE 2T — A % i L
TBITIE, BEEZAER L2255 32— 322 AT 5L
#L, SIVaATHEET VARG TE L, SN RET L
DEFILY, ERLOSHREZMFFT LI ENTES.
(2) BBEAR . 7= FH T 5%, BRI TENED
BV EDER SR T2, ARMICHT S FRR OE
(L asns. ZoxKE LT, EFXNTI 1ML
\Z Hum & Spam ZW IR L, £OEE S PHAICH
RO(D LRIAAR) »EBED HNEH) AN,

B 1 3B R OERGI 2R3, FERB 113, Hum B
HRTIRBERSEFELLZ EFTE R, ERBI2 T, A
WCE o TEEMEETE LA Lk, L2 L, Spam
EOMM LI T H 2 & T, BEDNED > TWVD,

4.2 AXESE
REHFKOT VT AL % TIRT.

REAROT7ILIN X L

(1) Ngum > Nspam £ %5 2 DOREEERIRL, T—/32
PO FNFNOY LI THEETVE(EAS.

(2) Hum & Spam % z {/EKT 5.

(3) FHIZA LT, Hum & Spam %7 ¥ % MR A
& BIZEID 4T, FIHEICIRRT A, FIHEIC, &4
IZoWwWTEYE% (Hum), 3L IEAEK (Spam)
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\
A D RARR I EERL TS0,

No. 1  (Nuum = 2, Nspam = 1)
A BER SIS OHE RSN, ZOM L IRIEERE
IAERFTICE LS 125
B XD TKREKRD L, HOBAEEOR, 556<
o T, —FTho

No.2  (Ngun = 3, Nspam = 1)
A ZHRERY, HFITRICO o T2, JFTOREZ
IEEMAH Y,
B ARG, & L THIRA CWAIRICHBTLITIC
720, HERE Lo

No.3  (Ngun = 4, Nspam = 1)
A M IEE D, KOBEAE HE 5 L& RN
5, hEFENT
B Mx7z. AAETHLUMICHIZxT. HEREZIC
WD ET IV OKFE

fif % 42C B 23 Spam.

\ J
0l 7 =y W Y (i f]]

Fig. 1 Sentences synthesized by our proposal.

BRI R RE ST S,
(4) IS8k %Ko, k> B0 % 51 3FHE %28, #
I THRITSIEST 5.
=N, RMEHHEE 0, —EOERK S
CWCEHHPLE D, TI—8ADF A R LT, +
53 7% MREAT S HERR S A VERIEIE AL 4 720, Har
IZZ M 7 ERRNICHERE T A 2 LD L\,

5. &l
5.1 FHMiIEE

RESOBFMMEEIRIET 5720, ROFEREITS .

R 1 BSOSO

2 MBI VIV UVEHWAZEIZL S Hum & Spam
DB PE D FFA

FER 3 AMIC X 2 EF

5.2 EEAZE
5.2.1 BT ERELAHE

RIZ, EBRIILHET LHEERT.

o FHZEHE [23] 1B I N TV 5 MEHOIFEK K
BAOLEE, TEHT1IO0a =2 & LTHD.
= 1LICEOEHERT.

o REFANT Spam ICHWVDL T — NI F¥ORH%
Npam =1 55, Hum (VAT — K% 5 5 ORE%
Nium &, FERKTHA1, 2,3, 4, 5 &, lExiEoR
¥ [N, Nu) =[1,2],(1,3],(2,3],[2,4],(3,4], [3, 5], [4, 5]
EHWCEHES 5.
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xR 1 FEBRICHW g — S 2 DR CCFE, 1780 = (80783, 5248)
Table 1 Features of our corpus; (Number of characters, Lines) = (80783, 5248).

N-gram 1 2

3 4 5 6 7

Number of Unique Words 7,893 | 34,469
Diversity of the Corpus (Cn) | 4.403 | 1.785

60,790 | 73,632 | 77,532 | 77,526 | 76,395
1.231 | 1.075 | 1.023 | 1.008 | 1.002

o KK}X%, Nyym =7 & Nopan = 1 DT — FH 5
FHAMEL LTk) . #1256, T-gram 2B 5
T—NADEHEMEE Oyr 2 1 DT, KT TR
7— K475 HRIcE LT,

o AT AT — NV I ¥ T, 30 25 40 LT-D
HPHE 5.

757 DERFLIZDONT, FOFEEHERT. Bz /8T
A= L LTROIBE, N & Ny =Ny — Np AT
5. FEEBBOEE, Nug =03 5. @EFEOHEO
¥y, N= Ny, Ngg = Ny — Ny £ 5.

5.2.2 FE1 (ZHMH)

YNATHEEETNNL T - Y I8 R, I LI
50,000 fHAR L, ABILOSHMEEMHERRT 5.

5.2.3 EE2 (BRI >IUICELIFEAMNE)

ROFNEE, Nygum = 2,3,4,5, Ngig = 0,1,2 12D T
FNEN 10 B4 .

(1) Ngym BEX VI 7HEETAHNS, T— K475 108
% Hum & LCEERT A, 1B~V 7 T TV
5, 7= F% 75 10M% Spam & L THEKT 5.

(2) Hum & Spam % EFKIZ 129 DB H L THl % HEK
T4, TRTOMICKH LT, ROWHEHEZLTS .

e Yahoo!llRZEIL VYV VIZFNFNxVwiEbeb.,

o BMBEHERD LM 10FICT— AN E TR TV
B, BRIy a— X2k L7 LT 5.
I—= N AOBEDET) L72GE, SHIROHE R
179

o ROWTNLDOLEMENILI2E, MRy I
\2& ) Hum & Spam # IEL {FRITE/ T 5.

— Hum DI I — IS AHMH S 7z,

— Hum DJiH* Spam £ O EAREZRFERT, 3-8
ADBH TSNz,

METREE Lo TEE L Ee—H oMl

HEFEITL, B2 2HHETAS.

FH S A2MZ%E L > Y 1, Yahoo!, Google, Bing % fi&
WIZHF, FHRTHAA L Yahoo! &38R L 72, Bing B,
T = R T 500 =8 AR T BIERHER N 720 B
L7z. Google &L, 705 F L2 X ik L 7-HEAT
Elaholzl®, MEBEOBIL ORI L.

5.2.4 EE 3 (AR & 250

ROFIETHER LT VT 7 A VEHNT, T b
EM L. BB, B 134, KME3HOHARAN 16
HCTH D, ERIERIL 18K S 65 K TH Y, HIDIRAE

© 2015 Information Processing Society of Japan

100

90 |

80 -

70

Diversity [%]

60 -

50 -

40

Order N
2 NWE7— N7 50LkME
Fig. 2 Diversity of sentences generated by Markov chain.
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5)

®2 MBELYY VKD a— S AKRINESR
Table 2 Conditional probabilities of sentence to be detected.

Order N 1 2 3 4 5

7

[1,2] | [1,3] | [2,3] | [2,4] | [3.4] | [3,5] | [4,5]

PW=tX=az)t | 12| 19 | 44 | 78 | 85

89

[§ 9 25 33 56 58 75

i: If N =1, then x = S. Otherwise, z = H.

08

0.6 -

Success Rate

04

02 T

Ngj=0 —+—
| Nor? =
. ; ‘ ‘ ‘ ‘ Na’m=2 s
1 2 3 4 5 6 7 8
Order Npyym
3 Yahoo! MFEL VT V2L %D Hum & Spam DiFkE
Fig. 3 Distinguishability rate by Yahoo! search engine.
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Fig. 4 Distinguishability rate by human.
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Fig. 5 Attack success rate given known probability of Spam
P(X = S) in KK scheme.
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Fig. 6 Attack success rate given known probability of Spam
P(X = S) in our proposal.
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% 3 CAPTCHA 1[&» 70128207 L2 iR o ik

Table 3 Comparison between conventional schemes and our

proposal.
Scheme Nygum | FRR | FAR | F-ratio | Barrier-free?

Visual-eBay ! — | 0.07 |0.514| 0.64 Not4
Visual-reCapcha* | — | 0.25 |0.223| 0.76 Nof*
Visual-Yahoo'! — | 0.12 |0.053| 0.91 Nof*
Audio-eBayT? — | 0.37]0.829| 0.27 Nof?
Audio-reCapchaf? | — 0.53 |0.015| 0.64 Nof?
Audio-Yahoo!? — 1 0.32 |0.455| 0.61 Nof?
[21]73 7 10.00 |0.796| 0.35 Yes
KK|[26] 7 10.180[0.796| 0.33 Yes

2 0.194]0.505| 0.61
Our 3 10.212]0.563| 0.56 Yes

Proposal 4 0.169 [ 0.720| 0.42

5 10.156|0.767| 0.37

t1: The values of FRR and FAR are referred from [4] and [2],
respectively.

t2: The values of FRR and FAR are referred from [4] and [3],
respectively.

t3: The value of FRR is referred from the results of informal
experiments described in [21].

t4: For the hearing impaired.

15:  For the visually impaired.

% 3 OFERPS, REH NI Ny =2 OHEIZ F-H
0.61 TlBE B, NYT 7Y —=AiRELTIE, B—EN
RO BV FlEZ /R L7,
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REHRIZBNT, 6.2 HiCHEM L72REREN Hyum = 2,
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2B 5 (2, Py, Py) 12121 (20, 0.194, 0.505) & 7% %
ZEnn, EEHROBMEO %37 A—% L L7z CAPTCHA
20MH72) D FRR & FARIZ, “HMAL VR 7T D)
254 T&%. FRR= FAR ¢ 7% ERR (Equal Error
Rate) DFEMICHB VT, EHFXIT O = 6,7 DffIET,
FRR X FAR% & LIZH 10%LETE 5.
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MO RL D a— 822 F\wiz, M8k, a—/32
04 Z &2, NFET— N7 5% 50,000 324K L7
EEDERILDEED A THD. B, 5 ETHW
=AW, 3= XA 04%1212FLDHDOTH5.
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Fig. 7 Probability distributions of FAR and FRR of our pro-
posal (Ngum = 2, Nspam = 1).
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