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Abstract: With the spread of Internet, the number of damage from botnet is increasing. General botnet use
Command and Control (C&C) server and detecting C&C server is one of the technique of botnet measures.
However, it is hard to detect C&C server because of diversification of C&C protocol and changing of botnet
configuration. In our work, we define a feature vector to detect C&C server and report the experiment
result that is classification normal traffic and C&C session by using real network traffic. Finally we show the
effectiveness as the method of detecting C&C server which use several kinds of protocols.
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Fig. 1 Time-chart of Botnet activity.
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Table 1 Feature vector.
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Fig. 2 C&C session analysis (All).
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Fig. 4 Vi — V3(HTTP).
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Table 2 Number of unique IP address.

Normal C&C
Co09 | C10 | P13
IRC 736 6 19 0
HTTP 763 51 | 139 | 15
it 1,499 57 158 | 15

£33 HitLztyvarF—sol

Table 3 Number of extracted session data.

Normal C&C
Co09 | C10 | P13
IRC 903 190 | 573 0
HTTP | 1,270 84 | 255 | 406
it 2,173 274 | 828 | 406
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Table 4 IRC session data analysis: Average (variance).

Normal (IRC) C&C

C09 C10
Vi 88 (6.0 x 10%) 6 (24) 5 (250)
Vo | 1,187 (3.6 x 10%) | 67 (1.5 x 10%) | 77 (1.9 x 10%)
Vs 75 (6.1 x 10?%) 2 (6.9) 3 (632)
Vi | 1,336 (2.2 x 10%) | 177 (1.7 x 10°) | 185 (1.6 x 10°)
Vs | 583 (2.8 x 10%) 8 (75) 6 (111)
Vo 1 (0) 1 (0) 1 (0)
Vs 0 (0) 0 (0) 0 (0)

7= 5 OFE I R/MEDT 0, RRME 1 OFERYEE 75 5.

4.3 HWFEZERE\-H8E

AREITIIEWEE L 250HICOWTHNT L. 4HD
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TN H OGS LB E e B, STILE DOETIVIZENH
DEETHY, FEHT—7 EWENL AR TIOXRT OFEH
PEEGZONTVwL Ty PR EE L. Tz,
TANT=FOH LA T—=FIZEHLTHIELWHT
NCTELILRHME L2 DODHMH WV FEH L. i
X, Ry by MIRDIZODERN R AT LELTE
DFFNET IV ZM ) T LAWY TH B 0B L TR
EEATREM 2 HRFE A AT 9 . BMFE oKL EH S LS
72O AE R3] ZFIHL T 5.

B EHOEY 2 — VIZB LT, SVM Tl kernlab /%
F—Y 4], B Y AT 4 v 7 A TIE glmnet /Sy 7 —
D [15], FA =T AFETIE el071 25y 77—V [16] % F
HLTwa., T/, SYM#ELOBEOH — VEKIZT Y
TV EIE
|7~ g1

202
M, PREBICIVEYEEDLNS o FREL T
A, Fi, SVGM VAT 4y 7 IETIEIEETFT—7 0
OIRERTF 22—V FINT A= 5 BRET DDA
ExAT). AROFEBETIE 3 HOREREEITT>Tnh,
FA =T _XA X LT, ARlOFEECR#E(LT 5/87
A=W oizlzd, LEREEIT> TRV,

SROEBETHW#E T -7 T AT =7 IZBLT
T L. EFLRT—5, BELT—IN6T—4 - kv

k(Z,9) = exp

x5 HTTP tv a7 —FMpmms Pl (o8dE)

Table 5 HTTP session data analysis: Average (variance).

Normal (HTTP) C&C

C09 C10 P13
Vi 88 (1.5 x 107) 60 (1.4 x 10%) 47 (1.3 x 10%) 4 (5.7)
Vo | 33,140 (3.9 x 109) 194 (5.7 x 102) 177 (2.1 x 10°) 126 (1.4 x 102)
Vs 129 (1.7 x 10%) 50 (900) 35.4 (1.4 x 107) 3.4 (74)
Vi | 33,671 (2.1 x 10'2) | 66,320 (1.9 x 10%) | 42,212 (2.6 x 10%) | 1,135 (1.1 x 10%)
Vs 249 (1.2 x 10°) 2.6 (2.8) 0.27 (1.3 x 10%) 1.7 (3.7)
Vs 9.15 (1.3 x 10°) 3.8 (0.13) 35.7 (7.8 x 10°) 1.1 (0.3)
Vr 122 (1.3 x 10°) 0.64 (2.3) 3.1 (6.67) 1.5 (0.5)
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®6 75ty b TLICRAERER
Table 6 Result of classifying every DataSet.

Normal C&C
IRC | HTTP C09 C10 P13
IRC | HTTP | IRC | HTTP | HTTP
SVM (Normal) 219 | 414 1 0 9 1 1
SVM (Anomaly) 45 12 66 32 208 100 103
LR (Normal) 196 251 0 2 1 14 0
LR (Anomaly) 68 115 67 30 216 87 104
NB (Normal) 197 | 382 0 8 0 17 0
NB (Anomaly) 67 44 67 27 217 84 104
it 264 426 67 32 217 101 104
I (SVM) (%] 985 | 100 | 959 | 99.0 99.0
B (SVM) [%)] | 17.0 2.8
kL= (SVM) [%] 15 0 4.1 1.0 1.0
= (LR) (%] 100 93.7 99.5 86.1 100
AR (LR) (%) 25.8 27.0
S L# (LR) [%] 0 6.3 0.5 13.9 0
HeiE (NB) (%) 100 | 844 | 100 | 83.2 100
RIS (NB) (%) 254 | 103
Rk L% (NB) [%] 0 15.6 0 16.8 0

T OBWEET LT X LOFATHIO L

Table 7 Comparison of execution time of machine learning al-

gorithms.

SVM | LR | NB
FEHT— 5 (s) 1.97 | 2.01 | 0.03
FARTF=% (s) 0.12 | 0.81 | 0.38
A (s) 2.09 | 2.82 | 0.41
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