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An Identity Authentication Method Based on
Arpeggio Keystrokes

Masaatsu Kasukawa,! Hirovasu Kakupalt and Yuko MoriTf

We previously reported some authentication mechanism of the workstation that worked
well. For the further experiments, we found interesting phenomena. Interkeystroke
timing of distance three or more keys often had a smaller variance than predicted from
the sum of the timings of each keystroke. These kinds of keystrokes were named
Arpeggio-keystrokes. To use these phenomena, a new authentication method (Arpeggio-
Method) was developed. To compare with the older methods, we got much improved
results with some experiments. This paper describes the mechanism of this method and
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reports the experimental result compared with previous methods.
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Fig. 1 Example of Arpeggio keystrokes.
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Table 1 Arpeggio keystroke ratio of each subject.

wEE 10 20 4 304 40
A 4(40.0%) | 9(45.0%) | 14(46.7%) | 20(50.0%)

B 4(40.0%) | 9(45.0%) | 14(46.7%) | 22(55.0%)
C 3(30.0%) | 9(45.0%) | 13(43.3%) | 20(50.0%)
D 3(30.0%) | 7(35.0%) | 14(46.7%) | 23(57.5%)
E ) 2(20.0%) | 9(45.0%) | 15(50.0%) | 22(55.0%)
F 1(10.0%) | 8(40.0%)"| 15(50.0%) | 23(57.5%)
G 00 0.0%) | 4(20.0%) | 11(36.7%) | 17(42.5%)
H 2(20.0%) | - 6(30.0%) | 13(43.3%) | 21(52.5%)
0( 0.0%) | 5(25.0%) | 13(43.3%) | 21(52.5%)
0(0.0%) | 6(30.0%) | 13(43.3%) | 21(52.5%)
2(20.0%) | 6(30.0%) | 15(50.0%) | 22(55.0%)
3(30.0%) | 8(10.0%) | 13(43.3%) | 20(50.0%)

6(60.0%) | 12(60.0%) | 19(63.3%) | 25(62:5%)

2(20.0%) | 8(40.0%) | 15(50.0%) | 24(60.0%)
4(40.0%) | 7(35.0%) | 13(43.8%) | 20(50.0%)
2(20.0%) | 6(30.0%) | 16(53.3%) | 24(60.0%)
1(10.0%) | 5(25.0%) | 12(40.0%) | 20(50.0%)
2(20.0%) | 7(35.0%) | 13(43.3%) | 21(52.5%)
1(10.0%) | 5(25.0%) | 11(36.7%) | 20(50.0%)
2(20.0%) | 5(25.0%) | 13(43.3%) | 21(52.5%)
3(30.0%) | 8(40.0%) | 11(36.7%) |. 18(45.0%)

4(40.0%) | 11(55.0%) | 17(56.7%) | 23(57.5%)
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v 1(10.0%) | 6(30.0%) | 14(46.7%) | 21(52.5%)
3 3(30.0%) | 7(35.0%) | 13(43.3%) | 19(47.5%)
Y | 4(40.0%) | 8(10.0%) | 11(36.7%) | 21(52.5%)
7 1(10.0%) | 7(35.0%) | 14(46.7%) | 19(47.5%)
AA | 0(0.0%) | 6(30.0%) | 13(43.3%) | 21(52.5%)
BB || 2(20.0%) | 7(35.0%) | 13(43.3%) | 19(47.5%)
CC_ || 110.0%) | 7(35.0%) | 14(46.7%) | 21(52.5%)
DD || 1(10.0%) | 5(25.0%) | 11(36.7%) | 18(45.0%)
EE || 2(20.0%) | 7(35.0%) | 14(46.7%) | 23(57.5%)
FF || 6(60.0%) | 12(60.0%) | 17(56.7%) | 21(52.5%)
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Table 2 Results of Arpeggio Authentication Method.
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Table 3 Results of JG and New-JG Authentication
Method.

[ =& 7F-sEER Ay -] @iEREEEREE|
] GFE [ EHME L3 FHEREE)| 05 67.8 0.0
J GFE | P £3xBRRA)| 1.0 63.2 | 0.2
] GFEE: |FHE L3 HEEE)] 1.5 51.3 2.3
T GHRE |FHE +(3xEMRE)| 2.0 46.1 3.6
] GFE [FHME LOxMEERE)| 2.5 36.8 6.6
J GEi: |T9E (3 HEE)] 3.0 29.6 9.4
T GHFE [Pl tOxBREE)| 3.5 19.1 12.0
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Table 4 False alarm rate in JG, New-JG and Arpeg-
gio Authentication Methods (Imposter pass
rate 0%, 0.29%, 0.5%).
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