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A Study on the Exceptional Rules Concerning the Information
Security Policy & Standard

YASUHIRO MURASAKI!  YONOSUKE HARADA!

Nowadays, Develop and promote of official rules about the information security is one of mandatory measures for every
enterprise. Those rules are designed based on existing incidents. Some of enterprises implement "rule for exceptional case" in
order to respond to unexpected situation.

However, definition of exceptional case such as acceptable inside a range might be dependent on decision of individual
organization. It is not obvious that they assess security risk of unexpected situation definitely, whether having taken exception
measures either.

In this study, actual conditions of "the exceptional rules" and exception measures, and the benefit of enforcement are surveyed
from the viewpoint of organizational governance. In addition, the necessity of standards across society or industry wise, and its
expected effectiveness will be investigated.
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Figure 1 A flow example of exceptional rules.(N CORP.)
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Figure 2 A flow example of exceptional rules.(Govt)
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S 521X 2013 £ ISMS SIEIZFISFENFE I N2
L, FhERICEREX 2V T BT 20 E -
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BEFTHERELTVWADONZOWT HRRAMHENRH 5 &
EZB.

AWT v — MERAEERT DICHZ>TE, ZNET
DEBRREBE L THMEZRELTNDHA, Tor—Fh
RT3 HT & D, RO TEAHT O LB L 2 BN HREE L,
BISNRE DFE— 172 K E D MBS RIZ DN THE S T
STETHD.

WUT, BIELE - BSMEERE#REX 2 ) T4 ~v Y
AV MIEDEIITHENMITERA L T REPELSHB LR
MLTnEWnWEEZS.
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