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Scalable and Small Power Analyzer Design
with Noise Redcution for Low-Power IoT Devices

TAKASHI TAKENAKAZ MASAO Yanacisawal Nozomu Tocawal

Abstract: Power analysis for IoT devices is strongly required to reduce power consumption and realize se-
cure communications. In this paper, we propose a scalable and small power analyzer with noise reduction for
low-power IoT devices. Our proposed power analyzer has the following advantages: (a) Our proposed power
analyzer has a two-level amplifier and amplifies current signals adaptively depending on their magnitude.
Thus minimum readable current can become small enough even if the small magnitude of current signal is
given. (b) If long-time analysis is required, it can be partitioned into several analysis segments. Our proposed
power analyzer can measure currents and voltages of each analysis segment by using a small amount of data
memories. After that, by combining these analysis segments using a timer module, we can obtain long-time
analysis results. We have analyzed power and energy consumption of encryption processes of AES block
cipher on Arduino which is a typical IoT device for prototyping. The results demonstrate that our proposed
power analyzer has only 1.3% measurement error compared with a high-precision oscilloscope.
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o, BT AL 20 BRI U OB NG
nad. FlziE, A~—r7 Uy FIZRHSEEH
TNRAATHNIE, BE - Bty RRAEsS.
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L6, [7), WH~A7mar hr—F & LT 1] BHE
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FEVa—, w4 ruariha—7, BrHENEROW
BEHOBFHNPLELND. B FOMEBENTNE N

©2015 Information Processing Society of Japan

DAS2015
2015/8/27
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&bz, (M 2) BEFO /NI ) fpr s @ 3l e 7 — &
DR RFICHIATE D AT Y OREIDNEL, A
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B O MR 2 W E U/ N B SR EE SR T & D &
WA D, ARETIEBEAE O/ N RSB L, (a), (D)
AL, BEFEO/NUE TR & RS LL Lo fRHT R
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i~ A 72 br—70 A/D EHBEEY 2 — LD A
e r~znZnplxlcgpisng. i~ 7ma b
a2 —Z XEX R T A AL D EIMROKE SITEH T T
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Bz D, ZOBEICE-ST () RERIND. vy ME
OWHBEIZ 1Q Th oD, 1BEHE 2BH, WHFOH
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T5.

(3) BIERIE - EAMFTEEOHE~ A 7 na fr—
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DA ERERREZ R LW G613 R e LI
A/D B AT D A/D EHIT tus] AT, m
WEBSND. (1) 7D (3) £ TOMIEDK Y & LE
Fhs n [T % G (1) 105 0 AUER A Y T

(4) AIERROLMEFEAMERE - & LEE O
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Wl B & FBIE & B OMI AT 5. B IR
BOPREIC X D 7 A RARIHILPR 2 FEfi U, 5 ) fAT S
RE’T5.

(5) BARWERDERRE BT EEOHIE~A 7 0
ary b —J 3G NTZEOMRER A > ) T OViE(E
TV 2= EHOTHNER PC ~RET 5. S BIHE e
BT X B R DO ERENSE T T 5 ET (1) IR0 4
AR R, SEHIEREZFH LRnEaITl 2
THIEEMEL K T4 2.

4. 1E/ A RINDE IR EE O AEHE

WETF O/ NRITE I fRITASE LK ) A R/ NG iR ir 2 ¢
B4 AT RE 22 e K O TR OO fiE & I 7E RTRE 72 e 0D fe KA 4 bt
W 5. S5, BEFEO/NUE YT LK A R/
S IRATAEE T K D BT R A b L, AR A AN
B ) FRAT 25 1 O R AT RS BE S BEAE 00 /NELEE ) AT 2L 1 & [R) S
ULETHD 0T 5.

# 1IZBHAF 0/ NI N fRHTAEE LA A X/ NIUEE T fiRAfT
LEEOPEREL AR T, R 1 R ORKNIE FTREFREHRIT A /D
IO % 5 D 500ksps, HlfHl~A 7 var be—7
DOF—=HAEY DOV A X% 8K A |k, 1HEOHIERERD
REZHEANL FELTEHBADOMETHS. [oT 731 AE
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= 1 NEVERTEEE & OPERERTN.

[11] | &/ A RE P ELE

B KIS ATREE IR [mA] | 57.2 330
FeIHIE FTHERER) [ms]

8 00

EH[mw]

BEfE(ms
5 MK/ A Z/NRVEDIITRIEIC LD AES B 5 OB Y.

FLTREESND 7 ToT 751 2 & BN+ % 5
&, METHERBHROMO R A 330mA 1 2.4 fin 6+
SIRKESTHHLERS. UELY, #1NDIE, 42
NI AT (IR 1) & (PR 2) ORI A vk © %
TWB LD,

4.1 BHEW

K/ A R/NUB RN & A v m A a— 7 THRIERTS:
F A A ETEIWET D AES W5 O BLALEL & 5B S iR
L, BAMMREREZR L. v m 22 —7 1% Aglient
8L MSO-X 3104A, i 7 1 —7'1% Aglient L8 1147A
ZFRIA L. AES IS0 7175 5 AESLib 258 L
#ERIT128 €y b, B ba s EXOR I 16 /31 b
& LT [12]. MIEXST /34 A12iE Arduino Pro Mini 328
5V 16MHz %\, t = 0.83us, m = 1024 [E|O%ET A/D
Tt FAT LTz, WIERRT A A~EET 2 EIROEE
X5V & L7

4.2 fEHHER
B 51K/ A R/ SR dEE T, K6l A v R
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5.00

B 6 A uXa—7Z55 AES 5 Ok 5.

a—FTHIER ST A A L TEET S AES B 5 OlF =
(RALER A B IfRAT LT g, K6 H, —& EMXEIR,
En 2 FBHRFEMGER, B0 3FENEEOWRETH
%, BIEET SNA A LD AES B 530 S b LB |2 2E 4
5 E ) E =R X—1% AES BB O S L AL PR I AT Y
M% 450us & T 256, 1K/ A X/NBUEHHIESE T
/7 93.03mW, TR/AF—43.21u], A nRa—FTFE
BE S 97.34mW, = R/L¥—4380u] Tholz. ZDOHE
RINDAR /) A 2/ NUTE AT K DT R T A |
A= K DIRNTRER ISR L, 1.3% OEEFFOE WX
5. BEfFO/NRE AT E & v A a—T7 L OF IR
Wik D71 5% ThoToizd, K A R/NE T i 4
B XBEAE O/ NUFE T b 2518 & RIS L OfBHTRSE 247 L
TWnHEWNWZD.

5. HbHYIc

AR TIIBEAF O/ NUFE ) T 2L 26k LT 2 BEIEIE R
WCEBEROMEORE SIS U HEBAREEL 280
Bzkge, LHII~A Z/nar bo—5DF A vEY a—
ST X B IEME 7255 I B AA /5 0 [8 T IEEL9 5 Ay B E Rk B
BEANLT, KA R/NE DS EZRE L. (K
A RN TR AT X BEAT 0 /NIRRT AT S i & e L
THITHEDORE SOBROMEATAGATREL 720, KV IEIA
WI0T T34 A~OBENIFN N IREE ooz, I HIC, &
W) TR R D F VR 00 R O RIE R A IR
R IRATRIRE & 72 o Te. MK A A/NELEE T fidt A 2 1 A H
WC IoT [T /34 A Td % Arduino 0 ASE K55 DR
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