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Domain-specific Shell for Software Fault Isolation
Tosuryukl Ima,* SHiGEo SHiMADA' and Tsukasa KAwAoka*t

Analyzing computer system failures using memory dump files need expertise of an opera-
ting system. Existing expert systems for computer failure analysis have the following
problems: (a) They analyze memory dump files with human help. (b) A human expert
cannot input and maintain his knowledge. FINDS, a domain-specific shell for analyzing
computer system failures using memory dump files, solves these problems. It consists of
(a) a knowledge acquisition facility (knowledge editor), (b) an analyzing facility, and
(c) an explanation facility. Its technical characteristics are as follows : (1) Analysis
knowledge is represented both as external representations (in tables and flowcharts) for
experts and as internal forms for its inference engine. The knowledge editor, which
converts external representation knowledge into an internal equivalent, lets a trouble-
shooting expert input his knowledge and maintain it by himeself. (2) FINDS makes
trouble analysis automatic by using an existing memory dump access program. (3) In-
ference processes are explained with external representations. (4) FINDS’s flexible
configuration makes it applicable to many computer architectures. FINDS was applied
to several computer architectures with the following conclusions. (1) A troubleshooting
expert can store his knowledge without the help of a knowledge engineer. (2) Analysis
is 33% faster than traditional techniques. (3) Knowledge can be input 10 times faster
than is possible with knowledge of ordinary programming languages.
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IF BugCheck type is INVEXCEPIN
THEN Stack looks like:
SP=» 00000004
saved FP
FFFFFFFD
saved RO
saved R1
XXXXXXXX
Arg count
Exception type
Exception parameters

Exception PC
Exception PSL

IF BugCheck type is INVEXCEPIN
and Exception Type is 444
THEN
Suggest looking for disk errors just before Crash.
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Fig. 1 Sample rule of CDx.
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