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Zero-Knowledge Interactive Proof Systems Based
on Linear Indeterminate Equation

MasasdirRo Yacisawat

Zero-knowledge interactive proof systems based on linear indeterminate equation is pro-
posed in this paper. The operations do not require so much computational complexity in
the ZKIP systems as compared with residue cryptosystems. We can generate a public-key
cryptosystem by using a linear indeterminate equation as a one-way function. The crypto-
system is constructed as follows. With »+1 prime numbers P: (=0, ---,z), and n positive
integers k¢ (1=1, -, n), we get b: such that bi=4; Po++Pi-1 (1=1,---,7). We find positive
integers a:<b: (i=1,---,n), R and B such that R>b1Pi++++&.Pn, a:=b:f mod R (i=1,
-+, n), where B is relatively prime to R, and R>aiPi++--+a.P.. We construct a crypto-
system based on an indeterminate equation such that C=aiz1+ -+ +a@sz. where 0< z: < P:
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({=1,---,m). z: are plaintexts and C is ciphertext in this cryptosystem.
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br="r1Po (2.4a)
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o(nf(log R)3) (2.14)
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C'=C 8 mod R (2.23)
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3.1 BEXoran
2ETRN RIS v & A HEREN
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h<P 4.2)
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M=mi+ma+-- +ms (4. 3)
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uj=azSjz+ -+ ansjn (4.5)
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(step 3) B3, 5 v&FLice=00rl % A k5.
(step 4) A iZ,

e=0 THIUIL, sjz, o2, Sin; tiz, o+, tin % BITHD.

e=1THNUT us, vs DB 20 EEMHE (EXH
HU) @#5% w &LT,

2i—wW=qax 2+ +a,x's 4.7

ZWGIcd s 0,2l B BICED.
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ZEHELT
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42 BUIHIEBROFR
HETR, Y KERELEOBRERENDP T
LED. 2V 2 28HICTRECDREARBRET &
3. kva¥E d WEEHE R ET5.
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mi=mi1+miz+++mia mod A',h'>h
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Rij=aQ1imii+QziXei;+ o+ @njZni; (4.17)
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M=M+M:+--+M; mod A’ (4.19)
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4.3 Verification secret sharing
[1]1 SEEER. HOOWE m 2EKELETE5 v
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(step 1) SFEEI, si=F0) % i REODEIRZZ
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(step 8) SEIRFEER, 5 X 2iC e=0o0r 1 %4
BECKS. (N AOSEREED, HohDLED
LT vHF L e=0 or 1 £5EHICES.)
(step 4)

e=0 DL &, HEER, s's & 2/ BFRCE—F
YRL, f'BEE k-1 ROBFERTH S L% R
7.

e=1 DL, HEER

zit2li=au(si+s' )+ azi(xei+ x'2:)+

oot @nilZai+ 27 ns) (4.24)
i
tui=si+s'; (4. 25)
tni=Znit+ X' ni (4. 26)
Z9NT (f=1,,N) 2F =71, f+f BEx
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HEE: ZoDOREUEK p & ¢
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BRFKBEERTIE, B [2logr+1] fHo
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HIRBECIL S, BEERE b 233&, r>h ThH
D, h BRELZ LESILOHER DR KT 3,

CHICHERL T, AFETIE, BEL. #5EkES
iz o(10) BREOHEETHHTH 3.
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