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SHSS: “Super High-speed (or, Sugoku Hayai) Secret Sharing” Library
for Object Storage Systems
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Abstract: Recently, as a measure for the information security and the disaster recovery regarding on-line
storage systems, the research of secret sharing technology has become quite active. On the other hand, in
the research field of storages, erasure codes has been widely studied and quickly spread over practical storage
systems recently. In this paper, we point out that secret sharing has a merit from the aspect of information
security as an upward compatible function of erasure codes when it is applied for object storage systems,
which are becoming popular today, and propose an efficient secret sharing scheme suitable for object storage
systems. Furthermore, we implemented a secret sharing library called SHSS (Super High-speed / Sugoku
Hayai Secret Sharing), and report it’s performance. It is about 50 times faster itself than that in the existing
report for object storage systems, and combined with OpenStack Swift, it performs about 10 Gbps, which is
as the same level as the standard erasure code library without security.
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THRETIERF 5 PR B 2 BT 1, 2Bk (R k) &80 (B
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W Fr 2SR U 72 B, oD K B SA LW R SEE U 72 v
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EAEE 1 R THEIAS 2 Hike L 5.

8. MEERAIE

ARECIIREFEAEELZT714 75 ) THD SHSS D

MEEZWE TS, £T81HTTA 7Y BIRDMEEEIZD
WTHE L, IRWT 8.2 fiT, MR AL 7V b A b
L—UYV 7 b7 D—DTH5 OpenStack Swift 72 & Hf
ATEGEDOMREZ LT 5. HBEOBREIZOWTIELATT
H5.
(/XF A —%) SHSS TIIEBIE, 4 #D k,n OMAGDLED
FEINhTWS. (6,9),(10,14), (11,18),(20,24) D 4 KT
Hd. INSIFVTNDBEEIZENT, Amazon AWS S3
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o FHEZE: 500 TB & & UF 100 TB

e 174 A7DY¥AX: 3TB

o 1/ —FH7bDT 4 AVE: 35 BLU 12

e RepairRate (per Node, Network): 2.0 (Gbps)

o Partition £ (per disk): 100

e Node Failure Rate: 0.02

e AFR (Disk Failure Rate): 0.0073

o WEHIE £ TOWFH: 0.1 (hours)

(VZMOT7ERE) VI MUz TREERELSOHETD
UFTH5.

e OS: Ubuntu 14.04.1 Server

o Sifi: C++

o IUNAT: gec 473
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* 1 SHSS O&HFEDOMRE (128 bit AES)[Gbps]

A (6,3) (10,4) (11,7) (20, 4)
encode 21.8 21.8 15.4 21.6
decode 23.2 18.7 17.3 19.4
reconstruct 10.7 6.7 5.9 3.7

% 2 SHSS O&HBADUERE (256 bit AES) [Gbps]

A (6,3) (10,4) (11,7) (20, 4)
encode 17.5 18.0 13.7 17.6
decode 18.0 15.6 14.5 16.3
reconstruct 11.6 7.0 6.1 3.8

CAET—4) MIEIHH U727 — X DOKEEATD@EY T

H5.

o F—AYAX: TV PAPL—VZMEL, 1
MB OF 7Y 2 MZaEII NIz N1 F ) hhEfE LT
FkTpeMETD EF—2oiiffcEinwikdT
HBFvyvrarte)osRri/MET 5720 1 MB
D5V RELT =R %4 (1 JifE) HEL, i
JEZ MLER 2 47 5

o T—XIEMGF: ATIRIEZASC VAR NS THY, H
HEHBAL VAT THS.

o HILHEDWF DIRPL: FREFIEOWMENS LT, 7—
R T NRELBE>TWBIEEEETH LM, HET
TF—2y 7PN 2{HEE L - REE 5.

o MEIHRFDOWFrOWRM: BB LS = T7HA RN 571V
TOBEE, TRy TS EHIZEHTE S0,
ETET—XYz7OHD 1L {EHBEL REE T 5.

8.1 T4 T7TYEEDLE

SHSS HkCTHREHIE L7z #E R % K 1 (BE 128 bit),
# 2 (BER 256 bit) IZFLT. MEMIZODWTIEBFD 2 8
Vrz—yarvEHlELs.
(MEM) FIHEENIED B BE LRSI AES & U,
PEIXDLFD 21 e U7z,
(1) 128 bit AES
(2) 256 bit AES
(N—RYTTERE) N— FY c TEERIUFTHS.

e CPU: Intel Core i7 4710MQ (Haswell Refresh)

2.5GHz x 4 core (7z7ZURIHIZ 1 AL v )

e Memory: 16GB dual channel DDR3L 1600MHz
8.1.1 BIFfFR & DL

X TIEBESEH L IEI N TWVWAR VA, Resch 5
CEDHERTERNBSLHESLOMAGDLETH S
AONT — RSgecure [16] EHIET 2. SWXHDT T 705
(20, 4) /8T A —X T 0.46 Gbps TH 5 Z & DGAEN
%. SHSS (38 128 bit Tl% 21.6 Gbps T, 4 47 fiF 78
TH5. £7-HE 256 bit Tl 17.6 Gbps T, 4 38 ik
Thb.

MR 2 5 BRI E R OHERIZBIL T, LSS
A — R DA RN DO FEERE DTN &2 S EHE
DHBIFEH LW, UL, EkR#ETH 72 k=2,n=3T
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m
a
a 15 9.5 10.9 79 111 11.3
W ST . 8.0 5,83
(Encode) = 5 . . ._
~ o0
= (6,3) (10,4) (20,4) (11,7)
(k, m)
2
a 15 12.4 116 12.67 11,53 12.87 12.2
5% _“Q_/ 10 8 8.53
- 0 3
T o
~ (6,3) (10,4) (20,4) (11,7)
Jerasure
(k, m)
2 B3
g 10 8.29
mEE O 6.48 ™ 425 4.4 g 39 4.0
(Reconstruct) = . 2.34 2.
7o m Nl
= (6,3) (10,4) (20,4) (11,7)
(k, m)

1 OpenStack Swift DKETIES API ¥4 TdH % liberasure
PO UBED AN — Ty b I (SHSS vs Jerasure)

D43HX 3.2 Gbps, 7% 3.3 Gbps (RHFMADEW 1 ALy
R Core i7 2.4GHz D54, 256 bit AES) [22] % SHSS A% 4
NIA—REHHEATEVRKRTIE 5.5 HREOHETH
528, TSI MRIMESHROFERITEBLT m T
B3 5728 SHSS D 4T A=Wk =2n=3m=1)
R L TH2R 0 BRI Z & 080X, SHSS IZEkDE
HEMNMEIHEDENTHHTHDLLEZADTHA .

8.2 OpenStack Swift £t TOLE

OpenStack Swift DHLETIERFS AP1 Td % liberasure
"o BH¥ES AT 5 ThHD Jerasure [4] ZEAZEGE
SHSS A5G DR %E B 8.2 1IZ51Y. ZORIEICE
P2 — R o 7ERESIE, SHSS, Jerasure & & [F UT, B
TTh5.
(IN— KDz 7IRIR)

e CPU: Intel Xeon E5-2630 v3 (Haswell) 2.4GHz x 8

core (ZURMMAIZ1I AL Y F)

e Memory: 32GB quad channel DDR3 1600MHz

75705, EMEREE KD SHSS SRR MEFEEE % £
7272\ Jerasure AZIFFAIFEOMREEZFFD Z L AVRI Nz

9. BHYIC

AWTRERA TV b AL —=IRITIZ, RhR 2R FGE
DO FREREL, ZOHRZFELEL 7251 @l
BHWT 475 SHSS DVEREZ A L 7-.

SHSS IZ[M U /3T A — X DREAFISE & b #EE 128 bit T
) 47 f%, 256 bit TH 38 FFEETH > 7. FEBENWET
72 EEMERERD k=2,n=3 D87 XA —XDEEIEISE
CHBULTH 55 MEETH - /2.

X 512 OpenStack Swift 28 SFEOH L7254 D AL —
7w MZEWT OpenStack Swift FEH¥ED LT ERT 5 T
VIV THD Jerasure LRIFOMRERFFDOZ L 2R LT
UL T IERF 5T U CTREMEZ B U 72 BN
BHSRETH 5728, Z DfERIE OpenStack Swift (28 LT
MEREEICOT AV w bR < FBEMBREZENARECTH D &
WIS A REIRT 5.
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