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Pitfall Detection of C Programs Using Pattern Matching
Mariko Opat and Tersuro Kakesurralf

Programming Language C has a flexible structure and its compiler generates compact
and efficient object codes. However the compiler cannot detect some types of bugs
hidden in the program. We are developing a software tool Fall-in C to detect such
types of bugs, or pitfalls, in C programs. In contrast with lint, Fall-in C is executed
within GNU Emacs editor in order to enable a programmer to correct the detected
pitfalls immediately. Furthermore Fall-in C uses pattern matching for pitfall detection
so that programmers can augment the detectable pitfall types by adding the correspond-
ing patterns. Fall-in C uses both regular expression searching and structural pattern
matching in order to detect pitfalls in C programs. Regular expression can efficiently
detect lexical pitfalls while it detects erroneous pitfalls during syntactic pitfall detection.
Although structural pattern matching requires syntactic analysis and thus cannot detect
certain types of lexical pitfalls, it can properly detect syntactic pitfalls. We evaluated
the tool using 180 C source files (2.9 MB total) and demonstrated that Fall-in C cor-
rectly detects 16 types of pitfalls.
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case C_ICON:
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Fig. 1 Pitfall detection by Fall-in C.
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break;
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Fig. 2 Pitfall detection using regular expression.
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Fig. 3 Pitfall detection using structural pattern matching.

((selection-statement (1 18)
(identifier (1 3) if)
(open-bra (4 5) "(")
(assignment-expression (5 10)

(identifier (5 6) ¢)
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(jump-statement (12 18)
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Fig. 6 The pitfall pattern of assignment expression within conditional part.
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Fig. 7 A parse tree of correct statement with
assignment expression.
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Fig. 8 The pitfall pattern of case labels without
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Fig. 10 File size vs pitfall detection time using regular expression.
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Table 2 Speed up rate (structural pattern matching
vs regular expression search).
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Table 3 Comparison of erroneous pitfall detection
rate.
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