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Causally Ordered Group Communication Protocol
Using Sequence Numbers of Messages

Sumorko Sakamoto,! AkiHrto Nakamura,’t Takavux: Tacuikawal
and Makoto Takizawat

The distributed applications like groupware require group communication among multi-

ple entities.
entity in the group can receive messages.

the events is known as a causal order.

In the group communication, it is important to discuss in what order each

In order to realize fault-tolerant systems, the
same events have to occur in the same order in each entity. The ordered relation among

This paper presents a reliable causally ordered

group communication (CO) protocol which provides the same causal ordering of messages

for all the entities in the group.

In the CO protocol, the messages received are causally
ordered by using the sequence numbers of the messages.

The CO protocol is based on

the fully distributed control scheme, i.e. no master controller, and uses high-speed net-
works where each entity may fail to receive messages due to the buffer overrun.
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Fig. 2 Causality-preserving receipt.
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SEQ<gn ACK: TH 3 gr %% Ev DOZIELTY
5. D%V, E: 13, silplosile] THB g; 2FE
T5. E: 8 p OREBIRKBELILELTD, 95 2FE
Ul & &, BERELS pOBRLERINTES. Ko
T, g5 BFEINT, ¢ $HFERINEL. E D p
ERELIIELE, p BRSNS, RELTFET
3. 0O
Zhid, E: RCTHREBEEZ < OJHIC A » & — Y hSHHE
AEINECEAEET S,

3.5 MRFHZE

E: 28, EOXOeA v —VEHRTENITOD
TERAD. E+ oD g PRI ILE S, &
q-ACK; 13, PAL;» WKHsthadh 3 (j=1,-,n). E:
12, Ex ' p.SEQ<PAL;: ThH23 E; OO p %R
BB LI EhSbind. cOX DI, minPAL; 12,
. SEQ<minPAL; TH % p & V5 47 4 THI
WRINIC LA EBKRT . K-T, PRL: O p
B, UTOHREZHEABRETNZ, p 13 E: THEX
N, ARL: B &ha. [GHxvF1+54 A 13,
ARL: ey S REBBRIFIC * v -2 20 B
3.
(W] p SEQ<minPAL; (ZZ°T, p.SEQ=
E;). O
[(RRFHE]
While(p(=20p(PRL:)) HHERZMAEFTRTS) |

p = dequeue(PRL:); enqueue(ARL:, p);t [

[B12] HI1T, Es oD h BEHEE SN IS
12, PAL::= h. ACK:i(i=1,2,3) &1, PAL 3D
TOL2iTis 5.

TZT, a.SEQ<c. SEQ<e. SEQ<minPALi(=4),
d. SEQ<minPALx=2), b. SEQ<minPALs(=2) X
D, abecde BRHERINS. agkb=2c<d<8e (7212
L, &le) TH%. O

[#8 41 p & g%, E: CHIRERIN, p<¢ T3
Ayk—=VETE CDEE, ¢PHERINBES
2, p bREEINS.

[BEEA] 5. SRC=E; D q.SRC=E: DALY EZ
5. fHE3INS, p=<qg XV, PRL; NT p i3 ¢ Itk
795 (p—rruiq). X-TC, EERFH=Z, ¢ Kbk
W p i@, PRL: REBREETH L. 1
bbb, p—areig. [

[FE 5] CO 7u baiit, MC +—t 2 AFIHL
T CO #—t AT 3,

[EERR] A v & —UBEBENESIE, ME3 L 4k
DHLHTHDE. 24 ve—Y g BBE LR S
i, BERECLY, ¢ OBAIBRASHh, BXTER
SIXDEREINS. WE3 LD, p<¢ THDy, p 8
BRI TOIEVIE ST, ¢ BRI, #
B4 Xy, ¢3 p OBICHERINS. [0

LE

AETE, B C=(E, -, E:) £3§d % CO 7n +
ANOMEEEELD. K E b, A vk—VhEZEST
BT, Ay E—VDREETHE, C HTHEX
NHEA v 2—VEN OO0 L3, cotebic, &
E; poBii &Eb—2D X v -V EZET Bh,
2, A v e—YERELTLO—ERMESREL
TS, A v e—VERETE Wiy Y Folg
LT3 Aue—Y pld, p BZEINTHS 22W
DA v —VEZET 5 EHBINS. oW HSHIRE
B, X510 nW BBERDIHTH 3. kT, REN
Ry 7 A4 RE OR) THB MI3KRTLSi,
A ve—VL, n HOZEHED ACK 2#5LDT,
~yZ R On) THA.

REZFR MENI L v F 4 7 4 RIDIEIEBIERER & 3
5. POZEBREAUD A v —VBEI VT4 T4
POMTUTHEINDILELE, p BEFERINTHS
BRI NI TOBBII RTHE. XoT, ph55%
HINTHhOBAINI T TORMIZ 2R Th 5.

CO 7a b anid, SPARC2 o UNIX 2 —#7
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TERVEAVDYD, HRICIOEZ VYT 4 74T
BRSTIEFTA v —V%ZET 3TN H 3.
CO FutrarvarHnszdicky, BROT~NTO
ISR YT 47« RRRBRIEICA v -V EZET
3. BNTA v & — V2 EREIICEZE LN
Ay —Y DRFHIZE EREBRIEFTOZIEDH
Wiz, ExvF 474 BB UTHIEHSTHF.
CO 7u banTiE, * vy e—VOHkERET 27
DIBEHEAHOBE—F, *ve—VEREBERIEREM
Jalcdicb V3. Bk, CO Fu t 2 v G
T, Za r avORBERDS Oh) Thi &%
KEABLUTRLE.
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