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Performance Evaluation of an Implementation of Certificate
Distribution System in Internet Privacy Enhanced Mail
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Privacy Enhanced Mail (PEM) is proposed in Internet standard RFC 1421-1424. Using
public key cryptosystem, PEM provides the user authentication, integrity, and the
confidentiality of contents of electronic mail. The distribution of certificate which contains a
user identifier and the public key is current issue for a practical use of PEM in the Internet.
This paper proposes a public key certificate distribution system using the WHOIS protocol,
and evaluates the performance of an implementation based on the statistics of electronic mail
sending. Main result is that a local certificate cache for a week reduces the traffic of requests
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to certificate distribution server by 2/5.
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Fig.3 An example of looking up certificates.
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