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Using BAN Logic for the Proof of
a Network Address Registration Protocol
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One of the main problems with the current computer network environment is that infor-
mation held in information systems is not necessarily trustworthy. We look particularly at
addresses as an example of network configuration information, and list the serious conse-
quences of incorrect addresses. The current address information flow is examined, and then
improved by the use of “certificates.” This paper uses the logic introduced by Burrows, Abadji,
and Needham, called BAN logic, to prove the flow of the procedure for issuing a certificate.
Our use is somewhat different from the original use of the logic for authentication protocols
as regards the way in which information integrity is examined.

1. Introduction

Just as the workings of our society are based
on information, so also are the operations of
computer networks. We call a system whose op-
eration is based on information an information-
based system. How well the system works de-
pends on the credibility of the information used.
This paper is concerned with the semantic level
of information; that is to say, how trustworthy
is the information being carried?

Information systems, such as name servers
and routing information exchange systems,
have been traditionally responsible for mainte-
nance of the information used in network opera-
tions. The current problem with these systems
is that there is no way of knowing how reliable
the information is.

In this paper, we look at network addresses
as an example of information used by computer
networks, and list the problems caused by in-
correct network addresses. We propose a regis-
tration protocol for issuing a “certificate” for a
network address, so that networks can be pro-
tected from some of these problems. The pro-
tocol is examined in a formal manner, using the
logic introduced by Burrows, Abadi, and Need-
ham?. Although Nessett argued that the logic
intentionally ignores the confidentiality aspect
in order to simplify the process')!%), this is not
a problem with our use of the logic, because
our primary concern is to examine information
integrity.

The organization of the paper is as follows.
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The next section describes the current address
information flow, and discusses its problems.
Section 3 proposes a solution based on the use
of certificates, and presents a registration pro-
tocol for issuing certificates. Section 4 examines
the protocol by using BAN logic. Section 5 sug-
gests the need for adding the information path
to the logic. Section 6 offers some conclusions.

2. The current network address infor-
mation flow and its problems

We look at the flow of an address from its gen-
eration to its registration. The current address
flow is as follows. In the resource admission
phase, a host is admitted to be configured. In
the naming phase, an address is assigned to the
host. In the configuration phase, the host is in-
troduced into the networks. In the registration
phase, the host starts propagating its address
over the networks.

In such an environment, it is possible for
any host to start operating with an address
that is not intended to be assigned to it. This
could happen either inadvertently or with ma-
licious intent. In the Internet environment, it
could lead to the following types of network-
level threat:

(1) Unauthorized tampering

(2) Unauthorized use of the resource
(resource stealing)

(3) Doubled traffic

(4) Denial of services as a result of a

network storm
Unauthorized tampering results in net-
work packets being redirected to a bogus host,
giving it control over the network packets,
through misuse of a routing information ex-
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change protocol.

To obtain unauthorized use of the net-
work resource, a deceiver may steal network
bandwidth without being noticed, by using an
unassigned local address. A deceiver may gain
unauthorized access to a network by communi-
cating with another bogus host.

The doubled traffic and network storm
problems are as follows. The network traffic
would be doubled if two nodes had the same
lower-layer address''). A network storm would
be invoked if more than two routes had the
same lower-layer address. This effect could be
invoked easily by the misconfiguration of a host
with a broadcast address, because all routers
take packets sent with the subnet-level broad-
cast address, and try to forward them!?.

3. Use of a certificate and a registra-
tion protocol

3.1 Overview

What is missing in the current network sys-
tem is that there is no mechanism for verify-
ing the credibility of an address and for bind-
ing a host and an address. One might argue
that having mechanisms for detecting improper
addresses would be enough, without any pro-
tection mechanisms. However, we believe that
the latter are appropriate, particularly in “plug-
and-play” environments managed by novices,
who may not know what to do even if trouble
is detected and reported.

We propose the use of address certificates
in address resolution to prevent the problems
listed in the previous section, and present a reg-
istration protocol for issuing a certificate. The
idea is that only certified addresses would be
used in address resolution; a certificate would
only be given to a host whose configuration had
been verified. This would prevent a source node
from sending a packet to a bogus host, because
the node would invoke address resolution to lo-
cate the destination. In this way, packets would
not be directed to bogus routers, even if the
routing information was manipulated illegally;
this would prevent the unauthorized tamper-
ing problem. As a host with an unassigned ad-
dress would not be given a certificate, it would
not be able to communicate with other ordi-
nary hosts that use address resolution to locate
the communicating party; in other words, bo-
gus hosts would not be able to connect with
the servers. However, if two hosts communi-
cated without address resolution, they would
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still be able to steal the bandwidth. In that
case, we could detect two such parties com-
municating with unauthorized addresses only
by monitoring the network with a list of certi-
fied addresses. The doubled traffic and network
storm problems would be prevented, firstly be-
cause a misconfigured host would be detected
when the host configuration was verified and
secondly because a source node could not send
traffic to such a host without a certificate.

Address resolution is the translation of a net-
work address into a lower-layer address such as
a MAC address in a LAN. A certificate includes
network and lower-layer address mapping, and
is issued by a certification authority (CA) only
when the host configuration is verified over the
network.

The next subsection discusses some modifica-
tions to the current address information flow,
highlighting two additional phases. Section 3.3
introduces the agents involved. Section 3.4 out-
lines a procedure on how a certificate can be
issued.

3.2 Our model of address information

flow

Our scheme includes adding two processes to
the current address information flow: certifica-
tion registration, and configuration confirma-
tion (see Fig.1).

The network and lower-layer addresses, along
with other information on the configuration of
the host, including cryptographic system at-
tributes, are registered off-line in the certificate
registration phase. If the registration is success-
ful, a registration ID is issued. The host initi-
ates configuration confirmation with the regis-
tration ID, and the configuration of the object
is verified. If the verification is successful, an
authority will issue a certificate for the network
address, which will be registered in the rele-
vant information systems. The certified address
mapping of the new host can be found either
through a dynamic address resolution opera-
tion such as the Ethernet Address Resolution
Protocol'®) or from some other static database.

3.3 The agents involved and their

functions

The following agents are involved in our reg-
istration procedure:

e Naming authority (N A)

e Management system (M)

e Certification authority (CA)

e Information system (R)

System (A)
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Fig.1

e Host (h)

The naming authority (N A) assigns a net-
work address to a network interface, and is sup-
posed to do it reliably — that is, it checks for
duplicate addressing. On the other hand, lower-
layer addresses are pre-assigned by a naming
authority (possibly a vendor) outside the orga-
nization, but it would be possible for a local
user to change them. Their reliability, there-
fore, is unknown. However, our certification
authority (CA) is supposed to check up on du-
plicate lower-layer addresses as well as network
addresses before issuing a certificate.

In a physical system (A), a network object
called host (h), which is composed of a set of
network processes, would reside with the allo-
cated addresses. When A starts up, it initiates
configuration confirmation for h, reporting its
registration ID to the management system (M ).

CA functions in two ways: one is as an off-
line registrar in certification registration, and

the other is as an authority for issuing a certifi-

cate after configuration confirmation. It does

issue certified information, in a similar way to

(CA) described in X.509Y), though it does so

only if an information item has been verified

recently by M. Our C A also maintains a list of
certified address pairs, and checks up on dupli-
cate addresses before issuing a new certificate.

M is in charge of verification of the configura-
tion of h; it compares the information obtained

from C A with the current configuration of h.

An information system (R) is responsible for
maintenance of information items associated
with the objects that are used for a specific
network operation. There are two types of in-
formation systems, static and dynamic. The
static ones are basically database systems, and
the dynamic ones are dynamic learning systems
in which a host is an information provider.

3.4 A registration protocol

In the following we introduce a protocol for
both configuration confirmation and registra-
tion. Figure 2 shows the protocol flow.

The configuration confirmation sequence is as
follows:

(1) A system, A, uses the network to inform
the manager, M, of the completion of the
configuration of network software, h, us-
ing the registration ID.

(2) The manager, M, gathers the informa-
tion on h, including the associated regis-
tration ID that was issued at the time of
certificate registration.

(3) The configuration of h is verified, using
the previously registered information.

(4) Upon successful verification, the man-
ager recognizes the addition of h.

(5) The lower-layer and network addresses
are certified and a certificate is produced.

(6) The certificate is registered in the infor-
mation system.

(7) The certificate is also given to the host.

A certificate for the network and lower-layer
address mapping issued in step 5 will be used
in the address resolution operation. The certifi-
cate could be as follows:

{lower-layer address, network address,

time stamp}SK ¢ a
where the lower-layer address and the associ-
ated network address are encrypted by using
the secret key of CA. The certificate could
be decrypted by receivers using the well-known

public key of C'A.
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M verifies that the host is operational.
M reports to CA that the host is operational.
M asks CA for certification.
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M gives the certificate of the host to the system.

A physical system initiates the registration of a host with a registration ID.
M requests information associated with the registration ID.

M distributes the updates to the information systems.

Fig.2 Flow of configuration confirmation and registration.

4. Formal analysis of the protocol

4.1 Overview

We wish to verify our registration protocol
formally, so that we can be sure that the pro-
tocol achieves what it is expected to achieve.

We are interested in showing whether the
original goal of our registration protocol is
achieved or not. The purpose of the protocol
was to register successfully a certified network
address, so that only the authorized hosts con-
figured with the valid addresses can participate
in network operations. This prevents deceivers
and misconfigured hosts from causing the four
problems described in Section 2. The registra-
tion is done by verifying a host configuration
and issuing a certificate when the verification
is successful. We therefore need to show that
through the protocol sequence each participant
can be confident that a host has really been
configured with an assigned address.

Formal methods have been primarily con-

cerned with verification of the following oper-
ational aspects of systems®):

e Safety — nothing bad will happen

e Liveness — something good will happen

In concurrent systems and communication
protocols, for instance'®), safety properties
would include mutual exclusion, and a live-
ness property would be required, to ensure that
deadlocks are prevented.

Various verification methods have been used,
from state transition models to temporal
logic™). Model checking could be used to show,
for instance, whether the system requirements
in a temporal logic formula are satisfied in the
system given as an explicit transition system
with a finite number of states®). One could
use those methods to verify operational aspects
such as the concurrency of a protocol.

The reason that we need formalism is to show
the credibility of an information item. In other
words, we are interested in showing that ev-
ery party involved in the protocol believes cer-
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tain information. This is similar to an authen-
tication problem. Authentication is a proce-
dure by which communicating principals satisfy
themselves mutually about each other’s iden-
tity. Usually, the principals share a secret, and
the objective of authentication protocols is that
each principal should believe such a secret. In-
deed, our protocol is similar to an authentica-
tion protocol in the following respects:

e It requires one participant to have the au-
thority to create a belief.

e Cryptographic technique is used for in-
tegrity, not for confidentiality.

e The protocol could be considered as se-
quential, with a final state.

There have been many modal logics of be-
lief?), although they are not often incorporated
in formal methods for computer science. A logic
introduced by Burrows, Abadi, and Needham?),
known as BAN logic, is based on such logics,
and offers many operators for dealing with be-
liefs based on time present and past. It was
originally designed for analyzing authentication
protocols at a fairly abstract level, and was used
successfully to identify the existence of flaws in
several well-know protocols. Indeed, authenti-
cation protocols were first formally analyzed by
using this logic. The transformation of a pro-
tocol for analysis in BAN logic is following the
message sequence and is much more straightfor-
ward than in temporal logic and other formal
methods; this is very helpful for a novice user
of formal methods. For these reasons, we use
BAN logic.

We introduce this logic in the next subsec-
tion. Section 4.3 describes the goal of our anal-
ysis, and Section 4.4 states the assumptions.
Section 4.5 presents our analysis of the proto-
col.

4.2 Introduction to BAN logic

BAN logic is based on modal logics. It is de-
signed specifically for analysis of authentication
protocols at a fairly abstract level.

Protocol analysis using BAN logic is per-
formed as follows:

e The idealized protocol is derived from the

original one.

e Assumptions about the initial state are
written down.

e Logical formulas are attached to the state-
ments of the protocol, as assertions, in or-
der to discover the beliefs held by the par-
ties in the protocol.

The above procedure is repeated as new as-
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sumptions and assertions are found to be nec-
essary, and as the idealized protocol is refined.

A protocol is a sequence of “send” state-
ments, S, ..., Sn, each of the foorm A — B : X
with A # B; A is a sender and B is a receiver
of the message X. In an idealized protocol, the
message is transformed into a logical formula.
The idealized protocol is annotated with asser-
tions, much as in a proof in Hoare logic®:
[assumptions]S [assertionl]S; ...

... [assertion n — 1]S, [conclusions).

The syntax of the logic is as follows. There
are three types of objects: principals, encryp-
tion keys, and formulas. Keys in public key
cryptosystems are annotated in BAN logic as
X A for the public key of principal A and K1
for the secret key; however, in our proof in a
later section, we use the term PK 4 for a pub-
lic key and SK4 for a secret key. The propo-
sitional connective is a conjunction, annotated
by a comma, with properties such as associativ-
ity and commutativity. Moreover, there are ten
constructs, of which we use the following six:

A E X: means that A believes that X is a
true information item.

A X: means that A has jurisdiction over
X.

#(X): originally means that the information
item X was generated recently. We modify this
definition slightly to state that the production
of X has been validated and verified recently;
that is, X was recently perceived as correct;
however, it is not clear whether it was generated
recently.

AaX: Asees X.

AR X: A once said X.

{X}y: aformula X is encrypted under the
key K.

We introduce the following new notation, which
indicates that the information item has been
notarized by a trustful authority:

(X)) = X is certified by the authority C.

In authentication, the concept of timeliness
is important for detecting the replay of a mes-
sage used in the past. Consequently, BAN logic
has two distinguished epochs, present and past.
The present epoch begins at the start of the par-
ticular run of of the protocol message exchange.
All beliefs held in the present are stable for the
entirety of that exchange; when principal A says
X, she is supposed to believe X. However, be-
liefs held in the past are not necessarily carried
forward into the present.



784 Transactions of Information Processing Society of Japan

The following semantics, according to which
principals develop beliefs, are given to the logic.
In order to obtain new beliefs, principals are
supposed to examine their current beliefs and
apply rules. Several postulates are provided,
but we describe only the three that we use.

The first rule is that if A knows B’s public
key, PKp, and A sees the information item,
X, encrypted with B’s secret key, SK g, then A
believes that B once said X:

AE PKp,A1{X}SKp
AEBKFX
The second rule is that if A believes X was ut-
tered only recently and B once said X, then A
believes that B has recently said X:
AENX),AEBpMX
AEBEX
The third rule is that if A believes that B has
Jjurisdiction over X, then A trusts B as regards
the truth of X:
AEBEX,AEBR X
AEX
The public key cryptosystem assumption is that
a secret key is only known to one principal,
whereas the public key is known to many prin-
cipals, since it is supposed to be known pub-
licly!2),

We should note that the semantics of BAN
logic give a meaning to only two operators,
E(believes) and <(sees).

BAN logic is used to examine the knowledge
obtained by participants at the end of each pro-
tocol message. It is particularly useful for ex-
amining whether some information has flowed
as expected by a protocol designer. We are in-
terested in how an allocated address is passed
by its allocator, the naming authority, to the
host and the information systems, and how its
integrity is preserved.

In later subsections, we also use the following
abbreviations:

® Reg : the registration ID
Xanet : the network address of h
Xaiow : the lower-layer address of h
Xg4 : the description of h
X:(2) the cryptographic system at-
tributes of Z

e Tz : the time stamp of Z

4.3 The goal of analysis

It is quite useful to express the goal of a pro-
tocol by using BAN logic notation — that is,
what knowledge each participant has to obtain
— as it will show any protocol fraud if the goal
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is not achieved during protocol analysis.

Since the notation we use was originally in-
tended for authentication, the successful result
of a protocol between two principals, A and B,
is that both principals know the shared secret,
and each also knows that the other knows it.
The notation for this result is as follows:

AEXand AEBEX
and
BEXand BEAE X

However, our goal is different, in that we need
to ensure that the address mapping informa-
tion, for example, (Xqnet, Xa10w), generated by
the information originator, N A, and verified by
CA, is assigned to the information provider, A,
as is intended, and eventually arrives at an in-
formation system, R.

We use the the following notations:

e Bind(Xanet) = Xalow means that the
network address, Xanet, is assigned for the
network interface with a lower-layer ad-
dress, Xalow.

e Claim(Xalow) = Xanet means that the
network interface with the lower-layer ad-
dress Xalow is claiming that its associated
network address is Xanet

The goals are then expressed as follows:

(1) NAE Bind(Xanet)=Xalow

(2) NAE Claim(Xalow)=X anet

(3) CAENAE Claim(Bind(X anet))=Xanet
(4) CA E Claim(Bind(X anet))=Xanet

(5) AENAE Claim(Bind(Xanet))=Xanet

) A E Claim(Bind(Xanet))=X anet
(7) RECAE Claim(Bind(Xanet))=Xanet

) RE NAE Claim(Bind(Xanet))=X anet
(9) R E Claim(Bind(Xanet))=Xanet
The first goal signifies that the naming author-
ity NA believes the assignment of a host ad-
dress. We should note that N A assigns an ad-
dress to the host, but does not know whether
the address is valid, in the sense that it is work-
able in the actual network, until the certifica-
tion authority C'A reports the real configura-
tion. The second goal signifies that N A believes
the current address configuration.

The third goal signifies that C'A has to know
that N A confirms that the assigned address is
really configured to the host to which the ad-
dress has been assigned by NA. The fourth
goal signifies that C A also has to believe that.

The fifth and sixth goals signify that the host
system A believes its own address configuration
and also that the configuration has been con-
firmed by N A.
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The seventh and eighth goals signify that a
static type of information system, R, such as a
network management database system, comes
to believe that the address configuration infor-
mation being registered has been confirmed by
the authorities, CA and NA. The ninth goal
signifies that the information system believes
the address information as well.

In the network operations, the actual partic-
ipants are hosts and routers, both of which we
denote as hosts(A) in our model, as well as in-
formation systems (R). It is therefore essential
that A and R should believe in the validity of
the addresses in use. Such a belief has to be
based on the existence of some authority, as in
authentication. We have two authorities, one
in charge of address assignment (N A) and the
other in charge of certificates (C'A). Those two
need to agree on the correct configuration of a
host. We have to note that, in order to achieve
the above objectives, it is essential for the man-
agement system (M) to acquire a belief in the
validity of an address, but that it is not a goal
in itself.

Such goals together ensure that an address
certificate is issued to a host when it is con-
firmed by the authority that the host is config-
ured with the assigned address. In network op-
erations such as address resolution, the host will
send its address to others by using its certifi-
cate, so that the other hosts do not send pack-
ets to a bogus host that has never had a cer-
tificate. This prevents packets being redirected
to a bogus router (the unauthorized tamper-
ing problem) and also prevents resource stealing
partly. Doubled traffic and network storms can
be avoided, because double addressing is exam-
ined before the issue of a certificate by CA. The
first goal signifies that N A believes its address
assignment after the configuration has been ver-
ified and double addressing has been checked by
CA.

4.4 Assumptions

We make the following assumptions:

Assumption 1: Since C'A generated a reg-
istration ID, Reg, it knows the freshness of Reg.

CA E §(Reg)

Assumption 2: CA E NA B Bind(Xanet)=
Xalow

Assumption 3: The timers in all the
agents involved are synchronized, so they be-
lieve each others’ time stamps.

Forz e { M, R, CA, A },
z E (ﬁ (TM), ﬁ (T('A), £ (TR)a 3 (TA))

Using BAN Logic for the Proof of a Network Address Registration Protocol 785

Assumption 4.1: A, M, and R believe
that CA has authority to issue Reg associ-
ated with a network object whose attributes are
Xalow, Xd and Xc.

{ A, M, R} E CA> (Reg, Xalow, Xd, Xc)

Assumption 4.2: A, M, and R believe
that N A has the authority to assign a network
address, Xanet.

{ A, M, R} E NAR (Xanet)

Assumption 5: A, M, and R believe that
C A has authority to declare that an assigned
network address is really configured to the des-
ignated host correctly.

{ A, M, R} E CA > Claim(Bind(Xanet))=Xanet
That is, if
{A,M,R}ECA g,
where z € { Claim(Bind(Xanet))=Xanet },
then { A, M, R} E =.

Assumption 6: CA knows that A, M, and
R believe that C A has authority to issue a cer-
tificate stating that an assigned network ad-
dress is really configured to the designated host
correctly.

CAE{A MR}E
C A { Claim (Bind(Xanet)) = Xalow }

Assumption 7: A, M, and R believe that
NA knows that an assigned network address
is really configured to the designated host cor-
rectly, if and only if A, M, and R know that
C A believes so.

{ A, M, R} E NA E Claim(Bind(Xanet))=Xanet,
if and only if
{ A, M, R} E CA E Claim(Bind(Xanet))=Xanet.

Assumption 8: CA believes that M has
the authority to declare verified information as
follows:

CA E M & (Add, object 1D, information)
C A knows that M would report the result after
verifying the configuration of the host.

Assumption 9: A host has authority to
announce its own configuration.

M E A (Claim(X alow) = X anet)

Assumption 1 states that CA believes its
own generation of a registration ID; it there-
fore requires some kind of number generator.
The number generation is not strict in compar-
ison with the one that generates nonce in au-
thentication protocols, because the registration
number is used only as a hint for the manage-
ment system to retrieve configuration informa-
tion from CA.

Assumption 2 is that the authority C'A be-
lieves that the function of the other authority,
N A, is address assignment.
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Assumption 3 is that time is synchronized
throughout this network environment in which
the registration takes place. In distributed sys-
tems, we can make such an assumption.

It is necessary to have an authority to dis-
tribute belief to participants in the network op-
eration. We set up two authorities, namely, C A
and NVA. Assumption 4.1 is that CA is be-
lieved to have the authority to issue a registra-
tion ID and the host configuration information
that C' A has obtained off-line in the certificate
registration phase, as described in Section 3.2.
Assumption 4.2 is that N A is believed to have
the authority to assign a network address.

Assumption 5 is that C' A has the authority to
issue an address certificate, that will be believed
by the others. This is the basic meaning of a
certificate.

A certificate is believed because it is issued
by the trusted authority, CA. This is Assump-
tion 6: that the participants in the registration
operation — the host, the management system,
and the information system — believe in CA’s
authority to issue a certificate, which is its basic
function.

A certificate not only shows that C A believes
the assigned address is configured correctly, but
also that N A confirms it. Assumption 7 is that
the host, the management system, and the in-
formation system all know this.

In our model, the management system re-
ports the verification result to CA. Assumption
8 is that C'A understands that the management
system has the right to do this.

The management system has to verify the ac-
tual configuration of a host by requesting some
configuration attributes, including an address
to return. Assumption 9 is that a host is sup-
posed to send its current address. In practice,
a network management system accepts such a
reply from a managed object, particularly if the
speaker is authenticated®). In BAN logic, such
authentication is guaranteed if the message is
encrypted with the sender’s secret key; see the
first postulate in Section 4.2.

We also assume that relevant public keys have
been distributed previously to the manager sys-
tem M, the information system R, and the ob-
ject site system A.

4.5 Protocol analysis

The protocol can be summarized as follows:

A system, A, informs the manager, M, of the
completion of the configuration of network soft-
ware, h, using the registration ID.
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Message 1:
A — M: [ Report, ks ID, { Reg, TaA}PK |

The manager, M, asks for the information on
h associated with the registration ID, which was
registered off-line long before, during certificate
registration.

Message 2.1:
M — CA: [ Request, h's ID,
{{Reg,Tm}SKm}PKca)
CA returns the attributes of h to M.
Message 2.2:
CA — M: [ Reply, &'s ID, {{ Reg,
Bind(Xanet)= Xalow, Xd, Xc(A), T + 1
}SKca}PKum |

The configuration of h is verified by M; M
asks the host what address and other attributes
it is configured with.

Message 3.1:
M — A: [ Request, { h,ID.Xa,ID.Xd,Trp }SK m])

A replies by informing M of the network
address (XXanet) that the network interface
(XXalow) is actually configured with.

Message 3.2:
A - M: [ Reply, { Claim(XXalow)=XXanet,
XXd, Tme +1}SK4 |

The current configuration of h is com-
pared with the information obtained from C A:
XXanet= Xanet, XXalow= Xalow, and XXd =
Xd. If they match, M reports to C A that the
verification is successful; otherwise the proce-
dure stops here.

Message 4:
M — CA: [ { Report, Add,h,
Claim(Xalow)= Xanet, Xd, Xc(A), Ty }SKp |

M asks C'A for a certificate of the network
address, Xanet.

Message 5.1:
M — CA: [ { Request, h, Xanet, Tm }SKu |

CA issues a certificate; this includes the
lower-layer and network addresses with time
stamps, encrypted with C'A’s secret key.
Message 5.2:

CA — M: [ { Reply, h,
(Bind(X anet) = Xalow,Tca)) 4,
Ty + I}SKCA ]

The certificate is registered in a static type of
information system such as a database system
for network management R.

Message 6:
M — R: [ { Report, h,

{ Bind (Xanet) = Xalow, Tca)ca, T }SKu |

The certificate is also given to the host for use
in dynamic types of information system such as
address resolution.

Message 7:
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M — A: [ { Set, h,
{ Bind(Xanet) = Xalow, Tca)ca» TM}SKu |

We now describe protocol analysis. However,
we do not present an idealized protocol here; in-
stead, we present idealized operations and anal-
ysis together.

With Message 1, a registration ID is sent from
a host in clear text, so that only the manage-
ment system sees it:

M 4 Reg

From Message 2.1, C A sees the registration
ID encrypted by the manager’s secret key, and
believes that the manager uttered the ID:

CAE M | Reyg

From Message 2.2 from CA, the manager
M obtains the information associated with the
host that sent the registration ID in Message 1.
Since M knows that C A is entitled to announce
such information, it believes what it sees in the
message:

MECAN
(Reg, Bind(X anet) = X alow, X a, X d, X c(A)),
and
MECAR
(Reg, Bind(X anet) = X alow, X d, X c(A));
hence,

M E (Reg, Bind(X anet) = Xalow, X d, X c(A)).

M now verifies the configuration of the host
by sending Message 3.1, which requests the host
to send its configuration information. From
Message 3.2, the reply from the host, M learns
that A has uttered the current address. Since
the message includes Ty + 1, which shows that
the message was sent recently as a reply to Mes-
sage 3.1, M believes that A believes its current
configuration; the network address XXanet is
configured to the network interface with the
lower address XXalow.

M E A E (Claim(X X alow) = X X anet, X X d).
M then verifies locally whether the configured
address is the same as the assigned address ob-
tained from CA as follows: XXanet= Xanet,
XX alow= Xalow, and XXd = Xd.

If they match, M believes that A believes its
current configuration as follows:

M E A E (Claim(X alow) = X anet).
From Assumption 9, we deduce the following:
M E (Claim(X alow) = X anet).
From Message 4, M reports that the host A has
been configured with the assigned address.
CAE M E A E (Claim(X alow) = X anet).
From Assumption 8,

CA E M = (Add, h, Claim(X alow) = X anet);

hence,
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CA E Claim(X alow) = X anet.

On receiving Message 5.1 requesting a cer-
tificate from M, C A remembers that it already
knows that the network address Xanet has been
assigned to a network interface with the lower
address Xalow:

CA E (Reg, Bind(X anet) = X alow),
and from Message 4,
CA E Claim(X alow) = Xanet.

Thus CA could issue a certificate straight
away. However, at this point it checks the in-
consistency of addressing by looking through a
list of addresses that it has certified. NA will
be informed if there is any double-allocation of
an address.

Moreover, after the validation there needs to
be a transaction (probably off-line) between C A
and N A so that they can mutually confirm that
the allocated network address, Xanet and its
associated lower-layer address Xalow are indeed
usable, as follows:

CA — NA: { Claim(Xalow)=Xanet,
TcA }SKCA‘ (5.1.add1)

If NA perceives that Bind(Xanet)=Xalow,
then it sends the following reply:

NA - CA: { TCA+1}skc,-
From (5.1.add1),

NAE CA E (Claim(X alow) = X anet).
From (5.1.add2), we can see that N A confirms
that the assigned address is really configured to
the host to which the address was intended to
be assigned.

To be more precise, we need another assump-
tion, similar to Assumption 9, that N A believes
that C A has the right to report on the current
configuration to N A:

Assumption 10:

NA E CA (Claim(X alow) = X anet).
This assumption is that NA knows that the
completion of verification will be reported by
C A. Since our scheme has two authorities, this
assumption that those authorities respect each
other’s function is reasonable.

NA E Bind(Xanet) = Xalow (1),

(5.1.add2)

and
NA E Claim(X alow) = Xanet (2).
From (5.1.add2), C' A also deduces that NA
confirms that the assigned address is indeed
configured to the right host, as follows:
CA E NA E (Claim(Bind(X anet)) = X anet) (3).
C A issues a certificate for
Claim(Bind(Xanet))=Xanet
in Message 5.2.
From Message 5.2, since C'A has sent the cer-
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tificate, it must know the current address con-
figuration of the host:
CA E Claim(Bind(X anet)) = X anet, (4)
M E CA E Claim(Bind(X anet)) = X anet,
and from Assumption 5,
M E Claim(Bind(X anet)) = X anet.

On issuing the certificate, CA should termi-
nate the Reg. The timeout limit should be set
in Reg, in case for some reason the registration
is never invoked.

From Assumption 6, CA knows that M
knows that C'A believes that the assigned ad-
dress has been configured to the right host.
CAE M E CA E Claim(Bind(X anet)) = X anet.

From Message 6, the static type of informa-
tion system R knows that CA and NA know
that the assigned address is configured cor-
rectly:

R E CA E Claim(Bind(X anet)) = X anet. (7)

From Assumption 7,

R E NA E Claim(Bind(X anet)) = Xanet. (8)

From Assumption 8, R believes that as well.

R E Claim(Bind(X anet)) = X anet. (9)
From Message 7, A receives the certificate of
its address configuration.
AE M | (Set, h,
( Claim(Bind(Xanet))=Xanet, Tca )¢ 4),
and
AE M (Set,C g,
{( Claim(Bind(Xanet))=Xanet, Tca )¢ 4);
hence,
A E (Set, g,
{ Claim(Bind(Xanet))=Xanet, Tca) ,)-

That is, A believes that the current address

configuration is confirmed by C A.
A E CA E Clatm(Bind(X anet)) = X anet,
and also
CA B Claim(Bind(X anet)) = X anet;
hence,
A E Claim(Bind(X anet)) = X anet. (6)

Now A believes its own address configuration,
and from Assumption 7, A knows that N A con-
firms the configuration as well.

A E NA E Claim(Bind(X anet)) = Xanet (5)

Now that A has received the certificate,

A E Reg.ID,
and it knows that the registration has been
completed. Q.E.D.

5. The information path

We have managed to use the logic to prove
the goals; however, we encountered a little dif-
ficulty in doing so. From the beginning of the
flow up to the configuration phase, the security
of the information paths is unknown. Moreover,
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our protocol involves more than three partici-
pants, so that the structure of the information
flow is complex. In particular, after the certifi-
cate registration phase, there are multiple paths
for the address flow; one goes though to a sys-
tem that will have the object configured; an-
other goes to the on-line CA. We have no clear
way of differentiating the information that is
set to the host in the configuration phase from
the information stored in CA. For instance, in
our proof, we denoted X X,,,.; as the network
address in the host, and X,,.; as the one stored
in CA. For a precise examination of the infor-
mation flow, we may need some more explicit
way of expressing what an information item
has been coming through, namely, information
paths. We could specify that M EhE NA E X,
but if we specify that M E ((X)na)a), it will
imply that h might have made a mistake in an-
nouncing X.

6. Conclusion

The main problem in current networks is that
there is no way of knowing how reliable the in-
formation is. The reliability in operation of an
information-based system such as a network,
depends on how reliable the information is. The
information system is responsible for the infor-
mation used in network operations. We looked
particularly at information registration.

The protocol consists of two levels of opera-
tion: an engineering-level check and a semantic-
level check. The basic verification at the engi-
neering level is to maintain the data integrity.
Moreover, authentication would be needed for
a sender; however, our main purpose is to en-
sure that given information is correct at the se-
mantic level. This is done by verification and
authorization.

We have introduced our protocol in terms of
transactions between management agents. The
protocol was analyzed formally by using the
logic recently introduced by Burrows, Abadi,
and Needham. We have proved how the in-
tegrity of the information, an address, is main-
tained; however, our protocol requires us to in-
corporate a few additional transactions, so that
the naming authority comes to know that the
assigned address is configured to the designated
host correctly.

We attempted to use formal notation and
logic, intended originally for proving authenti-
cation protocols, to prove the integrity of the
information flow. One difficulty was to differen-
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tiate two addresses that originated in the same
address but followed different paths. We denote
such paths as information paths.

Apart from that, our trial of use of the logic
has shown that it is useful for expressing the
flow of information on a semantic level.
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