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Techniques for Using Alternative Servers to Improve
Service Availability in the Internet

YOUKI KADOBAYASHI,t SUGURU YAMAGUCHIH
and HIDEO MIYAHARA'tt

Many users of Internet services have experienced some kind of network troubles, which
keep them from sending e-mail or accessing web servers. Such troubles have been happening
frequently, since most services are built directly on top of transport layer, and since trans-
port layer does not achieve high availability; according to our measurements, its availability
was approximately 90%. We propose a strategy for improving service availability in Internet,
which consists of 1) transparent introduction of access engine between clients and servers, and
2) implementation techniques for utilizing alternative servers at the access engine. We imple-
mented our access engine, called csd, based on this technique. We confirmed its effectiveness
through the deployment of csd in the Internet.
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Fig.1 The formula for calculating p:.
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Fig.2 Transparent introduction of access engine.
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Fig.3 The use of alternative servers in sendmail.
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ftp-server: ftp.center.osaka-u.ac.jp
ftp-directory: CERT/advisories
ftp-server: cert.org

ftp-directory: pub/cert_advisories
description: CERT Advisories

{5 #)a-a774AVOH
Fig.5 An example of volume file.

Ny eFIATHE, Chond— i
IR REEREFEONEEZ D ENTES.

Y — NADOYBZIUTOL I LTERLT
W3, K a—LZbilEkrE&‘RL, A EL
TREY —/1~DF 12— (queue) THFD. K a—
LADT 7L ABRMPRELHERIX 2 —OEE»
OMCH—NEREL, BEVPRELTVRVT-N
BE V=@ E)a—LT77 A NCRABSNINE
ERONE., HEY—NADIRT T arHERS
N s/ He, ZRTEH— /NI THESE
RETSTRVUT, RADOT 7 L ARIFEH S W
IHTB. TokE —EREDONDLIZICMP echo
%%, echo reply 258> T /& RV — N DOMEE
RETFTEBMOBETEICIATEAL Y FERE
¥5.

6. & i

ZZTitesd DEBBIZETWTT7 7 AEBREAV
PR ADABORBNELFMT L. 1996 F1 A
18H25 19963 H30HETH 74 HBIIDL-
TLZBRARBERRRERKEICBVTesd ZHA L
TR, 28 KD FTPHIBMI A7 L a U H5RON
T ANEEDDIZ5184 XD FTP 7 — 523 %7
varvpEons:, FTPH#EaIAZ a3 095119
KiZBARKL—F ¥R EDHIRD-H I FTP Ff v e
Bah, s XIIEREDEHBHILE L 2\ /20 TCP
aRZavEMLTEL Lok FIPF—%3%7
armH)b QEXIELERPTT - I ¥RE (ko
oo 7, ZOEPICR—LT—DEL, FAF
ZD0OIP7FVACERTHIEHNTEY, #hik
YHRETERVEEN1I5EH 7. ThODEEID
LT, = g8z % 181 BfTV, BEL O L.
DL, KEY—NEHETEZVHEREES5E
Thol:.

DEDSHEETZE, po=5/2284 <0.0022 &%
D, ZREBKIZBITAET 7 AEE csd OFTHMIX
R ETHDZ g hsb. —h, H—1EIFz%
TFhlhdho2BE, p. =186/2284 L2 h, TTHNER
B R2%TholbELOLND, ZOZENL, T/
AEBELBAVAI LT, 77 AEBYBAVEVEES

Feb. 1997
EHANTITRAROKEDRENZOONE EEZLND.
7. # =

RKYVa—LA%AVAILT, H—1YBIOHRL
HAHRBMBIERTLIIENTES. $/2, 77
L AEBICBOTHEY 2 — AT EIIH = YBR FIT
ST T, MERLEBRIIBITATHEYSRETAZL
MHTEL, fIETCRRZFFEERESS, COE) %K
Va—LE7 7 AEBLALEDEIATY — 1D
FIEERIAEDTHEEELZOND, T/ L AEKEY
AW, 29347 MoBWTEYS — 28R
B, oL RTHEOEEHRIEIBO ARV
tEZLND,

2547 v MIBWTREY - BRT 25T,
THBYRETA-OIRE4DOF—NIZWT 534
KHBEE ATV MIBWTEH OLENDHS. 2O
FETIE, 7947 ¥ MZBWTH—RIRT LT
X LREERED-OOT O N EETLLEN
EL B, FORKR, 7517 Y ML TEHVIREEN
KoL, 75347 2 BB E V) HEEY
s, I, 7347 B TREY—1"DOTH
ML FOZ LIZREETH Y, - NEBRT AV TY
AL BETHILICELDTHEORE L V.

AMETREL-FER, REOEBSTET, T
EDTH/RHIIENTELILEARELTEBY, 20
FI B H ST SEFLRBIZBVWTT 78R
HEBBIUR) a— 2BV THEORENEI»HE
bhakEZOLNS, LALEYS, HEEIIARTIE
BENHZRBIHLTIOFELRABLABE, RE
DERIETLEI Ty 2 WKT L0, RENE
EEYRRTLILEN DS, T/, BECLZTT
o VIEREFBERLHE, —RICRBORENES
BTFL, £¥2) 7 1 HBRBICHT HEBRELSHT.
COXInfERE, v o) 7 o iseEsab L oRR
H—NOWMEFEYRRETAIILICEI-TERT S
ENTEBEEZLNS.

S. MEMZR

KEBEY - "BEZITHRITANVCATLELS
WTEHLAZYAF A& LT, Transarc £ D
AFS®, Auspex #® ServerGuard'®#%% %. OSF
DCE/DFS (& 7 7 ANVY — ki AFS & F U
bNTH5H. AFS TR, A—ErARIZLLIRET7 7
AN —NEBLILYTCEY, LAY IT—7L
DRLEDZENMZKE T 7 AN —N2BE, LAY
FTI—= 2B A —NOTRANERETHI LT



Vol. 38 No. 2

&%\, F7:, ServerGuard Ti3HbIEAY - N 7N
D77 ANY—NEMHEIINYy 27 07T L% E
BRELTBY, v P7—2ZBVWTHRENREL
EJIH LN EIZ2BMIAE IR TVR W,

A5 =29 b 72 L TCRET77 IV -2 K
B 2HE, —BIEMTENT 7 A VY= EBRT 7
ANV —NERXFIL, 77 AN —RW{TT7 71 VHE
EE—ICROLDDV T V2 THETFERLE, 20
3%V 7+ Y27 ¥ LT mirror % rdist 'V, sup!?
REND L.

AV =2y MBI 2EBRABS 0 ra ok
ERIZOVTIR, RRRVERIBRESA TS,
Chinoy "I KE DXy 7 K= L 12 BT 2 BHIEHRD
R B L, BEMko 3% 12 BERFLLAC 10 LL
LOBRBER R L LHBREL T3, A LkK!Y
BBEXRDNY 7K~V 2 Fh 28 BERERITL, &
EDERERICBCTRERMBAITAEEI 2 LY
EHLTWS,

INEEROBCERBIB T O F aVIZONTHHF
FAFTONT WS, Perlman i3, 8- 7-RBEHH
MENTH{EIIBNTH, RREZZL— 5 2HUH 4}
SITHAREMAICEY 2 RBICHIRT 2 X O 8%
H7ObPaNERELTVE,

9. ¥ ¢ &

AMETIX, FFTCP/IP 7O baVRy v %
Bwicqd v —% v b7 — 2R OE8EE £
ELTHALEREEREL T iRnwZ L 2L,
BB, FI AR BB AEEEIIE,
IRTa MBS AR— PO INIIBY
THI0%DHERT IR S a v iICHENEEX2- L%
B ESWCORLE. KEBDRxv bV I—2 7))
Fy—=—a yiRFIUVAR- SubanbiciEEESR
ENTWVELD, 22— L TR LTV B -
ADTTRAMEME .

CHDE)ERBICBOTH - AOTHEYSET
2720, HRXIICBVWTT 7 L AEBERELL:.
T7AEBIIBWTERY) 2~ A% B L LY —N
PVBEZETHICET, BEDISAT b -4 —nH
T7ZVr—a AL TEBMICTRAEOKEDNE
BFUOTIENTEDEEZOND., LELENDS,
WERDOBEY 7 b 2 7TERFRTIIEER A I —
BB — SO FIHTE L 2 2%DOMEAYH 5.

CNEMRT 5720, FFATIIUERLIIRL 28
BV 7 yx7EBRFREBVTT7 7L A&EBcesd *
EE L7 FHFRATIIBENRPER, BMEFHOL

129 —% 2 MCBIT B THBEERD -0 — F B H# 347

B, BERREL»SOMBENFTETHS LW HTH
RAERXINVBNTVREEZOND, csd % >4 —
F7 MIBVWTEALTHBON AT -5 ICX0%, 7
JEARBIZEATHAROKBHRERET L L oS
T&/:,

W AHELTICHIOBROICHERL T
W/WIDE 7u >z 7 b DEBRIZER#H LTS,

2 E XM

1) Clark, D.: The Design Philosophy of the
DARPA Internet Protocols, Proc. ACM SIG-
COMM’88, pp.106-114 (1988).

2) ISO7498/TC97/SC21: Information Process-
ing Systems — Open Systems Interconnection —
Basic Reference Model, ISO7498-1984 (1984).

3) FIskEEX, IO %, FFEHX  Internet 2B
FHRIBT 7 A%RBORE, HHRABESRT
ik, Vol.37, No.5 (1996).

4) Wright, G.R. and Stevens, W.R.: TCP/IP II-
lustrated: The Implementation, Vol.2, Addison-
Wesley (1995).

5) Allman, E.: Sendmail - An Internetwork
Mail Router, 4.4BSD System Manager’s Man-
ual, The USENIX Association, pp.SMM:9-1-
SMM:9-12 (1994).

6) Mockapetris, P.V. and Dunlap, K.J.: Develop-
ment of the Domain Name System, Proc. ACM
SIGCOMM’88, pp.123-133 (1988).

7) Draves, R.P., Bershad, B.N., Rashid, R.F. and
Dean, R.W.: Using Continuations to Imple-
ment Thread Management and Communica-
tion in Operating Systems, Proc. 13th ACM
Symposium on Operating System Principles,
pp.122-136 (1991).

8) Kadobayashi, Y., Yamaguchi, S. and Miya-
hara, H.: WWFS: An Evolutionary Framework
for File Sharing in the Internet, Proc. INET’93
(1993).

9) Transarc Corporation: AFS-3 Programmer’s
Reference.

10) Auspex Systems, Inc.: Auspex version 1.8M1
Software Release Note (1995).

11) Cooper, M.A.: Overhauling Rdist for the '90s,
LISA VI, USENIX Association (1992).

12) Shafer, S. and Thompson, M.: The SUP
Software Upgrade Protocol, Technical report,
School of Computer Science, Carnegie Mellon
University (1989).

13) Chinoy, B.: Dynamics of Internet Routing In-
formation, Proc. ACM SIGCOMM’93 (1993).

14) EKFEHE | vV F R — LEHED - O OLEHH
2oV, FRAEFAMESRS, 95-DPS-71-3



348 £ LR Ty g

(1995).

15) Perlman, R.: Network Layer Protocols with
Byzantine Robustness, Ph.D. Thesis, MIT
(1988).

(R84 4 B 15 B%AfY)
(FHL84 11 A 7 HiRSR)

Pitk HE (EXR)

T 4 EREKEER TFEINE
TRk, TH6 EMAERER
AERTELHANSLWMREST.
Tk 8 FRIKFERERGLEMR
BErBEL, MREARAEKL
v — BRI E. A vV —Rv T —FF 7 F v,
ST T AN AT LCRTAHEICER. ETHR
#EES, HEV 772 THEREXA.

Feb. 1997

o % (ERKR)

» BRF0 61 £ KR AF 08 T¥ER1H
0 BI¥EE¥E. B 63 ERAKFKR
¥t AREST. P2 £R
KERERELHBRELRFEL,
FA¥ERAEHE L 5 —BF.
D%, FX 4 £ 2 BARBERRKERKEHREE
vy —pF, FAERKEEREEL 5 -BBEE
BT, FR 5 ERKFERMERARHBREE. T¥E
+ (KEEKF). A>9—F2bT7—F77F%, &7
FU—s kX2 )T ACRT AR, ETER
#E{E¥ 4, IEEE, Internet Society #=H.

E® Bk (ERHR)

IBF 42 SE KRAFE THRMERE T
@ 2R xE. BB 47T ERKFRER
M+REET. B 48 EFRBKRE
TH¥#BhF. BRF 55 EFRRAFE
BT 8RB IS, BEFD 62 ERKE
KEEHE L > & —5%iE. FRTERKEERTFR
ERTFRRE. PR TE LD ERFRRERAMRL S
5 — BfF4E. BEFI 58~59 FKE IBM b—< A7 b
VUHRMERWMER. AT LAEEESEM#, Y VF A
F AT VAT L, LEBEEE, fv b7 7BEL
M4 AMZEICiEE. IEEE, B HEHRERE¥AERKEA.




