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Algorithm for Access Control of Management Information
Base (MIB) in OSI Management
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Access control of Management Information Base (MIB) is significant in network manage-
ment based on Open Systems Interconnection (OSI). There are three kinds of granularity
for access control, each of which is (1) “management operation”, (2) “MO instance”, and
(3) “attribute”. When the granularity is “management operation”, there might exist an MO
instance to which cannot actually be accessed even if it is granted to access. It degrades the
performance of a network management system, since an operation to each MO instance has
to be issued, and this results in a plenty of operations. This paper proposes an algorithm
for access control of MIB, which has the finer granularity of “MO instance” than that of the
existing algorithm and has the time complexity of O(n), almost the same order as that of the
existing algorithm, where n represents the number of MO instances in a naming tree.
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Fig.1 Example of access denied/granted MO instances.
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Fig.2 Example of four CMIS scopes.
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Fig.7 Flow chart of system start-up phase.
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Fig.8 Flow chart of access decision.
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