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A Certificate Infrastructure Model for Integrated Cross-authentication
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with Warranty and Use Policy Control

SHIGEICHIRO YAMASAKI! and KEIJIRO ARAKIH

The validity of a digital signature for a digital certificate is insufficient to trust it because
verification of warranty and assigned use policy of the digital certificate is indispensable. In
this paper, we propose a cross authentication infrastructure that integrates a variety of services
that require different use policies and warranties. We describe desiign and implementation
of a prototype system for this model. The significant feature of our model is to separate the
function of a certificate authority into “issuing authority,” “registration authority” and “use
policy approval authority”. We call this model “the separation of three authority models
for digital certification system.” We utilize trustable certificate repository for cross authen-
tication. The warranty information is not embedded into a digital certificate in our model.
Warranty information of a digital certificate is provided by the certificate repository. Our
prototype system can provide an integrated service of servers that requires different use poli-
cies and warranties by only one certificate. Our certification system also endure practical use
through our experimentation.
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