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ENCORE: An Inter-AS Diagnostic System
Using Cooperative Distributed Agents
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For reliable operation of the Internet, it is crucial that each autonomous system (AS) un-
derstands the implications of the routing information that it advertises, and verifies that its
intentions are correctly propagated by viewing the information about itself from the point of
view of other ASs. This paper proposes a network diagnostic system, ENCORE. It is based
on the reflector model where intelligent agents in ASs cooperatively infer the dynamics of
the Internet and analyze network faults. In ENCORE, an agent in an AS monitors routing
information in its environment and shares the information with agents in other ASs. The
agents then perform collective analysis based on diagnostic knowledge to identify problems.
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Table 1 Example of optimization by tabulation
technique.
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check-BGP-peer 15 [s] 8.4 [s]
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Table 2 Example of optimization using historical data.

check-BGP-peer
0.81 (=6.5/8)

check-entry
rate | 0.86 (=12/14)
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