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1 Introduction

In the group communication, multiple entities send
messages to the destination entities and can receive
the messages sent in the group. {1] discussed how to
provide application entities with the atomic and or-
dered delivery of the messages to the destinations in
the group. In addition to supporting the atomic and
ordered delivery, it has to be guaranteed that each
entity receives messages from only the entities in the
group, i.e. authenticity, and only the entities in the
group send the massages in the group, i.e. secrecy. [3]
discusses how to support the authenticity and secrecy
in the group communication.

One entity would like another entity not to receive
the messages sent by it in the group. After receiv-
ing message p from entity E;, if E; forwards p to an-
other Ey in the group, E} can receive p from E;. Even
if E; sends p to E; but not Ei, E; receives p from
E;. It is an illegaf information flow from E; to Ej.
then considering the secure group communication,
the illegal information flow has to be prevented. The
lattice-based information flow model [2] is discussed to
be a model for keeping all the information flows legal.

Each E; in some group may send messages to an-
other group to which E; does not belong. Thus, in-
formation may be flown from one group to another.
In this paper, we would like to discuss such inter-
cluster information flow and give rules to keep the
inter-cluster information flow legal.

In section 2, we present a model of the communi-
cation system. In section 3, we present the lattice
model of security classes. In section 4, we discuss the
data transmission procedure on the basis of the secu-
rity classes. In section 5, we discuss how to control the
information flow among multiple groups.

2 System Model

The communication system is composed of applica-
tion, system, and network layers. The network layer
provides the reliable high-speed broadcast communica-
tion [1]. The entities at the system layer can commu-
nicate with each other by using the network layer to
provide the application entities with the secure group
communication. Application entity A; takes the ser-
vice through system service access point (SAP) S; sup-
ported by system entity E;. A cluster Cis a set of the
system SAPs Sy, ..., Sn. C is referred to as supported
by Ej, ..., En, written as (Ey, ..., E,). E; is referred
to as support C.

In the group communication, each message p sent
by E; is delivered to all the entities in C. [1] discusses
a selective group communication where E; can send
each message p to any subset of C, not necessarily all
the entities in C. In this paper, we assume that the
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network layer supports the selective secure group com-
munication. Ay, ..., A, first reguest the system layer
to establish a cluster C' among them. C is established
by the cooperation of Ej, ..., E,. Then, A; can send
each message to only and all the destinations in C,
Le. secrecy, and can receive messages destined to A;
from only the entities in C, i.e. authenticity. [3] dis-
cusses how to realize the secure group communication
by using the public key system.

In addition to realizing the secrecy and authentic-
ity of the group communication, the information flow
among the application entities has to be controlled, i.e.
messages not be forwarded to the entities which are not
the destinations. In this paper, we would like to dis-
cuss how to provide the application entities with the
secure information flow by using the reliable broadcast
network supported by the network layer.

3 Lattice-Based Model

We would like to present briefly a lattice-based
model [2] to deal with the information flow. Let S
be a set of security classes. Every entity belongs to
one security class. Information in each entity has the
security class of the entity. The can-flow relation —
C S? is defined as follows. For every pair of secu-
rity classes s; and s; in S, information of s; can be
flown into entities of s, iff s; — s;. For example, sup-
pose that an individual p has a security class s, and a
database D has a security class sp. If sp — 5p, p can
obtain the data in D. The information flow model is
represented in a lattice (S, —, U, N) where U is a least
upper bound (lub) and N is a greatest lower bound
(glb) on —. For every pair of security classes s; and
s2in S, 51 U sy is s in S such that 5; — s, s — s,
and no s3 in S such that s; — s3, s — s3, and 53 —
s. s1 M 53 is defined similarly. Here, s; > s5 if s —
51 but not s; — s2. 53 dominates s3 (s1 > s3) iff 53 >
$2 O 83 = 8;. S > sz means that information of s, is
more sensitive than s;.

Suppose that a cluster C supports application en-
tities Ay, ..., A,. Each A; is supported by system
entity E; (¢ = 1, ..., n). Each A; has one security
class class(A;) € S. Each message p sent by A; has
a security class class(p) (= class(4;)). A; can send
message to A; if class(A;) < class(4;). Since class(p)
= class(4;), p can be stored in A4;.

[Example 1] Suppose that there are three applica-
tion entities A;, A;, and A3 supported by a cluster C,
whose security classes are sy, 53, and s, respectively.
Suppose that there is a can-flow relation s; — s, [Fig-
ure 1]. A; and A3 can send messages to A,, but A,
can send messages to neither 4; nor A3 because s,
< s3. A; and A3 can communicate with each other
because class(A;) = class(A3). O

[Definition] Let C be a cluster supporting Ay, ..., An.
The information flow in C is legal iff for every A; and
Aj and for every message p sent by A; to A4;, class(A;)
=< class(4;). O
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4 Roled Cluster

4.1 Roles

A cluster C is redefined to be a tuple of roles (R,
-y Rn). Let S be a set of security classes. Let O
be a set of primitives which application entities can
issue to C, i.e. send, receive, open, close, abort, and
reset. Each role R; is defined to be a pair of a security
class s;(€ S) and a collection O;(C O) of primitives
which application entities can issue to C, i.e. R; = (si,
O;). Let class(R;) denote s; and Op(R;) denote O;.
Suppose that application entities Ay, ..., 4, establish
C where each A; is supported by system entity F;.
Each A; is referred to as bound to C with R; ifCis
established by the cooperation of Ey, ..., E,. It is
written as (Ay:Ry, ..., A,:R,) named an instance of
C which denotes a state of C being established. This
means that A; can issue primitives in Op(R;) to C.

Suppose that A; is bound to a cluster C with a role
Ry = (51, 04). If O, = {receive}, A; can only receive
messages sent in C while 4; cannot send messages. If
O, = {send, close}, A; can send messages and close
the cluster.

4.2 Constrains

C is represented by a cluster graph where each node
R; shows a role R; and there is a directed edge from
R; to R;, i.e. R, — i if By < R;. R; — R; is sup-
ported ié’ send € O; and receive € O;. Bvenif's; < s;,
unless R; — R;, A; cannot deliver messages to Aj. é.,
and R; are linked (written as R; — R;) iff R, — g
are supported, R; — R;, or there is R} such that R;
— R and R, — R;. C is connected iff for every R;
and R;, R; and R; are linked. If C is not connected,
C is partitioned into disjoint subgroups. There is no
supported link among any pair of subgroups while ev-
ery subgroup is connected. This means that there is
no way for any two subgroups to communicate with
each other. Hence, C cannot be established if C is not
connected.
{Example 2] In Figure 1, suppose that O; = {send},
O3 = {receive, send}, and O3 = {send}. R; — R,y is
supported since s; < s, and send € O; and receive
€ O;. Neither Ry — R3 nor R3 — R; — R; is not
supported since neither receive € Oy nor receive € Os.
Figure 1 shows the information flow and cluster graph.
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Figure 1: Information flow and cluster graph

Each application entity A4; is modeled as an object
which has data structure D; and a set of operations
O; for manipulating D;. One property of operation op
is whether or not op derives data from D;. The other
indicates whether or not op change D;. For exam-
ple, read derives the data and write changes the data.
While each message including an operation which only
derives data can be sent to any entity, messages which
includes data may not be sent to some entity.

There are types of communication in the cluster.

One type is a one-to-many communication like the
client-server model. Let S and C; be roles of server and
client (i = 1, ..., n). class(S) < class(C;) if Op&C.;) =
{receive}, i.e. retrieval. Every client can read informa-
tion in the server. The cluster graph is star-structured.
In the other type, each entity sends and receives mes-
sage equally. Here, every role has the same security
class.

5 Inter-Cluster Communication

In some case, entities in a cluster would like to send
messages to another cluster. For example, suppose
that there are two clusters, database cluster R and
teleconference cluster T. R is composed of redundant
database servers. Users in T send update requests of
the database to R. Here, information is flown into R
from T. We would like to discuss the information flow
among clusters.

Suppose that there are two clusters C; and C; which
support secure group communication and legal infor-
mation flow. Suppose that entity 4; in C; would like
to forward message p to C;. p has security class s; in
C1, and s; in C;. For every pair of security classes s
and s,, information of s; can be flown into sy iff 57 —
sz according to the definition. There is security class
s for s in Cy, and sy in Cj, such that s; > s > sq.
Information of s can be flown from C; to C, if 57 »
8 > s3. If not, it cannot be flown. Let C; denote a
roled cluster (A;;:R;, ..., Apn;:Rrn,). Aij in C; can
send message p to C; by the following rule.
(Inter-cluster information flow rule]

(1) class(p) is changed into $i1N...N$8;p,, and

(2) p can be sent to Cj if class(p) < 5j1U..Usjn . O
[Example 3] Suppose that there are three clusters,
say Cy, Ca, and C3. Each C; includes three application
entities Ail) A.;z, and A."3 (1 = l, 2, 3) In Cl) All and
Aj3 have security class s; and A, has s2. In Co, Asq
and A23 have 53 and A23 has 53. In C3, A31, A32, and
A3z have s;. Here, suppose that sy = 852 <X s3 <X s4.
Suppose that A; would like to send message p to C,.
First, let class(p) be s; N s, ie. s5. class(Ry) U
class(R32) U class(Ra3) = s3 U sq U s3 = s4. Since 51
= s4, pis sent to Cy. O

In the inter-cluster information flow, each entity in
C; is allowed to send messages to another C; by using
the lub of security classes in C;, and to receive mes.
sages by using the glb of security classes in C;. If not,
they are rejected.

6 Concluding Remarks

In this paper, we have discussed how to control the
information flow in the cluster composed of multiple
entities and the inter-cluster information flow on the
basis of the security class. We have discussed the
mandatory access control on the communication prim-
itives, e.g. send and receive.
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