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1 Introduction

In the group communication 1], multiple entities
send data units to the destination entities and can re-

ceive the data units sent in the group. Many papers

(1, 4, 5] have discussed how to provide application en-
tities with the atomic and ordered delivery of the data
units to the destinations in the group. In addition
‘to the atomic and ordered delivery, it is important to
provide secure group communication, i.e. only and all
the proper entities can communicate in the presence of
malicious entities. [6] discusses how only and all the
proper entities in the group obtain a common secret
key by using the public key system in order to provide
the secrecy and authenticily of the group communica-
tion.

One entity would not like another entity to receive
the data units sent by it in the group. An entity E;
which receives the data unit from E; may forward the
data unit to another entity E};. Even though E; would
not like to send the data unit to Ey, E; can obtain it
through E;. It is irregal information flow. In addi-
tion to protecting the group from being attacked by
the outside, we have to control the flow of informa-
tion among the entities in the group. [7] discusses the
lattice-based information flow model which is a gener-
alization of the multi-level security model.

In this paper, we discuss the data transmission pro-
cedure for the group of multiple entities which provides
regal information flow. Each entity has a security class
and some precedence relation is defined over the secu-
rity classes. Each entity can send data units to only
entities which have some security classes preceding the
security class of the entity. By using the security class,
we would like to present the data transmission proce-
dure for the cluster.

In section 2, we present a model of the communi-
cation system. In section 3, we discuss a lattice of
security classes In section 4, we present the data trans-
mission procedure on the basis of the security classes.

2 System Model

The communication system is composed of applica-
tion, system, and network layers [Figure 1]. The net-
work layer provides the system entities with the high-
speed communication [3]. The entities at the system
layer can communicate with each other by using the
network layer to provide the application entities with
group communication. While the high-speed network
provides high-reliable communication, the system en-
tities may fail to receive data units because the trans-
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mission speed of the network is faster than the pro-
cessing speed of the entities. Each application entity
A; takes the service through the system service access
point (SAP) S; supported by a system entity E;. A
cluster C is a set of the system SAPs S, ..., S,,, which
is an extension of the conventional one-to-one connec-
tion among two SAPs. C is referred to as supported
by Ei, ..., En, written as (Ey, ..., E,). E; is referred
to as support C.
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Figure 1: System model

A protocol data unit (PDU) is a unit of communi-
cation among peer entities. Each data unit exchanged
among system entities consists of the following fields
(7 =1,...,n).

e p.CID = cluster identifier.

e p.SRC = entity E; which transmits p.

e p.DST = set of destination entities of p.

e p.TSEQ = total sequence number of p.

e p.PSEQ; = partial sequence number for Ej.

. pACI(7 = total sequence number of a PDU

which E; expects to receive next from Ej.
p.BUF = number of buffers available in E;.
p.DATA = data to be broadcast.
p.CLASS = security class.

3 Muilti-Level Security

Suppose that cluster entities Fy, ..., E,. Each entity
E; has one security class class(E;). Let S be a set of
security classes. — C S? is a partially ordered relation
on S. For every pair of security classes s; and s3in S,
the information of the security class s; can be flown
into the entities of g; iff 3; — s5. Here, 33 is referred
to as dominate s;. The partially ordered set (S, —) is
a lattice (2] (S, —, U, N), where U is a greatest lower
bound (glb) and N is a lowest upper bound (lub).
[Example] Suppose that there are three entities Ej,
E,, and E3 in a cluster C whose security classes are
81, 82, and 81, respectively. Suppose that there is a
precedence relation s; — s2. E; and F3 can send the
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data units to E; because s; — 32, but F; can send
the data units to neither E; nor E3. Suppose that E;
sends a data unit p; to E3 and E; sends p; to E3 in C.
Let sy, s3, and s3 be security classes of F;, E;, and
Ej, respectively. E3 can receive data units from both
E, and FE; if s, U s3 — s3. E3 can send data units to
both F; and E; if s3 — s;Nsy. O

[Definition] The information flow in the cluster C is
regal if for every data unit p sent to E; in C,
class(S;) — class(S;). O

N
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Figure 2: Information flow

4 Roled Cluster
4.1 Roles

We would like to redefine the cluster C = (F,, ...,
E,) to be a tuple of roles (R, ..., R,) to take into ac-
count the security. Each application entity A; is bound
to C with R; when C is established by the cooperation
of By, ..., E,. This means that E; plays arole R; in C
(i=1, ..., n). Eachrole R; is defined to be a collection
of a security class s; and a collection O; of operations
for C, i.e. R; = (S;, O0;). There are the following
operations for C, i.e. send, receive, abort, open, and
reset operations. F; can apply an operation op to C
if op € O;. Suppose that there are three entities A,
Az, and A3. A; is bound with a role R; which has O,
= {receive}. A, can only receive data units sent in C
while A; cannot send the data units.

Suppose that each A; is bound with the role R; to C.
A; is assigned a security class s;. Here, let class(A;)
denote a class s; of F;. Each data unit p sent by A4;
has a security class class(p) = class(4;), i.e. p.CLASS
= class(E;).

Suppose that A; receives a data unit p from 4;.
If class(A;)(= 3;) — class(A;)(= si), Ai accepts p.
Then, the security class of the data (p. DATA) carried
by p is changed to s;. If not, E; rejects p.

4.2 Data Transmission

We present the data transmission procedure to keep
the information flow among the entities regal in the
cluster. Let C be a roled cluster (Ejy, ..., E,). Each
entity F; can transmit a data unit p to the entities in
the cluster if the following condition is satisfied.

[Transmission] Let p.DST be a set { E;,, ..., E;__
}(C C)ny > 1). If class(E;) — class(E; ) 0 ... N
class(E;,, ), E; sends p to E;, ..., E; in C. O
That is, if some entity E; has a security class such that
not class(E ) — clau(E ), Ei cannot send p in C.
[Example] Suppose that there are some entity E; and
E; in a group C whose security classes are s; and s;,

respectivery. That is, there are two security class(E;)
and class(E;). Suppose that class(E;) — class(E;).
Some entity F; can send p to E;. If not, E; cannot
send p to Ej.

E; can accept a data unit p from E; if the following
condition is satisfied.

[Acceptance] Let p.DST be a set { E;,, ...,
class(Ej, ) U ..
pin C. O
That is, if some destination Ej, of p has a security
class such that not class(E;,) — class(E;), E; cannot
receive p.

[Example] Suppose that there are some entity F; and
E; in a cluster C whose security classes are s; and s;,
respectivery. That is, there are two security class(E;)
and class(E;). Suppose that class(E;) — class(E;).
Some entity E; can receive p. If not, F; cannot receive
p.

E;, ;. If
- U class(E;j,, ) — class(E;), E; accepts

5 Concluding Remarks

In this paper, we have discussed how to control the
information flow in the cluster of multiple entities on
the basis of the security class. We have presented the
data transmission procedure which keeps the informa-
tion flow regal in the cluster.
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