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An Architecture for User Authentication of IP Multicast
and Its Implementation

NORIHIRO ISHIKAWA,! NAGATSUGU YAMANOUCHIt
and OSAMU TAKAHASHIt

Protocols for IP multicast have been widely implemented on various platforms over the past
few years. Various multimedia tools have been tested on MBone, virtual multicast network
on the Internet. However, IP multicast is now at the experimental stage. In order to deploy
IP multicast over the Internet as a commercial service, several issues on IP multicast must be
resolved. Such issues include security, accounting, QOS and IP multicast address allocation.
Among them, one of the most important issues on IP multicast is security for IP multicast.
There are no security functions for IP multicast at this time. IP multicast requires many
security functions that include user authentication function of IP multicast, encryption of
IP multicast datagrams and key management protocols for IP multicast. In this paper, we
propose an architecture for the user authentication function of IP multicast, which prevents
an unauthorized user from sending and receiving IP multicast datagrams, which is considered
one of the most important security functions of IP multicast. We extend IGMPv2 for the user
authentication function of IP multicast and use RADIUS as the authentication server. We
have implemented a prototype system based on our architecture on FreeBSD. Implementation
results are also described.
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