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Security System Planning Method for Information Systems

MASAYUKI ORIMO, SUSUMU TSUHARA,tt MICHIKO YAMAMOTOtft
and RYOICHI SASAKItH

Threats to the information system security have been increasing more and more. It has been
seriously required to design sufficient countermeasures for protecting the system security form
possible threats. This paper proposes a method for security system planning. The proposed
method makes it possible to systematically design countermeasures for possible threats to the
target system. The proposed method also enables to check the rationale of designed counter-
measures easily. This method has been developed based on a fault tree analysis technique.
This method consists of five processes, that is, (i) description of target of evaluation, (ii)
description of possible threats, (iii) derivation of principles for countermeasures, (iv) defini-
tion of security objectives, (v) design of countermeasures for attaining the security objectives.
The effectiveness of proposed method has been identified through the application to actual
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systems.
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Table 1 Contents of PP (Protection Profile) in CC (Common Criteria).

1.

PP (Protection Profile) introduction
1.1 PP identification
1.2 PP overview

2.

TOE (Target of Evaluation) description

3

. TOE security environment

3.1 Assumptions
3.2 Threats
3.3 Organizational security policies

. Security objectives

4.1 Security objectives for the TOE
4.2 Security objectives for the environment

. IT security requirements

5.1 TOE security requirements
5.1.1 TOE security functional requirements
5.1.2 TOE security assurance requirements
5.2 security requirements for the IT environment
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. PP application notes

~

. Rationale
7.1 Security objectives rationale

7.2 security requirements rationale
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Fig.1 Example of containment tree analysis.
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Fig.2 AND gate/OR gate in FTA.
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Table 2 Work-sheets used in each phase.
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Table 3 Example of communication path matrix.

E1l E121 E122 E21 E22
E1l C1
E121 Cc2 C3
E122 C1 C4
E21 C2 C4
E22 C3

Where
Who
When
|
What | [REF&111][FEAS11Y [FEFS-112] [FEFB-1127 [FEFB-13]]

03 swoooo
Fig.3 Example of 5W derivation.
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Fig.4 Example of FTA.
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Table 4 Example of countermeasure guideline list.
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Table 5 Example of threats/security-objectives matrix.
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B | B X1-1 O @
EFE | BRX1-2 @
X1 ..
3T | B X2-1 O
BE | BEX2-2 o
X2 |..

06 0O00ODOOODODOOOOOOOO
Table 6 Format of security countermeasures list.
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