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IP Multicast Delivery Control and Its Application to Security

NAGATSUGU YAMANOUCHI,” NORIHIRO ISHIKAWAT't
and OSAMU TAKAHASHIt

IP multicast has recently been studied as a medium for large scale information distribu-
tion. In order to distribute mission-critical information, reliable multicast technologies for
delivery reliability have been studied. At the same time, security such as information se-
crecy, sender authentication, and security of delivery services need to be studied. Extension
of 1-to-1 communication-based information secrecy and authentication based on encryption
fails to scale to a large distribution due to the key update delivery overhead increase. On
the other hand delivery service will be maintained by the delivery control mechanisms for
IP multicast. We have two control methods, one that controls delivery at egress and ingress
routers which the authors proposed, and the other to control delivery at intermediate routers.
We point out now that the delivery control for maintaining service security is also effective for
achieving information secrecy. As the overhead of delivery control does not increase in large
delivery networks, it can be used as an alternative for encryption-based security. However,
as the delivery control has weaker capability of maintaining information secrecy compared
to encryption, appropriate use of the two methods need to be discussed. In discussing the
appropriate use, we propose a hypothesis that large size deliveries do not require high degree
of information secrecy and vice versa in most cases, and the combination of large delivery
and high secrecy is rather scarse. If this hypothesis holds, we can implement required secrecy
at a reasonable cost, namely, we use encryption if high secrecy and small delivery size are
required, and delivery control if lower secrecy and large delivery size are required.
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Fig.1 Control on boundary vs. control within
the Internet.
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Fig.2 Authentication server for centralized

authentication data management.
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Fig.3 Delivery of group common key whenever
a member leaves.
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Table 2

Comparison between encryption and delivery

control for information secrecy.
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Fig.4 A hypthesis that the security requirement is
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smaller for mass-distributed data.
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