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1 Introduction

Conformance testing for communication protocols is
to check whether a protocol implementation conforms
to a given protocol specification, and it is performed
by observing output sequences outside by giving in-
put sequences. Such input and output sequences are
called test sequences. Many researchers have developed
techniques for generation of fest sequences. However,
the previous techniques can only find the existence of
differences (that are called faults) between a proto-
col specification and its implementation. Recently, a
test sequence generation technique is propoqed in [‘7]
which can localize a fault under the assumption that
the implementation includes only one fault.

This paper proposes a new technique for localiza-
tion of faults by generating test sequences interactively,
even when the protocol implementation includes more
than one fault.

2 Conformance Testing

This paper assumes that a protocol is modcled as
a deterministic finite-state machine, so it can be rep-
resented by a directed graph where nodes and edges
correspond to states and transitions of the protocol,
respectively.
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Figure 1 Graph representation of a protocol.

An example of the protocol is shown in Figure 1.
Consider an edge from node 2 to node 3 with a label
"5 bfy”. 1t implies that when the protocol receives
an input 6" at state 2, it sends an output "y” and
enters state 3. The edge is identified by the number 5
uniquely.

Let G, and G; be graphs of protocols defined
by specification and its implementation, respectively.
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Then differences between graphs G, and G of a pro-
tocol are called faults in the protocol implementation.

Conformance testing for a protocol is to determine
whether faults exist in the protocol implementation
and to localize faults by observing output sequence
for a given input sequence. Such input and output
sequences are called test sequences.

Faults on a transition 7" in the protocol implemen-
tation are classified into the following two types:

(1) Transfer fault: This fault occurs when a state
entered by transition 7" in protocol implementa-
tion G is different from a state entered by a cor-
responding transition in protocol specification Gs.

(2) Output fault: This fault occurs when an out-
put by transition T in protocol implementation G
is' different from an output by the corresponding
transition in protocol specification G,. ~

Howcver, it is difficult to identify states in the protocol
1mplcmentat|on since they are not observable directly
from outside.

A UI0O sequence of state .S is defined as 7i;/0); 12/ 0q;
., inf0,” such that the protocol sends a sequence of
outputs "0y;04; ...0," only when it receives a sequence
of inputs "1;;24;...;%,” at state S [1]. Here, ;" de-
notes a concatenation. The U[0 sequence of state S is
abbreviated as U/Og .

In Figure 1 "¢/y;a/z” is UTO; because the protocol
never sends any output sequence ”z;z” for an input
sequence b, ¢” at any other state except state 1.

Then test sequences can be constructed using UI0
sequence, to detect the above faults. All transitions
in the protocol implementation should be tested by
applying test sequences.

3 Localization of Faults

In order to test a transition T, the following proce-
dures (1) ~ (4) are necessary. In the following, let
S and D denote sowrce and destination states of T,
respectively, and let ?2” and ”0” represent input and
output for T in the plOtOCOI spec1ﬁca.tion.

(1) Set the state S as the current state.
(2) Give an input "¢” to the state S.

(8) Check whether an observed output is equal to the
expected output "o”.

(4) Check whether the next state is an expected des-
tination state D.

Transfer faults and output faults can be localized by
procedures (3) and (4) respectively, if all transitions
associated with UIQOp are correctly implemented ac-
cording to the protocol specification.

If a transfer fault or an output fault cxists on some
transition associated with UTOp, then it cannot be
determined the location where faults occur (that is on
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the transition T and/or one of transitions associated
with UIOp).

Consider transition 8 in Figure 1. A label in-
put/output is "¢/z” and a UIO; is "¢/y;a/z”. Then
transition 8 in the protocol implementation is tested
whether the output and the destination state arc equal
to 72" and state 1, respectively, as expected in the pro-
tocol specification (shown in Figure 1).

If an output sequence " z; y; ” is observed for a given
input sequence "¢;¢; ¢”, then transition 8 is correctly
implemented. However, suppose that an output .se-
quence "z;y; 2" is observed. In this case there are
many possible cases that correspond to faulty imple-
mentations. Two of them are shown in Figure 2.

7:b/x

- transition to be tested

=i the other transition executed
when test sequence is given

. Figure 2 Two types of faulty implementations.

First, as shown in Figure 2(a), a transfer fault oc-
curs on transition 8 in the protocol implementation.
Because of this fault, the protocol lecaves state 5 and
enters state 4 via states 3 and 5 against the specifica-
tion (in Figure 1).

Next as shown in Figure Qﬂb), an output fault occurs
on transition 6. The protocol leaves state 5 and enters
state 5 again via states 1 and 4 as expected. However
the output sequence ”z;y; =" is different from ”z;y;&”
in the specification.

As illustrated in the above examplc localization of
faults is more difficult than determining whether faults
exist in the protocol implementation.

4 New Tevchnique

In order to cope with the difficulty of fault local-
ization, all transitions with labels constructing a UIO
sequence for each transition should be tested before
the transition itself is tested.

Let Ty be a transition to be tested, and 7,15, ...,
T. be a sequence of all transitions necessary for test of
To (that is, labels of 71,15,..,T,, are used to construct
UIO sequence for Tp). Let 74;/0;” represent a label
input/output of transition 7. So, test sequence for
transition Tp is-denoted by’ zo/oo,z,/ol,zg/oz, iin/ 0"

Using such test sequence, the following two Kkinds of
faults can be localized if 7,75, ...,T are confirmed to
be correctly nnplemented by their test.

Let O, be an observed output for input ” 10 arnd W
be an output sequence for input sequence "z;;t2;...72

(a) O, ="0," and W, # "0y;05;...0,”, then a trans-
fer fault on Ty is localized.

(b)- If O, # "0p” and W, = "01;03;...0,”, then an out-
put fault on Tp is localized.

For example, consider the faults shown in Figure 2
Because of the assumption that transitions associated
with U0, (that is transitions 3 and 6) are confirmed
to be correctly implemented, a transfer fault on tran-
sition 8 in Figure 2(a) is localized. :

To realize the above technique for fault localization,
test sequences must be interactively generated refer-
ing not only the protocol specification but also interim
results for Ty, 15,..., T,,.

The outline of the proposed algorithm for the inter-
active conformance testing is as follows:

(1) Pick up a transition (say T') from the glvcn pro-
tocol specification.

(2) Test T using a test sequence for 7.

(3) If an output sequence is observed as expected, at-
tach a label "tested” to 7.

(4) Otherwise, suspend test of 7' and, as attribute
of T, attach all transitions (say 71,7%,..,1m) as-
sociated with the UIO sequence cxcept those with
133.1.236.35 labels "tested”.

(8) Iflabels "tested” arc attached to all the transitions
T, 15,0, then resume test of 7' according to
fault localization technique described above. As a
result, a fault on T is localized.

(6) If there remain untested transitions, then go to
(1). Otherwise stop.

The detail of the algorithm is omitted in this paper
due to the limited space and is described in [3].

5 Conclusions

This paper has proposed a new technique for local-
ization of multiple faults in conformance testing. Ex-
perimental study will follow this paper for evaluation
of availability of the proposed technique as the future
research.
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