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Access Right Assignment Method which Based on Margin of
Hierarchical Security Level

HirosHI NAGASE,t KIYOKAZU INOUE! and HIDEKI SHINATt

For the research of assigning totally ordered security levels, the SLA (Security Level Assign-
ment) algorithm was proposed from graph theoretic approach. In the SLA algorithm, pro-
cessing requirement to flow data and confidentiality requirement to inhibit data flow, among
entities, are firstly expressed in two independent graphs. Then, two graphs are mixed to an
integrated requirement graph. By analyzing the integrated requirement graph, design capa-
bility is evaluated, and security levels are assigned to entities. Since security levels, assigned
by the SLA algorithm, take minimal value within the allowable range of levels, security levels
of appropriate entities may be raised without contradicting to original requirements. Hence,
this paper newly proposes inverse SLA algorithm to find the maximal allowable security levels,
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and to determine freedom of security levels assigned to entities.
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Fig.3 Preparation for level assignment by SLA.
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Fig.7 The applicable range extraction of the extend
SLA.
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Table 1 Result of extend SLA.

Patternl 1 1 1 1 2 2 3
Pattern2 1 1 1 1 3 2 3
Pattern3 1 1 1 2 3 2 3
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