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Software-based Music Delivery Platform

RyuvA UDA,t AKIRA SUNADA," AKIFUMI INOUE,! HIROSHI SHIGENOf
and YUTAKA MATSUSHITA?

Downsizing, down-pricing and volume-increasing of digital media have promoted the study
of some secure delivery systems of digital music contents through networks. Digital music has
an advantage of being delivered through networks with no debasement of music quality, but
the fact that it could be copied easily brings the copyright violation. The existent systems
using hardware security protection are not convenient for users, because security standard
for digital music has not been established and revising the standard is difficult. So, this pa-
per describes a secure and inexpensive software-based digital music contents delivery systems.
Self-extracting capsules freely delivered through open networks and security modules updated
regularly are used in our music player system. They protect the music contents from illegal
use. A user can choose PayPerListen for payment or can take over other user’s payment.
Furthermore, a user can easily arrange the music for secondhand use. Consequently, our
software-based music delivery system, being flexible, inexpensive and secure, will certainly
bring the satisfactory conditions to be a new music platform for the next generation.
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Table 1 Comparison with SDMI.
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Fig.1 Digital music delivery system.
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02 DESOOOOOO
DDD[IDDD[ID oooo Table 2 Time for DES decryption.
gooog oo bytes | millisec bytes | millisec bytes millisec
1,000 80 | 10,000 100 | 100,000 260
S 2,000 80 | 20,000 120 | 200,000 441
m I: m 3,000 80 | 30,000 130 | 300,000 631
oooooo 4,000 80 | 40,000 150 | 400,000 801
5,000 90 | 50,000 160 | 500,000 991
6,000 90 | 60,000 190 | 600,000 1342
7,000 90 | 70,000 200 | 700,000 1392
8,000 100 | 80,000 210 | 800,000 1622
9,000 100 | 90,000 230 | 900,000 1823

02 0000000O00oo
Fig.2 How to make encrypted contents.
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Table 3 Decryption performance of each crypt module.

Cipher Total Bytes Time
DES 262144 1.252
Twofish 524288 | 0.952
Blowfish 524288 | 0.781
CAST-128 131072 0.811

Bytes/Second
209380
550722
671303
161617
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Fig.3 Capsules with modules.
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Fig.4 Shuffle and sequential algorithm.
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Fig.5 Key embedding and extracting with functions.
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Fig.7 Key obtaining protocol.

ooooboooooboooobooooooooboon
ooooogoooooo
goobooooobooooooooooobooooboobooo
ooooobooooobooobooboobooooon
gbooooooooooocoooooobooooooboo
gooobooooooooobooobobboOon
ooogd
ooooooooooooooooooboon
goooobooooooooooooooooooo
gboooboooobooooooooboooooooooo
gboooboboooooooocboooooobooboon
gbooooooooo
6.2 OOOOOODO
ooboooooooobooooboooooooboo
os8bogong
goooooboooobooboboobboooobooo
gooboooooooooooboboooooooon

gooooooooooooboooooooooooo
goooobooooooooooooooooooan

gobooobooobooooocooooooobooobo
goobooooooooboooocooooooooo
oooocoooboooboooooooooboOooboonDn
gooooooooooooooooooooooo
ooboooboooooboooooooooooooon
gooobobooooooboobooobobooooo
gooooboo0oooooobbOoooooooo

goobooooooooooobooooobooodg 2243

Matsushita Lah. >

oo | <<,
DO0UOp, m\

gbooog

00 god
ooooo
L} A
[0oooooo | L\
ooooooooo oo
=rea [[EEEEEEEE]
goooooo |
[ro00] pava):
Vv
oooooo
gooooo

08 OOO0OO0O0O
Fig.8 Procedures of secondhand use.
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Fig.9 Payment rules for secondhand use.
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