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Applying Legitimate Access Database
for MLSI-based Intrusion Detection

SHINSUKE HARADAT and MIDORI ASAKAtt

Currently it is impossible to detect intruders who use unknown exploit without overhead.
So we proposed a new intrusion detection method based on MLSI (Marks Left by Suspected
Intruders). It is possible to detect intruder without any knowledge about each intrusion tech-
nique by auditing common features that must be seen when someone intrudes on computer by
any intrusion method. Hence if we only audit MLSIs, we can reduce information that should
be audited. And now, we propose a new intrusion judgement method by using “legitimate
access data base”. This method jugdes legitimacy (or not) of a process that caused MLSIs
from the legitimate access data base that describes which access is allowd. It is possible to
judge MLSIs without kowledge about each intrusion technique.
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/etc/shadow : root : sys :100400
{usr/bin/admintool : write
{usr/bin/admintool : write
[bin/passwd : write

01 00000 DBOO

Fig.1 Example of legitimate access data base.
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Table 1 Exploit and MLSI.
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