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An Authentication System that Protects Privacy
by Using Tamper-resistant User Terminals

NAOYUKI SATOt and HIDEAKI SUZUKIt

‘We have developed an authentication system that uses tamper-resistant user terminals and
certificates to confirm a user’s rights. In our system, a verifier cannot acquire any user’s
personal information (e.g., name or address) during the authentication process, without the
user’s consent. Users can choose what personal information will be acquired by verifiers and
what will not. Today, almost all systems identify a user in order to authenticate the user’s
rights. But in many cases, it is not necessary for a system to know who the user is. There
are many privacy violations. We define a model that includes a ‘Judge’ as a special authority,
and use cryptographic techniques to achieve our goal.
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