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Renewable Authentication and Encryption Systems

Kouya TocHIKUBO,T KoJI OKADA, NAOKI ENDOHTt
and E1J1 OKAMOTOH 11t

In many authentication and encryption systems, the encryption algorithm of the system
is fixed. These systems are not designed to renew the encryption algorithm of the system.
Therefore in these systems, it takes much time and money to change the encryption algorithm
of the system and all plaintexts have to be encrypted with the fixed encryption algorithm.
In this paper, we propose a renewable authentication and encryption system and the renewal
protocol. In the proposed system, an encryption algorithm can be used according to the value
of a plaintext. The system can renew the encryption algorithm of the system securely and
efficiently through computer networks in order to improve the security level of the system.
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Renewable authentication and encryption systems.

oo 4
gooood
oooooo gopooooo
E, (A) Ek,(Ka) Ex,(Kij)
gopooooo
oooooon Ka oooooo goooooo
0oooo —Ki
l ‘ 0oooooooo
Al —i f— Kij 0oooooo
gopooooo
gopooooo
M ooooooD E4, (M)
afalufalufalulula}ufsl
0oo00o00oon
02 QOO0oood

Fig. 2

gooobooooooooooobocooooooboo
gboboooboooooooocooooobooooboooboo
ooooboooooooobooooboooooooboo
goooooocoboooobbooobooooboboobo
gooooooooobooo10b100000000
gooooooooooooooooboboboboboooo
gooooooooooooboooooooobooon
goooboooboooooooobooobooboooa
gobooooooooboooooooboboon
gobooooouooboooooboooooboooo
gboooboooooooobooooocooboooooboo
gbobooboooobooobooobooouoboobooboboo
gobooooooooboooooooooooboooo
2.2 O0O0OOOOOOO
21000000000000000000O0DO
goooooboboOooboobDbOoO0oooo b 2@

Composition of the system.
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Fig.3 Renewal protocol 1.
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Fig.5 Self-deciphering secret communication.
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