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Security Protocol Verification System Based on SPIN

SHINYA TANAKA,t FUMIAKI SATOtt and TADANORI MIZUNO't

This paper describes the system which verifies security protocols using SPIN. Jgsang has
already considered verification of security protocols based on SPIN, and there is a problem
about the implementability in conclusion. We restrict the operation of a security protocol
within limits, and developed the system verifying the protocol. The feature of our system is
extension to PROMELA (SPROMELA) for describing security protocols, such as encryption
of a message, and decryption. And, we developed translater which converts SPROMELA to
PROMELA, and which automatically generates the attacker process and the monitor process
checking whether security conditions are broken. When we verify protocols, configuration and
execution of the simulator are unified to the environment of SPIN using GUI. In this envi-
ronment, we verified the Otway-Rees protocol that has wellknown security holes, and derived
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procedure of attack.
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01 SPROMELAODOO

Table 1

Syntax of SPROMELA.
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$message_define(M, flag, ...)
$session_define(. . .)

$security _check(. . .)

$set(m, M, ...)

$encrypt(m, K, ...)
$decrypt(m, K, ...)
$nonce(ml, m2, ...)
$send(A, B, N)

$receive(B, A, N)
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/SPROM ELA
Ooo0:  $encrypt(ml, Ka);
Oo00:  S$decrypt(m2, Ka);
oooo,

. $nonce(m3, Na0);
GEEE & )

~PROMELA
(mlk==0)->mlk=Kg

(m2.k ==Ka) ->m2.k =0;

m3.k == 0) -> (m3.v == Na0);
\( ) -> ( ) )

01 SPROMELAOOO PROMELAOOODODO
Fig.1 Mapping SPROMELA to PROMELA.

O0O0O0OO0OOOSPROMELAOOOOOOOOOO

PROMELAOOOO 10000

3.4 00O0OOOOO

SPROMELA O OSPROMELA O OO OOOO

SPTran0 000 PROMELAOOOOOOOOOO

ooobooooooooboooOoobOobcOoOooo

Ruby0OOOOOOOOOOOOOOOODOODOO

ooooo3oooon

(1) SPROMELAOO PROMELAODOOOOOO
OO0OOSPROMELAOOOOOOOOOOOO
goooooooooooooooo

(2) ODOOOODO3000O0OOOOOOODOO
b s3boooobooooboooooaon
goboobooooooooooooobooooon
nitD00000000000O000000A0
ooobooooooooooboooooooo
gbobooobooooooboobooboooooo
ooboooobooooooooboooobooo

(3) 0DOooOOOoOOOOODOOOODOOOOO
gooooooboobooooooobobooo

gooooooo
35 0O 0O O
SPROMELAOOOOODOOOOOOOOOOO
goboooooooboooooboboboooobooo
oobooobo 200000000000
e JOODODDOODODODDOOOOOOOODOOOO
goooooooooooooboboooobooo
o JOOOODOOOOOOOOODOOOOODONO
goooboooooooooooooobooooon
3.6 0 O0OO
goooobooboob stoboouoooboooooo
obooooooooooo
mtd 00000000000O000000000
goboobooooooooooooooooooo
OO0 SpPINOOOOOOOOOOOODOO
00000000 OS$security_check 0000000
goboooooooooooooooooboood
O0O0O0OO0O0OOPROMELAOOODO assert 0000
goboobooooboooocooooooboobooboboo
gboooodoooocooooobooooboooo
(1) ODOoOoOoOoOoOoOoDOOOOOOOOoOOO
obooooooooocboooooo
(2) ODOUOODOOOOUOODOOOODOOOOO
goooooooooboboooooo
goooooobob 2000000 10000
OdoOOOOODODODOOOOOO doOOOOO
goooboooooooooooooooooooa
ooooobooooboobooooboooobooogooa
gooooobooboooboobooooooooooo
goboooboobooooooooooooboOooooo
goboobooooooooooboooooobooooo
gobooooobooboobooooooooooooon
goboobooooooobooooooooobooooon
0000000000000 00O0C0O000 doOO
oobooooooooooobobooboobobooD



Vol. 42 No. 2

proctype Attacker()

{
FOOD0A BOOOOOOOOOO
byte state_AB,;

do

LFO00D0A-O000B OODOODOO*
(state_AB <= 0) -> state_ AB = 1;

FO0o0o0o0d

= goO,000,00
* gooo,ao
*/

SO0 DA-0O0O0B ODOODOO1H
(state_AB <= 1) -> state_AB = 2;

L /*Give Up!! */
(state_AB == 4) -> break;

od
}

02 00000000O0D

Fig.2 Structure of attaacker process.
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(0) A—B: Na AB {Na} ka {AB}Ka
() B—>S: Na AB {Na} ka {AB}Ka
Nb {Na}kb {AB} Kb
(2) S—B: Na {Kab}ka {Na}ka {Kab}kb {Nb}kb
(3) B—>A: Na {Kab}ka {Na}Ka
AB: 00O
S: ooo
NaNb: 000
Kakb: 000OO0DO0OOODO
Keb: 0OOOOOOO
AB: 000000000000D0C0O
{-}x: ..00KxDODOO

03 Otway-ReesOD 0000
Fig.3 Otway-Rees protocol.
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Fig.4 Relation between processes.
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Fig.5 Result of random simulation.
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(0 A —Cs : Na AB {Na0} ka {AB} Ka
0 C —A : Nc CA {Nc}kc {CA}kc
() A—+=Cs :Nc CA {Nc}kc {CA}kc
Nal {Nc}ka {CA}ka
(1" CA—S : Nc CA {Nc}kec {CA}kc
Na0 {Nc}ka {CA}kKa
(207 S—>Ca : Nc {Kca ke {Nc}kc {Kcalka {NaO}Ka
B Cs—A : Na0 {Kca} ka {Na0} ka

KaKc: 000,000000000000
Kca: oooooooo
CAAB:COA,A0BODOOODOODOODO
{.}kx: ..O00KxOOOO

A: goo
S: ooo
NaONcNal: O0O0O
Cx: Xoao
ooo

06 00O
Fig.6 Example of attack sequence.
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