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An Online Verification Watermark System with Zero Knowledge
Interactive Proof for the Graph Isomorphism

HiroTsucU KINOSHITAT and TERUNOBU KOBAYASHI*

We propose digital signature method for the image which there is not of it being recycled
information of digital watermark by a verifier. On conventional watermarking techniques,
secret information, which is utilized for authentication, is disclosed to the verifier. We divide
the watermarking system into two parts. One is the watermark generating method. Another
is the watermark embedding method. We use zero knowledge interactive proof for graph iso-
morphism as the generating method to realize above condition. Furthermore, a embedding
method in frequency domain suited for this method are applied. An online verification sys-
tem is applied in this system. Consequently the secret information is not disclosed during the
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authentication process.
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Fig. 1 Reuse of watermark.
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Fig. 2 Fraud of original image.
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Fig. 4 Algorithm of watermark generation.
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Fig. 5 Algorithm of verification.
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