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DNA Personal Information System for Secure Management
Using DNA-ID

YUKIO ITAKURA! and SHIGEO T'SuJIItt

DNA information, called a design for human body, has absolute personal ID functions and
is valuable personal security data for ultimate medical information view. DNA information
has much entropy and private data. Therefore, this causes social problems being worth of
reverence for human nature if the use of DNA information is wrong. This paper demonstrates
a method of secure management system that can treat cautiously for personal data to be
secure control, especially for personal DNA information based on protection of privacy such
as genetic field. In addition, the paper proposes for personal DNA information management
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system concretely.
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Fig.1 Structure of DNA information.
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Table 1 Attribute classification of DNA information.
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Fig.2 Characteristic of DNA information and ideal
information management systems.
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Table 2 Present laws for personal information security.
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Table 3 Ethical codes for analysis of genomes.
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Fig.3 Collaboration between DNA information and
cryptography technology for security.
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Fig.4 Relationship between STR loci combination counts
n and identification matching probability Pps.
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Fig.5 Acquisition and registration of DNA personal ID
information.
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Fig.6 Personal authentication by DNA information.
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Fig. 7 Concept of DNA personal information
management.
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Fig.8 Conceptual design of the DNA personal information management system.

gooo0o0ooooobooobooooooooooo 3
Oo0m

DNAOOOOO DBOODOOOOOOOOOOO
Oooooooo

000000000000 0ob000oooooboooo
gOoooooooboooooooboooooboooao
oOooa

Ogoo0doboooo0oooooooooboooooo
gOoob00oo0o0oo0oboobooooboooboooon

DNAOOODOOODOOOOOOOOoOOoooooa
00000000 DNAOOOOOOoOooooooo
OO00000O0O0O0oO0o0bbo0o0oO0o0oOooooo
ooooa

000000000 DNAOODOODODOOOOOD
00000000 DNAOOOOOoOoooooooo
godoooobooooooboobooboooooboao
oOooooo

4.3 DNAOOOOOOODOOOOODOO

080000 DNAOOUOOOOOOOODOOO
000000000 0ORADOO CAODDOOOOO
0000000000000 O000O0b0o0O0O0oo
OO0000000o00oO00o0oo0ooooooooooo
00000 DNAODDODOOODODOOODOOOooDOOo

04 DNAOOOOOOOOOOOOO
Table 4 Functions of DNA personal information

management system.
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Fig.9 Acquisition and registration of DNA medical
information.
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