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On the Design of Linear Transformation Layers
for SPN Structures

MASAYUKI KANDA, "t YOUICHI TAKASHIMA,tt
TsuToMU MATSUMOTO,tt KAZUMARO AOKIf® and KAZUO OHTA®=C

In this paper, we research on a design of linear transformation layers for SPN (Substitution-
Permutation-Network) structures. More precisely, we represent the linear transformation
layers as an m X m matrix P in the finite field GF(2), and propose an algorithm for con-
structing the efficient linear transformation layers which are invulnerable to differential and
linear cryptanalysis. In the case of m = 8, we give an example of designing an optimal linear
transformation layer whose branch number is 5 by using this proposed algorithm. The layer
is selected in terms of efficient implementation on the recent 32-bit CPUs in particular. Fur-
thermore, we show that a technique of implementing the linear layer efficiently depends on
computational circumstances, since the layer can be constructed with bitwise exclusive ORs.
Finally, the relationship between the upper bounds of the maximum differential and linear
characteristic probability and branch numbers of linear transformation layer is described.
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Fig.2 Example of linear transformation layer
represented as the matrix Pg.
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Fig.9 Feistel ciphers with S-P round function.
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