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Inplementation of CORBA Security Policy Management Tool

KATSUYUKI UMEZAWA,T TADASHI KAJI,# TAKAHIRO FUJISHIRO,!
KATsuHiKO KONDO,t SEIICHI SUSAKI,t SATORU TEZUKAT
and RYOICHI SASAKIt

The enterprise which constructs Intranet/Extranet system by using CORBA that is the
standard technology of distributed object increases rapidly. The decentralized object comes
to be able to cooperate by using CORBA between discovering each other on the network.
The security function is important for such a decentralized object, and they are provided for
as CORBA Security Service by OMG (Object Management Group). It is not easy to manage
various information (security policy) on the secure object invocation, the access control, and
the domain management, etc. In this paper, we propose the security policy management tool
to facilitate the management of a variety of security policies (such as user ID, password, user’s
groups and roles, right required when operation is called, hierarchical information of domain
etc.).
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Fig.1 Overview of Security Service System.

2. CORBA Security Service 1 00O

000000 0o0O0o0oO0oOoooooooooooon
000000 CORBA Security Service 000000
000000o0o0o0o0o0ooooooooooooog
ooo0oooOoOoooooooooogoooooo
O00000C00O000O000do CORBA Security
Service 0 O0O0OOOOOOOOOOODOODODO
000000 0ooooooooooooo

21 0000

0000 OCORBA Security ServiceD OO OO0
0000000000 Security ServiceD OO OO0
000000000000 0000000 100Se-
curity Service 0 00 000000000000 OOO

Security Service0 00 0000000000000
oooooOoO0ooooU0OoOoooooooogooo
00000000000 Security ServiceO 0000
O0000D000D000000 Security Service O
000000 O0O0O00O00000O Security Service O
O00000O000oooooooooooouoooo
O000ooooo0ooooOoooOoooooooog
o0oo0ooooo0oOooooooooooOoooon
OO0PACOODDODOOODODOOOOODOOOOODOD
0000000000000 00000O000dSecu-
rity Service 0 0000000000 0OOOOOO
o0oo0o0o0ooooooooooooogooog
gooooooooooooooooooooooo
000000 Security ServiceD OO OO OO OODO
O000o0ooooooooooooooooono
O 00 Security ServiceD 000D OOOOOOOO
00000000000 Security Serviced 0000
0000000 000ooooooooooooooon
0000oooooooooooooooooooo
0000000000000 0oooooooooog



Vol. 42 No. 8

O00o0ooooooooo0oooooooooog
2.2 JO0OO0O0OO
Security Service 0 00 00000O000000O
ooooooooOoOoOOoOoOoUOooooOOODOO
ooooO00oOoOooOooooooooOooooDoo
oood
2.2.1 OO00OO0OOOO
00000000 0ooo@oooooooooo
00000000 000ooooooooooooo
0000 @O00o0oo0o0o0oooooooooo
O0000oooooOoooooooooooooog
oooooooooOoOoOoooOoOoooOoooOoOoO
O0000O0oo0oo00oooooooooooooo
00000 D0O0OCORBA Security Service D OO OO
00 000 O Required RightsOO 00000000
000o00ooooOoUoUooooooooooo
e JODODODOOO
O0o0o00oooooooooopooooooo
oooo0oooooooo0oooooooog
ooooooo IpoooOoOoooOooobooon
Oooooooooo
e Required Rights
Required Rights 0 0000000000000
O000o0O0o0oooooOoooooooooo
000000000000 00O000ORightsOO
OMGO 0000 get(g)Uset(s)Dmanage(m)00
00 use(u)000000000D0O0O00O Rights
00000000000 RightsOOOOOODO
ooooo
e 000D ODODOOOOOO
o00o0oo00ooOoO0oo 1ooooooooo
oooooooooooooooooooooo
OOo0oooOooooooOoooooooooo
000000000000 0O0000D Rights
0000000000000 Rightsd Granted
Rights0 00O
2.2.2 0JO00O0OOO0OOOOO
oooooooooooOooOoooOO0 20000
0oooo00oooooooooooooooooboo
ooooO0o0ooooooOooooooooooooo
00 0000000000000 Effective Rights O
ooooo200000000000000D0CO0
CN=George 0 g,s 0 RightsOStaff 00000 gO
Rights0OOO0OODOOOO0OOO0O00O0O00OO Effective
RightsO gsO00000000O0OO Effective Rights
0 Required Rights 0 Rights Combinator O 0O O O

CORBAOODOODODOOOOOODODOOOOOOO 2079
t¥a)T BN FAA 7o —
Attribute  Value Attribute  Value Granted Rights

AccessId  CN=Ceorge p| AccessId  CN=Ceorge g5
Groun Btaff AccessId  CWN=Fred g.5.1m

\ Fole Admin g.8m
Group Staff g
Effective Rights /
Required Rights
gs @ 5 = gs
Interface Ope. Rights Corbinator
Interd g Al
Interd  Opel gs A1l
FOERRGE e InterA  Ope? gsm Ang
Interface Operation Ol Interd  Oped gam Al
Interd Opel T
Interd Ope2 T
Interd Ope3 E)

LSO Ope o]

02 000000

Fig.2 Access control.
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Domain Attribute G.Rights|Combinator
Company Group:Staff g -
Role:Admin g,s,m |-
Accounting |Role:AcctAdmin g8 Intersection
Accld:CN=Fred g,8,m Intersection
Payroll Group:Payroll m Union
Accld:CN=Boris g Union
Development | Role:Programmer g,s Intersection

e Group:Staff
e Role:AcctAdmin
e Name:George
Payroll 0 OO0 O ODOO George O Effective
Rights0 O OOOODOOOOO
(1) Payroll0 0O0D0O RightsOD OO O
(2) Accounting 00O O [Role:AcctAdmin] O
00 getO set (g,s) 0 RightsO OO O
(3) OD0OO0ODO UnionOOO0OOOOOgetO set (g,s)
O Effective Rights 0 0 0O
(4) 0000 RightsOd OO OCompanyd OO0
O [Group:Staff] 0 0000 get(g) O Intersec-
tionO0 O OOOOO
(5) 0000 Georgel PayrollD ODODOOOO
Effective Rights 0 O get (g) D00 O

3. JO0oooobOooooooogooon

00000000000 oOoooOoooooOoog
0o0ooooooooooOooooooooooo
0000000000 00000 CORBA Security
Service 0000000 OOOOODOOOOOOOO
oooooOoooOoooooOooOoOoooOooooo
ooooU0oooooooooooooooooOoo
0ooooOoOoO0o0ooOo0oooOooooooooDoOoon
0o0oooooo0ooOooooooooooooo
00o00oO0o0O0U00oo0oUoUUOoUooooooo
oo0o0o0oooOo0OoOoOoOooOoOoooooooo
000000O000o0oOO0oOoooOooooooOoOgl
oooooooooooooo

3.1 0000

040000000000000000Master Se-
curity Server 00 02 0000000000000
0000000000000 00 CORBA Security
Service 00 O0O0O0O00O0OO0OOOOOCOOOODDODO
0000000 Master Security Server D 0 0000
00000000000 00UUooooOoooooo
oooo

Aug. 2001

Security
Attributes
Required
Rights

Dormnain
Security
Policy

ORB

04 0000O0O0O0OOOOOOOOOCOOO
Fig.4 Position of Security Policy Management (SPM)
Tool.

02 00OO0oooo
Table 2 Package.

goooo|oo

goooobooooooo
gobboooo0oooo0oOoOobooOooo
gooooooo
gooooO0o0oooooobooOoooooo
oooooo
goooooooooooooooooon
gooo
goooooooo0oooooooD
ORBOOOOOOOOODOO

Tools
Frames

Images

Resource

Data
Adapter

0000000 Master Security Server 0 O OO
0o0o0oU0ooo0oooUo0oboOoUooooDoooo
0000o0ooooo0oo0oooooooooo
000000o0oO0o00oo0o0ooooOooooooo
O0oooooOooooOd CORBAODOUOODOOOODO
Master Security Server 0 00 0000000000
o0oo0o0O0oooooooooooooooooo
00000000000 Master Security Server O O
0000000000000 O00D0 Master Security
Server 0 00000 CORBA Security Service 00O
00000000000 0oU0UoOoooOoOooUo
000000000 0oDooooOoOoOO CORBADO
00000000000 00oooo0oo0oooooo
00000000 0CORBA Security Service 1 00O
ooo0oooooooooooooog

3.2 0OOoooO

O00ooO0o0oooOooooooOoOooOoOooOoo
oooooopoOoooOoooOoUOoOoOooooooOo
0oooooOoOoOoooopooooOooOoOoooDOoo
000000 Jawva0OOOOOOOOOOOOOO
0000000000000 20000000000



Vol. 42 No. 8

icy Administration — U e

CORBAODOOOODODOOODOODOOOODOO

Wiew Edit Filter Display Optian Help
0| &||@||€ %[€|T|m] |
User Aﬁributel Display Option
Eﬁlluos—egr?ng i UserlD Commaon Name | [ Authentication ...| Delegation Dao... | Delegatic
_ON:G.eorge George CMN=George password Accounting vl ;I
CN=Fred Fred Chl=Fred password Company [v]
[&5 User Security Property
User D [Georee Security Mame [CN=Gearee =

ecurity Property

2081

User Data Aﬂributel Unitary Logi
Authentization User ID [Georee Security Name
i Pasgword ¢ SecurelD ¢ UserData AﬂribmelUnitar\;Loginl
Authentication Data memmmmm Attribute List
Authentication Data III— Family.Definer Type Yalue
Privilege:[Oh G) Graupld Staff
; - Privilege:]OMG]  |Rale AcctAdmin Edit |
Domain Iﬂccountlng
Delete |
Lockaut [
Sel
ol
) Apply | Cance
Apply Cancel | Prey | Mext |

05 00000

Fig.5 User screen.

0000 DataODODOOODOODOODOODOOOOODO
0000000000000 00000Adapter00
000000 oRBOOODOODOOOOODOODODO
3.3 0JOO0O0Ooo
goodobodoooobooobooobobboobooo
000000000 Master Security Server 0 0 OO
gooob0ooD0o0obO0oOoboOooobooobobooo
OoooooOOooooooono

(1) 0D0DO0OO0D0O0O0OO0DO0DOO0D0O00OO0D OMaster
Security Server 1 00 00 00O

(2) 00OD0ODODODOODOOOODODOOOOOIDOOO
gooooooooooooooooooon
oono

(3) 0000 Master Security Server 10 00 00O
000 Apply0 00000000

(4) ODOOOOOOOOUOOOOOOOOUOO
goooooooo

(5) Adapter 0 00O O Master Security Server [

oo0oooobooooboboOobooO0n0n0 Master
Security Server 0 00 000 O00O0O00DOO

oopooOoooooooood
Master Security Server 10 00000000
gooobooooo

3.4 0JO0OOOOO

goboboooboobbooobooboobobooon
000000000 0CORBA Security Service 0 O
goodooooooooboobboo22100000
Joo0o0oooooboboooobooooobooon
Required RightsD 00000000000 0ODOOO
00000 30000000 30o00o00oooa
Jodod0oooboooooboobooboobo
gooodboooboobooboobobboo
J0000D0O00DODODDRequired RightsOD OO
gobobooobooobbooobooboobobobooo
gooboooobooboboobooooooobo
godooooboobooboboobooboobo
goo0oooobbboOOoobboboooboooo

3.4.1 O0O0OOO

0000000000 s0000000DO0O0O0O
0odd00bO0o0ObOoO0oOoo0oooobooooooo

(6)



2082 goooooooo

Wiew Edit Help

Aug. 2001

D[] (=@ e]% €|T|m]|

Interface Mame |Operation Mame|  Combinator

OMG:COREA

SechllRights g

SechillRights o=

SechnyFights g,zm

Interfaces

%?Alllnterraces Al Inter s
El(? Int_erPu Inter & Opel
?f Opet Inter & Ope2
Inter & Oped

InterB

| InterB

Inter B Interface Name

Operation Hame

SechllRights 0.sm

: Required Rights

I Inter &y

I Opel

~Rights List

# Rights Catalog
B4 OMG

4 Required Rights
ElJ MG
[ CORBA

add == |

Remove

Rights Combinator: C Any * All

Priev,

Hext 0K Cancel Apply

0 6 Required Rights 00O
Fig.6 Required Rights screen.

000000o0ooooooooooooooooodg
00000o0o0o0o0ooooOooooooooooon
00000 CORBA Security ServiceD D OO0 OO
00000000do0oo0oo0oooooooooo
IDO 200000 IDO 400000 5000000
ooodOooooOooooOooooouoopooooo
o0oooOO00oopoooDOooooooooOoooso
OO0 GeorgeODOOOOOOOOOOOOOODOO
O O0Georged GroupO StaffO0 ORoled AcctAdmin
oooooooooooOooooooooooooo
ooo

3.4.2 Required Rights 00O

Required Rights 0000000 60000000
000000000000 ooooooooooog
00000000000000000000 Rights
J0000O00ODOD0ODOO0OO00 Required Rights O
gooooUoooOooooUoOoooogooooo
000000000000 RightsDOOOQOQOOQd
000000000000 RightsDOOOOOOOO
000000000000 RightsDOOQOQOOooo
000600000000 InterADOOOOOOO
Opel O Required Rights 000 0000O000O0O0O
OO0OOInterAO Opel 00000000 O “
O000O Rights0 00000000000 OOOO

ooooood

3.4.3 D OOOOO

00000000000 70000CORBA Se-
curity Service 0 000000 ODOOOOOOOOOO
0000 0oo0o0o0oDoooooooonooooooon
goooooooOoooooooodoouooodg
ooooU0OoOoOooooooOoOoooooogooo
O00000o0o0oo0ooooooooooooooo
0000OoU0ooUooOooooooooooooog
O Rights0OOOOOOOOODDOOUOOOOOODO
0000000000000 Required RightsO OO
O0000o0o0oo0oooooooooooooooo
O000O0Rights00000O00OOO0O0OO0ODOOOOO
00o0o0ooo70000000000O0OOO 300
00000000000 ooooooooooooo
Payroll0 OO0 O0O0OOODOOOOODOOOCOODOO
0000000 000D Roled supervisorO OO “s”
O Rights0OOODOOOODOOOOOOODOO

3.44 0O0OO0OO

O000 Security ServiceD OO OOOOOOOO
000ooooo0ooooooooooooooog
O0o0o0ooo0oo0ooooooooooooon
0000000000ooooooooooooog
0000o0o000oo0ooooooooooooog



Vol. 42 No. 8

CORBAODOOOODODOOODOODOOOODOO

[ Security Policy Administration - Damain Wiew

view  Edit

Window

Help

D|D”| éé||i§.| Q|?;|¢. T|M|

€ Domain

=

----- [3 Delegation Polic
----- [F Audit Palicy
=€ Aocounting

Company £ Do

main:Admin - Access Policy

----- [B access Paliey Edit

-[B Access Polic
Delegation P
Audit Policy
Payrall

[By Access P
[® Delegatid

E| Access D
=L CN=Barry Horowitz 0=0

[ Access Palicy
B W Privirege [OMG]
=l

El Role

=-[Y supervisar

El-+— Initiator
-8 CORBA [OMG]:5

El-+— Initiator

Combinatar

- Atribute

Farnily: Privirege
Definer: OMG
Type: Role
Yalue: supervisar

uthenticati...

2083

=& Development

E| Group 1D
[B Access Polic : P

=LY id

@ CORBA [OMG]:0| Dalegate State

-+ Delegate

Initiator

~ Granted Rights

Family: CORBA
Definer: OMG

g Mis [Tm [u

Al |
[

Delete | Apply

07 0Oooooo
Fig.7 Domain screen.

Wiew Test Help

D)= #|=@ g/%|e|T M|
=
o All Users ‘ﬁ?AII Intetfaces ‘, Domain
El-2 O=omg.org - G Account El-& Company
: CH=George s esthalance £l Accounting

E-& Payrall
=& Development

CiN=Barry Harc 9: zethalance

beates can't access to setbalance
» operation at Company domain.

4] |

Fequired Fights: gz
Combinator: SechlIRights
Granted Rights: g

08 O0OUooO
Fig.8 Test screen.

oooooooooooooooDooOooooooo
00 8000D00D0OO0ODODORequired Rights 00O
gpooooobo30b0ob00o0ooooboobUuoo
oooooooOoUoOoDoUOOoOoOoOoUDUooooooo
00oo0ooOoOoCoOoDOoOoUOUOoUOOoooDOoUOo
000000000 00oooOoDoOoooooooo
O00ooO0oO0oOooooooOooOOooOooooooog
0000000 80 Georgel Companyd OOODO
Account 00 000000 setbalance 00O 00O

gbooooboooboOooooooobooooboooon
4. O g

4.1 00 0O O
goooobobobobobooooboooouoooboobob
goobbboobboooobboooobobbo
gooodboooooboooboboobobooo
godbooboobooobbobooobbbooobooo
00000000 O0D0O0OOCORBA Security Service
godoooooooobooooooooooooo
gooooboooboooboOoobooboooog
0do0ooor0bOoO000O0oOobOOoOooooooOoono
gooo30oao
000o00oO0obOoooooooo0oOoooooo
gobbboooooobooobboboboboooo
5000000000MmM300b0bD0bOO0ODOD M
1000000000t oobooooooo
go0oooooboooboobooooooboboooo
gooooobooooooosooboooooooom
10000000000 000000 b0Ooooooo
030000000000b000b0obooooo
goooooooooOoo0boOoooooooooo
00oo000ooobooooobobobooboonoo



2084 gooooboooo Aug. 2001
038 0O0oo 04 0O0ODO

Table 3 Function evaluation. Table 4 Performance evaluation.
oooooo ooo ooo oooooo oo
gooooooooooog 4.4 4.0 00000000000 AccessIDOOOOOODOO|20 100
0oooooooooooooo 4.9 4.4 Oooooo0ooooooooo 3000000000010 4500
oooooooo 4.9 4.0 goooooooo
oooooo 5.0 4.6 o000000000010000000000000O|10 070
00 RightsO OO 4.7 4.1 0000000 Required Rights 0000000005500
00000ooooO RightsOOO 4.6 4.3 O
0000000000 RightsOOO | 4.6 4.3 0000012100000 0000000 Access Pol-[570
Required Rights 0 00O 4.7 4.4 icy0OOOODODDOOODO
gooooooooo 4.9 4.6 0000012100000 0000000 Audit Pol-{370
goooooo 4.7 4.3 icyDO0ODOOOoOooooo
gooooooo 4.7 4.3 0000012100000 0000000 Delegation|37 0
ooooooooooo 4.6 4.0 PolicyDOOD OODOOOOOO
oooOoooooooo 4.7 4.3 oo0o00o0ooooooon
ogoogoo 4.7 4.1
gooo 4.6 4.4

Oooo s000000 300000000 100000000
Ooo0O 0000000 3000 10000000

goododooooboboobooooouooboobo
00000oooooooooooooono CORBA
Security Service 0 0000000000000 Re-
quired RightsOO O0O0OD0OO0ODOO0O 3000000
goobooooooobobobooboobooo
JoooooobOobO0ooooobooobobooono

ooboooooooooooooooooooooo

jodoooooOoooooooooooooooo
oooooooooooooog
ooDo0o0o0oO0oo0ooO00oooOoooDoooon
0000000000000 O00OCORBA Security
Service 000000000000 OODOO Required
RightsOO 0000 O0OOO0OOOODODOOODOOO
0000o0ooooooooooooooooooo
o0oo0oooUuooopoUoooooooooooo
000000000 O0oOooooooooooooon
4.2 00O OO
000000000000o0ooooooooo oo
000000000000 0oooooooooooo
000000000 1000000000ooooag
o0oooopoUooOoU0O0OooUodooooooooo
ooooooogoo
ooo0oooooooooooooooooooo
ooooooooooOooOoooOouoooooooo

000000 40 CPUO Intel PentiumlII 450 MHzO

o00026MBOOOOCOOOOOOODOOO
000000 Required Rights 000000000

00000000000 oO0oOoUooooOooooo

000U00o0o0oooOo00oooooobouoD4000

gboobooboooooooooooooooboon
goobooboooooobooobooboobooooDo
goooobooooooooboooooooooo
gbooooooooobooboooooboooaoa
goboooobooobooooobooooboooon
gooboooooooooooboooooooobooo
gooooboooooobobobooooooooooboo
gboooocobobobocooooobooobooooo
goboooooooobooooboobbooooooon

5. o oono

000 IbO00000O00o00ooooooooog
0000000000000000O0D0O0ODOO0O /0
00000000000000000000 Required
RightstDOOOO0OOOOOOOOOOOOOO0O0O
0000ooooooooooooooooooooo
goooo0ooooooooooooooooooo
00oooooo0ooooooooooooooo
ooooooO0o0ooO0OooOoOooOooOooooooo
0oooO0ooU0Ooooooooooooooooo
00000000000 o00O000D0oooooooo
0000000000000 ooOoUooooooo
00000000000 o0oooooooooooo
oooooooooooed

00 O0OO00O0O00O0OooOo0ooOoOoooOooodg
Oo000oo0ooooooooooooooooo
gooooOoooooooOooooooooOoooo
o0oooooOoooO0ooOoOooooooooooo
0000000000000 O0CORBA Security Ser-

Y 000000000 0000000000000000000
oo00oo0ooo0oo0o0o000000O0000000000a0
gooooooOoOoooooo



Vol. 42 No. 8

viceOOOOOOOOOOOOOOOOOOOOOO
Hitachi Computer Products (America), Inc. 0 Bret
Hartman 000000000

g o o 0O

1) Blakley, B.. CORBA Security An Introduc-
tion to Safe Computiong with Objects, Addison-
Wesley (1999).

2) Mowbray, T.J. and Ruh, W.A.:. Inside
CORBA Distributed Object Standards and Ap-
plications, Addison-Wesley (1997).

3) Orfali, R. and Harkey, D.: Client/Server Pro-
grammang with Java and CORBA, John Wiley
& Sons (1997). OO0 O0OOO0OODOODOOOO

00 mMJava & CORBA C/SOOO0OO0OOOO
0 BP O (1997).

4) 0000000000000 0OO0O0O0OCORBA
OJavaD0OO0O0ODODOODOOODODOOOOO
oooooo (1997).

5) Common Object Request Broker Architecture
(CORBA) Specification 2.4, OMG (2000).

6) CORBA Security Service, Version 1.5 Specifi-
cation, OMG (2000).

7) DoU00000o0ooOoooooooooooo
0oooo (1990).

oooooooood
— CORBA O O Object Management Group O O
000000oooooooooooooooo
— Intel0 00 Pentium O 00 O Intel Corporation
oooooooo
— JavaO 00O Sun Microsystems, Inc. 0 00000
(0D 120120 11000)
(00130 6 019000)

o0 ooodoooo

199 000000000000
gboobOooooooboooboooo
obcooooooooooooon
gooooocoooooooooo
goooobooooboooooooo
oboooooooooooboooooo

CORBAODOOOODODOOODOODOOOODOO 2085

0 oo

199 000000000000
gooooooooooooooon
bbb ooboooooodn
ooooobooooobooooo
gobobooouobobooooboooo

ooooooo

oo oo

1993 000000000000
goooooooooooooon
gooooooooooobooooo
‘ oobobooooooooooooo

: gooboooooooooooon
goooboooooooooobooooooooboo
goobooooooobooobooooooooan
gboodoodooooooboooooooooooooo

oo oo

1986 000000000000
goooooobooooooooa
obobOmooooooooo
booocoooooooooooon
ooboooooooOob0O0o001998
os000000000000C0000O0O0C0O000
gbooooooooooooobooobooboo
gooooooooo

o0 ooooooon

1991 000000000000
gooooooooboooooo
ooooooooooooboooD
goooooooooooooan
gooooooooooooood

a®n

goboboocoooooobeenoooooon 52
gooooooobooboi12000000000000



2086 goooooooo Aug. 2001

oo gooooo

1984 000000000000
gobooooooooobooooo
i gboooooooooooooon
’ oooooooocooooooon
A oooooooooooooooo
goooboooooobooboonoooooooooo
0000000000000 O0oOOOLANOOOO
goooooboooooooooooooobooboDbOono
goooooobooooboooooboooon

gooooooooo

19710 30000000000 4
gooooooooooooooon
gooooooooooooooo
gboooboooobooooooooo
gooooooooooobooo
OO0O0oDoO0Ooo0O0O0ONETMOOOOODOOO0O0O
gooooobooobooooooboobo 400000
gooooobobooboooooboooobooooobo
goooooooooob 2010400000000
gobooooobooDoboOobooooboom9s3snnon
obooooooomsooooooooooooooon
oobooooooooboOooobo ooooooomo
goooooboolsemooobooooooooooo
oomooobooomyymooooouoooooo
oooOooomobOOoOoboo0O00b2000000IEEED
goooooooooooboooooooooooboo
gooooobooooooooboooooo




