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Proposal of a Privacy Enhanced Access Control Mechanism

KENTARO UMESAWA,t TAKAMICHI SAITO' and HIROSHI G. OKUNOft

The right of controlling the exposure of personal information is adopted as the definition of
the right of privacy in this paper. The privacy-enhanced access control mechanism is attained
by the machanism of controlling the exposure of personal information at a server. This mecha-
nism is difficult to realize by the Public Key Infrastructure (PKI) becuase it associates a public
key and authority tightly through an identifier, and thus it knows the personal information
associated to the identifier. Instead of using PKI’s certificates, Authorization Certificates of
SPKI (Simple Public Key Infrastructure) are used. By requesting an authorization certificate
of least necessary information on demand to a personal information certificate issuing server,
a user can control to what extent of personal information is exposed. The proposed system is
implemented by Java and applied to a system of complimentary tickes for stockholders. This
application shows the effectiveness of the proposed privacy-enhanced mechanism.
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