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On Authentication Protocols Using Public-key Cryptography

TAKAMICHI SAITO,T MASAMI HAGIvATt and FuMio M1zOGUCHIt

In this paper, we discuss authentication protocols using public-key cryptography. When
initiator and responder communicate securely, they authenticate each other and exchange a
session key. There are lots of authentication protocols for this purpose. However, some proto-
cols may have critical flaw. Therefore, in this paper, we provide requirements and framework
for secure authentication protocol, and design some protocols derived from the framework.
Finally, we check some popular protocols by the requirements.
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