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A Copy Protection of Image Data by Dynamic Decryption

MASAKATSU NISHIGAKI, ! TAKUYA KOZAWA,"2 MASAKAZU SOGAT3
and AKIO TAKUBOf4

In the conventional computer system, data encryption can not protect image data from
illegal copying. Encrypted images are decoded by the CPU and stored in the VRAM before
being displayed. As a result of this, the information is vulnerable while it is in the VRAM.
This paper proposes to decode encrypted image data by using a dedicated hardware module
placed between the VRAM and RAMDAC. In so doing, the data remains encrypted in the
VRAM and is protected against illegal copying.
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Fig.1 Flow of data processing to display images.

gooooooooooooboooobbooboDbbo
gooooooooooboooooooboboooboon
goboobobobooooobooooooobooboaon
gbobooooooooboooooboooboonoonoad
gooooooobboboooobodooooooooo
gboooooooooboobooooobooOoboboooo
goboooooooooboooooooo

2, JOogoOooooboooobobooboo

00000000 0ooOo VRAMOOOOODOODOO
goooobooooooobobboobooooobooo
goooOoooOooooooobooooobooooon
o0 cpUO0OOODOOODOOOOOOOOOOOO
0000000000000 10000 WM VRAM
gooobobooolooboboooooooboobooboooo
OOVRAMOOOOOOO RAMDACOOOOODO 1
0000 @MO0D00D0000000000000
gooboooobobooooo

gbobooooooooooooooooooobooo
gooooooooboooboobobooOo0oboooobobD
oOoooooooooOo cpyOOOOOOODO1O
000 OQMVRAMOODODODODDOOOOOO
gbobooooooooooobooboooooooon
gboobooooboooobooooboooooooa
ooooog

0000000000000 o0ooO0 RAMDAC
0010000 @O0O00D0O0000000000
0000oooooo0Oo VRAMOOOOOOOO
goooooooooboboooboboooboooooon
goooooooooOooDog VRAMODOOOOO
gbooobooooooooobboooooooo

02 40000000000000
Fig.2 Encryption by four pixels of image data.
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Fig.3 Image data with a flag for copyright detection.
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Fig.4 Pipelined decryption module.
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Fig.9 System diagram for dynamic decryption.
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