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A Consideration on Software Security Based on MCMP

TOSHINARI SUEMATSU' and HIDEKI IMATt

In the current computer/network environment, it is very difficult to defend software (pro-
grams and digital data, etc.) against infringement or illegal copy for the protection of devel-
oper’s copyrights. The Multipurpose Crypto Microprocessor (MCMP) is an effective solution
for this problem. The MCMP is a microprocessor which contains encryption/decryption units
in it. Therefore it can execute software securely. However, too many computer systems are
already spreaded in the world, and so it is very difficult to replace all CPU with MCMP.
In this paper, we explain the background of the necessity of MCMP then we consider the
software protection system which uses an MCMP expansion unit as a measure to introduce a
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MCMP to the market.
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Table 1 Comparison of outside attack and inside attack.
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Fig.1 A structure of MCMP.
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Fig.2 Data flow.
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Fig.3 A system using MCMP expansion unit.
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