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Meaning Preserving Information Hiding—Japanese Text Case
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TAKESHI KASHIWAGI, ™ SHUJI KAWAGUCHI, ™ KYOKO MAKINOT4
and ICHIRO MURASE™

Information hiding methods become paid growing attention these days. Many systems of
information hiding have been proposed as one of the technique resolving copyright problems
in digital contents. In fact, almost all of existing information hiding methods are intended
for images and sounds. Methods of hiding information into text proposed so far, however,
processed texts as, essentially, an image. In this paper, we propose an information hiding
method for text which uses text as not paper images but sequences of characters. That means
that linguistic expressions are altered to hide hidden information while the meaning of the
text is preserved. Our target text is written in Japanese in the field of software manual and
document for user agreement of the software. Actually, this method hides information into
text by paraphrasing with a dictionary which consists of pairs of expressions having the same
meaning. In this paper, we report what kinds of linguistic component are suitable for hiding
by paraphrasing, how to express paraphrasing rules, paraphrasing rules we propose, and the
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system we developed.
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Fig.1 Generation of stego data.
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Fig.2 Alteration of stego data and extraction of

management information.
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Fig.5 The outline of our system.
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Fig.6 Paraphrasing of sentence by dictionary.
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Table 2 Result of comparative experiments.
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Table 4 Result of review experiments (1).

Sep. 2001

010 p20p30p40 050 060
MS1-t 50| 48| 26 5/12,3 /3(19.2%, 11.5%
MSi-—cl | 17| 17| 10 4/14,0/0 40.0%, 0%
MS2-t | 310| 304 | 151(83 / 98, 14 / 20| 55.0%, 8.6%
MS2-cl | 37| 32| 17| 6 /12,6 /31|35.3%, 35.3%
LS1-t 76| 74| 39| 8 /10,11 / 14|20.5%, 28.2%
LS1-cl | 52| 48| 26 1/3,2/5| 38%,7.7%
LS2-t | 154| 153| 67| 9 / 12, 28 / 34|13.4%, 41.8%
LS2-cl | 39| 32| 14 2/2,4/9(14.3%, 44.4%
MM1-cl| 147| 144| 71| 48 /52,2 /6| 67.6%, 2.8%
MM2-cl| 154| 152| 79| 2 /3,35 /64| 2.5%, 44.3%
ML1-cl | 318 312| 164| 91 / 118,4 / 7| 55.5%, 2.4%
ML2-cl | 229 224| 117| 2 / 2,27 / 153|20.5%, 28.2%
MM1-c2| 75| 73| 28| 18 /19,0/0 64.3%, 0%
MM2-c2| 79| 72| 33| 0/0,13/51 0%, 39.4%
ooo 25.4%
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Table 5 Result of review experiments (2).

ooo ooo oooo

ooooo

ooooo
ooooo

oooo

MS1-t
MS1-cl
MS2-t
MS2-cl
LS1-t
LS1-cl
LS2-t
LS2—cl1
MM1-cl
MM2-c1
ML1-cl
ML2-cl
MM1-c2

58.3%, 0.0%
71.4%, 0.0%
15.3%, 30.0%
50.0%, 80.6%
20.0%, 21.4%
66.7%, 60.0%
25.0%, 17.6%
0.0%, 55.6%
7.7%, 66.7%
33.3%, 45.3%
22.9%, 42.9%
0.0%, 82.4%
5.3%, 0.0%
MM2-c2 | 0.0%, 74.5%
ooog 43.4% .
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Table 6 Problem indication ratio of every permutation

type.
goooooo (booo|poooOoobooOoooipobooo

oooooo 1272 305 24.0%
gooooooo 264 105 39.7%
oooooooo 152 17 11.2%
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