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Intelligent TCP Analyzer
Estimating Behaviors of Communication Systems

ToMOHIKO OGISHI,t AKIRA IDOUE' and TOSHIHIKO KATOt

Recently, as Internet growing up, the communications according to TCP/IP protocols are
widely used, however, there might be a chance the reduction of throughput occur due to the
network congestion. In order to inspect the causes of the reduction, we developed “Intelligent
TCP Analyzer” which analyzes the detail of communication by estimating the behaviors of
TCP protocol module of the communication system which causes problem. In this paper,
we describe the requirements, the detailed design and the implementation of Intelligent TCP
Analyzer, and also examples of the analyses of TCP behaviors as a result of an actual usage.

gooOoooooooooOoooooo TepOOO
goooooooooobooboooboooooo
gobooooobooooooooboooooogn
gobodooooooobooobooboooboooodad

1. 0oo0ao

o00o0ooooooooooOoo TCP/IPO OO
OoY000000000000000000000

ooooOoooooUoUooooooOoooooooo
goooooUooooooooooTep/ipoOOnO
oooooooococowwwoooooooooo
ddooooooOooooobooooogooo Tep
0 Transmission Control ProtocolOO0 O OOOOO0O
0000000000000 000o0ooooogg
00000000000 o0oooooooooooo
0000000000000 000O0O0?00000
oo0oo0ooooOooooooooooooo

O000000oO0ooO0o0oO0o0ooOoOoOoooD ACK

ooobooooobooboooboooboboooooooo
ooooooooboobooooooooooooooon
gooooooooooboooooboooooooo
goooocoboobooboooobooboobooon
OO0oooooooocooooOoOogooooTerPO
gbooobooooooooobooooobobbo
goboboooooooooooboobooobooo
gobooodobooooooooooooooood

o0000 TCPOOOOODOOOOOOOOOO
00000000000 00000000O0®000
oboocboooocoooooboooooooooo

gobodooboooooooooooooboooooo
O00o0ooooooooooooooo TecpoOoO
gboooooooooobooooOoboooooobooo

goooooobooobooboooobooooboooobo
gbooobooooooooooobooboooonoooon

+ KDDIOOO
KDDI R&D Laboratories

2836

oobooobooooooooooooobobooobo
gooooooooooooboobooooooooo
obooooooooooooooooooooooo
OooooO TCcpOOOOOOOOOOoOOOOOO
gboooooooobooboooboboooooobooo



Vol. 42 No. 12

0000000000 000000000O00O0oOo
000000000 000000000000000
000000000000000000000000
0oooooon
0o0oO0oooTCPOOOOOOODOOODOOO
0000000000000 00000000000
0000000000000 00000000000
0000000000000 00000000000
0000000000000 0000000000
000000000000000000000000
00000 TCPOOOOODODOODOOOODOO
00000000000000000D0000000
ACKODODODODOOOOODOOODOOO0DOO0O0O0O
00000000000 0000000000 GUI
0000000000000 TCPOOOOOOOO
oo0”00000000000n0DoNonoon
000000000000 GUIDOOOO TCPODO
000D000000000000000000000
00000000000 0000000000000
0000000000000 D00D000000000
0000000000 D0O0000000D000000
00000000 0oO0OoO TCPOOOOOOOOO
000000000 000000000000000
0oO0D0O0OTCPOOODODOOOODOOOOOOO
0D0oO00ooOonDo
TCPOOODOODDODODOOOOOOOODOO
00000000?000000 teptrace®d TC-
PAnaly®00000000000000000OO
TCPOOOOOODODO OO Oteptrace d Otcpdump
000000000000000000000000
0000000000000 00D000000000
000000000 TCPOOODODOOOOOO RTT
000D0000D00000000000 teptrace O
TCPOODOODODOODOOOOODOOOOOO
000000000000000000000000
0o0o0O0OD00O0 TCPOOODOOODODOOODO
00000000000000 TCPAnalyd OTCP
000D00000D000000D000000000
000000000000 ACKOOOOOO0DO0O
00000000000 000000 TCPOODOO
0000000000000 0000000000
0000000000 DO0OD0O000 TCPOOOOO
OO0TCPOODOOOODODODOOOOOOODOD
000000000000000000000000
000000000000000000000000
0000000000000000 ACKOODOOO

ooooooooooOooooOooooooooon TCcpOOOOO 2837

booboooodooooooooboooooooooo
OOO0TCPAnalyD OO OOTCPOOOOOOODO
gbooboooooooboooooooooooooo
goooboooooobooooboooooooooboo
gobooooooooooooooboooobooooo
oo GuioDoooooooooooooooooo
goboobooooooooooboobooboobooo
gboboobodoooooooooboooooooooo
gooooooood

o0o0oooooooooooooooogoog Tep
goboooooooooooocoooooooooon
goobobooooobooooobooboooboooboo
goooooboooooobooooboobooboooo
Ooo0TCcpODOODOOOOOOOOOOOOOOO
gobooooooooooooobooooboooooo
oooooood2000000000000 TCP
gobooooooooooooooooobooo3o
gooooooodooooooooooooooaod
ob40000000000000000O000C00
goooooooboosboooooooboenboOO
googo

2. 000bOO0oO0oDbOoon

21 0000
00000000 TeceOoOOOOOOODOOOO
gooooboooooooooooo
goooobooooooboboooobooobooooooo
ooooooooOo TecpOOOOOOOOOOOO
goboooooooooooboooooooo
00000oo0ooooooooooo TCpOOO
goboooobooobooooooooooooboooo
0000000 ACKOOoooooooooooo
gbobooboooooooboooooooboboobo
goooboboooboooooooooooooooboo
gobooooooooboooboboooboooooboooo
goooobobooooobobobooooooooboo
oOooooooooogo TeceoOoOooOoOOOO
goboooooooooooooobooooaooon
gboobooodoooooooobooooboooooo
ooo0o0o GUIODOOOO0OOoOoOooooooooo
gooooooooooooooooon
TCPOOOOODOOOODODOOOOOOOODOO
obooooooooooooooooboooooon
e DOOOOODOOOTCPOOODOODOOOO
gboooobooooooobobooooooooo
ooo



2838 goooooooo

e TCPOO TahoeO Reno'®0000O0OOODO
0000000000000 O000000O000
0000000000000000000000
000000000000 00000D00

e JODDDTCPOOOODOODDOODDOO
00D00000000000000000000
0000000000000000000000
0000000000000000000000
oooooDo

e 100DDDNDDOODODODOOOOOOOO
0000000000 000000000000
0000DO00000000000O0OoOonoog
00000000000000000

0D000000000D000000000000

000000100 00000 /00 Ethernet 00O

15500000 /00 ATMOOOOO0O000000

000000000000000000

2.2 D000

0000000000000 D0000000000

0O TCPOOOODOODOOOODOOOD

(1) 000000000 100000000000

00000000 0000000000000000

(A)(B)DOOO (A) (C)DO0 TCPOOODOOO

000000000000 o0O0n TCPOOOOD

oo0OoO0oooooon

(2) 000000ODOOOOOOOOOOOOO0

0000000000155000000000000

000000000000 000000000000

000000000000 000000000000

000000000000 00000 TCPOOOO

0D00000000000D00000000000

0000000000000 0000O00D0O0000

ooo

(3) DUOODOOOOOTCPOOOOOOOOD

000000000000000000000000

0OTCPOOOOODODDODODOODOOOOOOD

000000000000000000000000

00000

e I00DDOODI0ODOODODODOOO
00000000000 0000 TCPOOOO
0000000000000 000000000
00000000000 000000D00000
00000000000 00000000000
0000000000D000000000000
0000000000000 000000000
000000000000 0000000000

Dec. 2001

AT Y T b

TCPT F 7 A4 %

WEY AT A
(8)

v

-

01 00000000
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Fig.2 Software structure.

ooooooooooOooooOooooooooon TCcpOOOOO 2839

000 TCPOOODDODOOODOOO TCPOOOO
Ojoooopooooooooooog Guiocog
O00000000o0ooooooooooooooo
3.2 OOOOOOO
00o000o00oOoOoooooooooooon
0000000000 ooooooooogoooo
0000000000 oo0oOooOoooooooog
oooooooOoOooOoOoOoooooooooooo
goooooooOoUOOooUUOUOoUooDoooOod
gooooopoooOooO0OooooooooDOoOooo
OO00O0CO0OO EthernetOODO EthernetDO OO
00ooooUoooooooooooooooo Ip
gooOogo TceOO0bOOOODOO0OOOODOOO
000000000 o0ooOooooooooooag
goooooTcpOobOOUODODOOODODODO
o0oooOoooooTCPpODOODODOOOOODO
000000oooooooooooooIiPOOO
O TcpOoOdOoooOoOoOoUOOoOooOoUOOoOooooo
ooooooooo
goolpOo00oooOoOoOoUOOooDoOooOoOlO
O TCPOOODOOO 2000000000DDOOO
o0dooooooooooooooooooooo
OO0000o0oooooOoIpPO0OOO0OOOOOOO
00000 0oooooooooooOooooooOoo
goooTCcpOO0ODOODOODOODODOODOO
000000o0ooooooooooooooooa
00000000ooooooooooooooooo
go0s000000000D00DOO
goooOoooooOoOoooooooooogoo
o00oooooooooooooo

e TCPUUOUDOODOUODDOOUOODOIOODOTCP

goooooouoooooooo

e D IPOODODOOIPOODOO

o TCPOOOODOODODO TCPOOOODDOUODDOO
e TCPOOUOOOOO

e [POODDOOODDOOOOO TCPOODOODO

0oooooooo

3.3 JOoOoooOooooooo
oooooooUoooDpOooUOOoooooooo
0000o0oooUoooooouoooooooooo
J00oooooooooooooooooooooo
0od0o0ooooooooooOoOoooooonooo
O00000oooo0o0ooooooooooooon
goooOoooooooboOoOooooooTepd
0oooOoooooOoOoooooooTCcPOOOO
000000oo0o0o0ooooooooooooog



2840 goooooooo

o]

LA\ «

=B TDON YT 7

L T A TA U JIRGE
kI AE
7

=HRIEAE

IWNTD7L—n| 4 |

[ RS S g B B e
=B TDR
77 ) v TIRE

v

W T K A BIBE Y AT A )
O : A=y M An oA ‘/Z U Y=y NPT ST A Y
R Y

03 0Oo0oo0ooooooooobo
Fig.3 Estimation of event sequence.
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#f*1: open in CLOSED

output: SFV, next state: SYN_SENT;

variable update:
iss=sequence number (SEQ) in S¥V snd_una=iss;
snd_nxt=iss+1; snd_wnd=window size (WND) in S¥¥;
mss=maximum segment size (MSS) in SKN;

JEBA*2: SV in CLOSED
1) output: SYNACK with acknowledgment number (ACKNUM)= SEQ in S¥M1:
next state: SYN_RCVD;
variable update:
iss=SEQ in SKN; irs=SEQ in SYN#ACK; snd_una=iss; snd_nxt=iss+l;
snd_wnd=WND in SYN; rcv_nxt=irs+l; rcv_wnd=WND in SYN+ACK;
mss=min (MSS in S¥N, MSS in SYN+ACK); or
2) output: RST#ACK with SEQ=0 and ACKNUM=SEQ in SY¥
+ICP data length (LEN) in SYM;
next state: CLOSED;

EEk4: SYN#ACK in SYN_SENT
1) output: ACK with SEQ=snd_nxt and ACKNUM=SEQ in SYN#ACK+1;
next state: ESTABLISHED;
variable update:
irs=SEQ in SYN#ACK; snd_una=ACKNUM in SYN#ACK;
snd_wnd=WND in SYN#ACK; rcv_nxt=irs+l;
rev_wnd=WND in ACK;
mss=min(current mss, MSS in SYN#ACK); or
2) output: RST with SEQ=ACKNUM in SYN#ACK:
next state: CLOSED;
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Fig.4 State transition.
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Fig.6 Algorithm for estimating behavior.
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Fig.9 Event sequence diagram.
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Fig. 10 Time variation of parameter values.
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Fig.11 Time variation of RTT.
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JEM#6: send in ESTABLISHED
1) condition: status==FR
output: DATA with SEQ>snd_nxt in DATA;
next state: ESTABLISHED;
variable update:
if (snd_nxt-snd_una>cwnd’) TCP_spec & Reno;
/% Estimating TCP_spec is not Tahoe, but Reno %/

E*8: ACK in ESTABLISHED
1) condition: dupacks==2 and ACKNUM in ACK==snd_una
and WND in ACK==snd_wnd
output: DATA with SEQ==snd_una in DATA;
next state: ESTABLISHED;
variable update:
TCP_spec &=(Tahoe | Reno);
/% Estimating TCP_spec is Tahoe or Reno %/
ssthresh=max (2#mss, 1/2#min(cwnd, snd_wnd);
cwnd=ssthresh+3#mss; cwnd’ =mss; dupacks=0; status=FR;
/% Estimating fast retransmit algorithm %/
output: none
next state: ESTABLISHED;
variable update:
TCP_spec &= Other;
/% Estimating TCP_spec is Other %/
2) condition: dupacks<2 and ACKNUM in ACK==snd_una
and WND in ACK==snd_wnd
next state: ESTABLISHED;
variable update:
if (status!=FR) dupacks=dupacks+1;
else if (TCP_spec || Reno) cwnd=cwnd+mss;
3) condition: snd_una<ACKNUM in ACK <= snd_nxt
next state: ESTABLISHED;
variable update:
snd_una=ACKNUM in ACK; snd_wnd=WND in ACK: dupacks=0;
if (status==FR)
if (TCP_spec || Reno) cwnd=ssthresh; status=CA;
/* Meaning the condition is true if Reno flag is set on TCP_spec #/
V% This is the start of congestion avoidance following fast recovery %/
else cwnd=cwnd’ ; status=SS;
if (status==SS)
if (cwnd<=ssthresh) cwnd=cwnd+mss;
else cwnd=cwnd+mss*mss/cwnd; status=CA;
if (status==CA)
cwnd=cwnd+mss#*mss/cwnd;
if (cwnd>65535) status=NONE; cwnd=65535;
/% These two are slow start and congestion avoidance #*/

(V) statuslZI1F 5SS, CA, FRIZ, 4L Z41Slow Start, Congestion Avoidance, Fast
RecoverydD 7 V= ) ANZFATH T H Z L&KL, NONEFZWTFROT A=) X4
LETEIN TN L E2FT.

012 0000000000 TCPOOOOD

Fig.12 TCP state transition on congestion control.
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