Vol. 43 No. 2

goooooooo

gobogoboobboobtooobooubo

ooof
ooof

0O o o of
oo ooof

o
o

goooooooooooobOOoOoOoooOOoOoO0ooObOO00Ob0O0O0O0ObOO0Ob0b00 1000
0oooooo0o0o0o0O0o0O0b00000b000000000000 SMFO Standard MIDI FileO
gooooooooOoooooobobooooOoOOobDUbOOOO0OOObOOO0OODOoOOOoOoOoOooDOo
goooooooooO0O0O0ODOO0OO0OOO00O0O0O0000O0O0O0O0DOOO0OO0O0OO0O00O00O0
obo00oooooooooboooooooo0oboOoooOoboOooOo0OO0O00OooOobOoOooOoOooooo
goooboooooooooooooooboOobobOoooooOoboobobooOOOoboOooboOoOoOooboOoooOoo
goooooooooooooooooooOoOOOOOOOOO0O0OO0O0ODbOOObOOODOO
gooooooooooooooooooboOoOoOO0OOO0oOOCOOOO0OOO00OCOOOODOOOOOO
gooooooooooooooooo

Half-scrambling and Watermarking Techniques
to Computer Music Codes

MUNETOSHI IWAKIRI,F KOUTAROU YAMAMOTO,t
KENICHIROU SEKINEf and KINEO MATSUIt

In this paper we present a digital watermarking scheme and half-scrambling technique for
computer music codes in MIDI (Musical Instrument Digital Interface). Our watermarking
method is to change several control codes that give a little effect on the music sound in
practice and to embed a watermark bit to the codes corresponding to redundant elements
in playing musical instruments. Next, we propose a half-scrambling scheme that enables
customer to get sound information on the music through the internet. The partially scram-
bled sound can be decoded by the paid key, but the watermark embedded above remains in
the decoded sound. These techniques may be usable for a new distribution system of music
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Fig.1 Structure of SMF data section.
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Table 1 Code system in variable length byte.

Byte [ Code expression in binary 0
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Watermark data
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Deltatime

Control
Run-length

| 80XXXX

XX l%xx%] | 80xx

No change
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Table 2 Experimental MIDI data.
Time Size
Name (Source file name) [sec] Events [byte]
Strings (eine_kli.mid) 10 363 1,696
Oboe (waterl.mid) 12 750 3,330
Piano (fur_elise_pi.mid) 13 143 745
MusicBox (wewishyou.mid) 14 291 1,241

03 0Ooood
Table 3 Experimental signature data.

23696e636c7564653c737464696f2¢683e0d0a0d0a
6d61696e28696e7420617267632c63686172202a61
7267765b5d297b0d0a0d0a09696e74206a2c693b0d
0a09756e7369676e65642063686172207069785b36
353533365d3b0d0a0946494c45202a6670313b0d0a
0d0a096670313d666£70656e28617267765b315d2¢
227222293b0d0a0d0a096672656164287069782c32
35362¢3235362c667031293b0d0a0d0a09666£7228
6a3d303b6a3c36353533363b6a2b2b297b0d0a0909
7069785b6a5d3d7069785b6a5d26307830313b0d0a
09097d0d0a0d0a09666£72286a3d303b6a3c363535
33363b6a2b2b297b0d0a09097072696e7466282225
64222c7069785b6a5d293b0d0a09097d0d0a0d0a09
66636c6f736528667031293b0d0a7d0dOaOdOa(16>

04 0DO0OO0ODOOODODOOOODOOOD
Table 4 Number of bits embedded under prefix method.

02 00000O0O0o0O0OoD
Fig.2 Run-length method.

05 0O0000O0DODOO0O0OOOO0!=110
Table 5 An example of codes embedded under run-
length method (I = 11).

No. Original ‘Watermarked
0 4E B1 5B 7E 80 4E B1 5B 7E
1 0C B1 07 78 0C B1 07 78
2 5A B1 OB 64 5A B1 OB 64
3 14 B1 OA 44 14 B1 OA 44
4 01 B1 5D 1E 01 B1 5D 1E
5 27 B1 5E 01 27 B1 BE 01
6 1E B1 43 3C 1E B1 43 3C
7 8C 72 91 4C 50 8C 72 91 4C 50
8 78 81 4C 00 78 81 4C 00
9 00 91 4B 50 00 91 4B 50
10 78 81 4B 00 78 81 4B 00
11 00 91 4C 52 00 91 4C 52
12 78 81 4C 00 80 78 81 4C 00

0e6e O0OOOOOOOOODOOOOOOO
Table 6 Number of bits embedded under run-length

Embedded [bit] | Data size [byte]
Strings 320 1,843 (4147)
Oboe 696 3,649 (4319)
Piano 128 810 ( +65)
MusicBox 272 1,370 (+129)

method.
Embedded [bit] | Data size [byte]
Strings 120 1,726 (430)
Oboe 272 3,398 (468)
Piano 40 755 (410)
MusicBox 120 1,271 (430)
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07 0000000000000 n=40
Table 7 Number of bits embedded under code replacing
method.

Events Embedded Data size

Name | e off) [bit] [byte]
Strings 114 456 1,696 (40)
Oboe 285 1,112 3,330 (+0)
Piano 53 208 745 (40)
MusicBox 135 536 1,241 (40)
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Fig.3 Attenuation characteristic of drum sound.
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Fig.4 Duration.
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(a) Decoded waveform of music box sound without water-
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(b) Decoded waveform of music box sound with watermark
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(c) Difference waveform
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Fig.5 Comparison of sound waveform.
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Table 8 Lossy check of watermark for protecting original contents.

Software

Delta-Time

Off-Velocity | Duration

Cake Walk Pro 5.0J *1
Singer Song Writer *2
Cherry 1.4.3 16)
Ballade 2.1J *1

Vanish
Vanish
Vanish
Vanish

Vanish
Vanish
Vanish
Vanish

Vanish
Exist
Exist
Exist

*1: Roland, *2:

Internet
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Table 9 Position of bits to be embedded in velocity.

Vi2) llogy V| n V(/Q) (p=4)
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0000001 * 1 p—5 0000001 *
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010 pOO0OO0MOSODOOOOODOOO
Table 10 Mean opinion score with parameter p.

p o 1 2 3 4 5 6
Strings | 4.69 4.38 4.69 4.08 3.38 3.23 2.31
Oboe 4.31 4.31 4.46 4.00 4.00 3.08 2.00
Piano 4.08 4.08 4.38 4.62 4.31 2.77 1.31

MusicBox | 4.00 4.46 4.54 4.54 4.31 4.31 2.69

) Strings —1—
Oboe —O—
Piano —aA—

Music Box —x—

) 3

15
1 2 3 4 5
P

06 pO SNRseg 00D
Fig.6 Segmental SNR with p.
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Fig.7 Short-terms event scrambler.

011 0000000000 m =150n =20
Table 11 An example of codes scrambled in short-terms

(m =15, n=2).

Time | No. Original Scrambled
0 1 91 47 50 91 4C 50
2 91 4B 50 91 4B 50

3 91 4C 52 91 4C 52

4 91 4B 54 91 4B 54

5 91 4C 57 91 4C 57

6 91 47 5A 91 47 5A

7 91 4A 56 91 4A 56

8 91 44 50 91 48 53

9 91 45 50 91 45 50

1 10 91 3C 50 91 3C 50
11 91 40 50 91 40 50

12 91 45 50 91 45 50

13 91 4C 50 91 47 50

2 14 91 40 50 91 40 50
15 91 48 53 91 44 50

012 000000 vO MOSODO
Table 12 Relationship between v and MOS.

¥ 0.00 | 0.05 | 0.10 | 0.15 | 0.20 | 0.25
Strings 4.67 | 4.67 | 4.67 | 4.44 | 4.78 | 2.11
Oboe 4.67 | 3.67 | 3.67 | 3.33 | 3.00 | 3.56
Piano 4.89 | 4.78 | 2.78 | 2.44 | 2.78 1.44
MusicBox | 4.67 | 3.89 | 3.33 | 3.22 | 2.33 | 2.11
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\ \ \ i
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Scrambled code

08 0OOOOODOODOOO
Fig.8 Sound code invaridating technique.
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