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A Secure Execution Environment for Executable Contents

TAKAHIRO SHINAGAWA,t KENJI KoNOf 1t and TAKASHI MASUDA't

Executable contents, containing program code, increasingly pose the threat of unauthorized
access. Protecting against unauthorized access is difficult because of the inevitable flaws in
implementaion of protection mechanisms. This paper introduces a hierarchical protection
model to provide a fail-safe mechanism. A hierarchical protection model improves reliability
of protection mechanisms by nesting two protection domains: a level-1 protection domain
to control access from executable contents and a level-2 protection domain to control access
of application processing the executable contents. This paper shows an efficient implemen-
tation of a hierarchical protection model which incorporates fine-grained protection domains
proposed in our privious paper.
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Fig.1 A hierarchical protection model.
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Fig.2 A trade-off between granularity and reliability.
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Fig.3 Configuration of protection domains.
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Fig.4 A level-1 protection domain incorporated in a
Web-browser.

gooobooirobobobobooboooobooboobooon
goooooooooooooboooooobooooo
oo0oooooobooooO0ooboOo0oO WebdOOO
oboooooooooooooooboooboo 4000
OO00o0ooooOboO0oo0oon0o WebOOOooooo
gobooobooouoooooooooocoooooo
gobooocooocoooboobooooobooooboooo
000000000000 WebOOODOOODOODO
gooobooooooboboooboobooooboooo
O APIODDOOO0ODOODO 4000000000000
0000000000 APIDO0O0OO0OODOOOOO
10000 00000000000000000D
000000000 000000000o00 APIO
goobooooooobobooooboooooobooo
goooobooooooOooooOoooboobOooooon
goooboobooooooooobobOoboooooooo
gbooboooboooooOoobOOooooobbooo
gobooooooooooooooooooooon
0O APIOOOO0OODODOODOOOOOOOODOOO
ApI000O0O0O00COOOOOOOOOOOOOO
gooooooooooobooobooboooobo
ooooooOoooOooooOwebOOOooooo
ooooooboooooooooboooboooog
goood
oboooool1boooocoooooooboobooobo
goooocoboooobboooooboobooboobo
gbobobooooooooooooooooobooo
000000 0o0oOooooooooooO APIO
goooboboooooooobooooooooboo
gooooooooooboobooooobobooo
000000000 APIOOOOODOOOOOOO



Vol. 43 No. 6

oooooooo
goooooooooo

goooooooo

-{0o0o0ooooo Ooooooo
oooooo
—

|

gooooo
—-= 0000000000 00on
gobogoooo

05 20000000000
Fig.5 Implementation of level-2 protection domain.
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Fig.6 Example of an attack.
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Fig.7 Example of protection against the attack.
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Table 1 Cost of a cross-domain call.
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