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Mobile Agent Security with the IPEditor Development Tool
and the Mobile UNITY Language

YASUYUKI TAHARA," AKIHIKO OHSUGA? and SHINICHI HONIDENt#.tit

Many people consider that there are many problems in development of practical applications
of mobile agents that move around the network and do their tasks. For example, security is
one of the biggest problems. In this paper, we assert that this issue can be effectively man-
aged by using IPEditor, the development support tool of mobile multi-agent applications that
we have been released, and Mobile UNITY, a formal specification language of mobile agent
applications. In our method, IPEditor helps developers to design applications with visual
supports of agent behaviors. We translate an IPEditor model to a Mobile UNITY program
that is the formal specification of the agent behaviors. In addition, we describe the require-
ments by the Mobile UNITY logic notation. Thus we can verify the requirements by proving
that the mobile UNITY program, therefore the IPEditor model, satisfies the mobile UNITY
logic notation. We present examples including an electronic catalog (e-catalog) application
and illustrate the effectiveness of our proposal.
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ooooooooooooooooooon

e DODOODOOODODODOOODODOOOODOO declare
00 status : string

e 10 ODOO manuf2 [0 retrieved J OO OO
O OplibRetriever 0 DOOOOOOODODOOO
resultSent 0000000000 O00O0OO
oooooooooooooooooogooog
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O00O0OOassign 00 OO0

[1 state, plibRetrieverChannel,
plibRetrieverChannelStatus
= "resultsSent", ...,
/* 0O0O0oooOooa */
"sent" react-to state = "retrieved"

e 1UUUUD plibRetriever OO OOOOU
oo0ooO0o0ooo0o0o0oooobOoo0oo0oooobo0o
oobooooooooobOOoboOoOoooooo
00000 1lambda OO0 O OOOOOODO

[1 status, manuf2Channel,
manuf2ChannelStatus, lambda
= "Check", ..., "notUsed",
"eCatalogServiceProvider"
react-to status = "Return"
and manuf2ChannelStatus = "sent"

e Interaction0 00000000 200000
do0oodoooooobooooooooa

[] manuf2.plibRetrieverChannel,
manuf2.plibRetrieverChannelStatus
= plibRetriever.manuf2Channel,
plibRetriever.manuf2ChannelStatus
when plibRetriever.lambda = "manuf2"
/* Bee-gent OO ODOODODODOO
gbooooboooboboooo
oooooog =/

oboooooooooobooooooooooooo
oooooooooOooooobooooo
e JOUODODOODOOODOOO
00 System eCatalog[Manuf2Signature :
string]
e DBOOOOODOOOOO
oo
program manuf2 at "manuf2"

declare

(1 bé.: stringlist
[] query : string
initiéily
[] DB = ...
e J0IIDDDOOOODODO signature 000
ooooooo
oo
program manuf2 at "manuf2"
declare
0 éiénature : string
iniéiélly
0 éiénature = "Manuf2Signature"
e DBOODOOOOODOOODODOOOODODODOO
ooooooooo
oo

assign

[1 state, plibRetrieverChannel,
plibRetrieverChannelStatus
= "retrieved",
/00000000000 =/
"(inform ..."
+ sign(toString(retrieve (DB,
query)), signature) + "...)",
’lsentll
react-to state = "wait"
and query =\= ""

/ 0000000000 =/

OoooO0o0O00000o0O0000o00000 Mo-
bile UNITYO OOOOODOODOOOO Al11O
ooo

4.1.2 0000000000000

0000000 sign000 verifyOOOOOOO
oooOopOO0OOO
forall Text, Signer, NonSigner : string (
verify(sign(Text, Signer), Signer) =1
and
NonSigner =\= Signer
-> verify(sign(Text, NonSigner), Signer)
, 0
oooboooOoooOoooOooooboooOooooo
ooboobooooOooooooOoooboOooOoO0non

ooooOoooooooobooo 20000000
oooool1oooo0ooO0ooooooooooon
obooo0ooOooOooOoooooobOoboOooOooo
ooooooOoOooOoOooooOo200000000
ocooOoooOoooooooOooooooooooo
oooooOoooOooOooOooOoOoOOO0b0OO0On
000000

000001000000 00000000000
oobooooooooooOoo bBOOOOOOOO
Oo0ooooooooo0oooooooooooon
00 0 Mobile UNITY OO0

forall Manuf2Signature
((Manuf2Signature = "manuf2" and p)
leads-to
eCatalogServiceProvider.state
= "registered")

O000Omanuf20000000C00C0OOO
Manuf2Signature J 000 U0 "manuf2"0 0000
OpOd00O000D0O0D0O00O0Oleads-to0O0O0OO
ooooooooooo

ooooooooooobo 200000000000
oooooooooobooo0ooooooooooo
O O Mobile UNITY OO0 OO

invariant (forall Manuf2Signature
((Manuf2Signature =\= "manuf2" and p)
-> eCatalogServiceProvider.state
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=\= "registered"))
00000p00O0O0O0O0OO0D (»>)000000
oooooooooooooo
4.1.3 0000000000000
O0000000O0000000000O00OMobile
UNITYO OOOOO Mobile UNITY OOOOOO
coooooooOoOooooOooooobooobooooo
goooooooooooooo 200000000
oooooodoooooo
vooooooooooobOoooOooOoOoO00og
O000000000000000 MobileDUNITY O
cooooooooobooooodooooooon
oooooooooooooooooooooood
coooooOooooooooOoOoOobooooooaon
oooooooooo
e DOOOO0OOODOOOOOOOOOOOOODOO
e 0010000000000 OODOOOODOO
ooooooooooo
O2000000000000000000000A0
ooooooooooo
(1) OoDooOoooOooOO0ooOOooOoOoOO0pOO
ooooooooooooooooooooo
0000 sOoOoooooooon {p} s {p}
oooooooooooooo
(2) pOOO0OOO0O0OOOOOOOOOODOOOO
ooooooooboooooooooooooo
{p} s {p}00D00O0OODODOODOOODOOOO
goooooooooooooodd
(3) DO0ODOOODOOD sODOO0O{p} s
{ eCatalogServiceProvider.state =
"registered" } 0000
O0000000000Oleads-to0000O0O0OO
gooooo
O000000000O000000 Mobile UNITY
oooooo20000000000000000CAO
000000000%00000000000000
ooboooooooooooooooboooooon
vooooooooooooodooooooooo
poooooooooooooooooooooood
voboooooooooooooooooooogon
oooooooooooooooooobooooooon
obooooooooooooooooooonooon
coooooooOooOoOOOCOOO0OO0OOO00OoOo
4.2 000000000000
oooooooooooOoooboooOoooooo
ooooooboooooboilooboboooboOooooog
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Fig.6 Example of airline ticket reservation service.
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e JI0DOOODDODOODODOO

e JI0I0O0OODODOOOODDODODOOOOO
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000000 bBOOOoOOOoOooOOobDOoOooooo
0000o000oooo0 Commit 00000000
O0000o00oooooO Abert OO QOQOOQd
ogood
O00Beegent O OOODODOODODODOOOOOO
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4.2.1 0O00OO0O0O0O

00000000000 Db00Db0obOOO IPEd-
itor 0000000000 700000000000
ooO00“Abort...” 0 “Commit ...” D0 0000
0000000 Abort 000 Commit OO0 request
goooooooooooao

00 A.12000000 Mobile UNITYO OOO
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Fig.7 A part of the STD of the airline ticket reservation

service example.

inform:Done Checks

oobobooo

4.2.2 JO00O0O00OOOOOOOO
ooobooooooobooooooooooon
20000000000000000000O0O0O0O00
goood

true leads-to (mediator.state = "END" and
(status(airlinel.DB, "researved")
and status(airline2.DB, "researved"))
or (status(airlinel.DB, "no-contract")
and status(airline2.DB,
"no-contract")))

000000 status 0000000000000
oono
goobooooooboobooobooooboooog
gooooooooooo enpdoooooooog
goooooooobob oxr00Ob00O0 20000
gdboooooooooboooooooboooobon
oood

4.3 0000O0O0OOCOOOOO
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goooboobooooooooobooooooooo
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Fig.8 A part of the STD of the “service integration with
a deadline” example.
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00000000 timer000000ODOO
4.3.2 0JO00O0OOOOOOO
J00000000000D0 mediator.deadline
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ooo

true leads-to
(mediator.state = "END"
and timer.time <= mediator.deadline)
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A.1 000 Mobile UNITYOOOODODOODO

A.l.1 ODOOOOOO
System eCatalog[Manuf2Signature : string]
program manuf2 at "manuf2"
declare
plibRetrieverChannel : string
[l plibRetrieverChannelStatus :
[1 state : string
[1 DB : stringlist
[1 query : string
[] signature : string
initially

string

(] DB = ...
[1 signature = Manuf2Signature
assign

[1 state, plibRetrieverChannel,
plibRetrieverChannelStatus
= "retrieved",
/+ 00000000000 =/
"(inform ..."
+ sign(toString(retrieve (DB,
query)), signature)
+ ||‘ . .)ll’
“Sent“
react-to state = "wait"
and query =\= ""
/+ 0000000000 =/
[1 state, plibRetrieverChannel,
plibRetrieverChannelStatus

= "resultsSent", ...,
/* DOoooooag */
n Sent n
react-to state = "retrieved"

program plibRetriever at lambda

declare
eCatalogServiceProviderChannel
: string
[] manufiChannel : string
[] manuf2Channel : string

[1 eCatalogServiceProviderChannelStatus
: string

[] manufiChannelStatus : string
[] manuf2ChannelStatus : string
[1 state : string

assign

[] status, manuf2Channel,
manuf2ChannelStatus, lambda

= "Check", , "notUsed",
"eCatalogServiceProvider"
react-to status = "Return"
and manuf2ChannelStatus = "sent"
end
Components

eCatalogServiceProvider
[1 manufi [] manuf2 [] plibRetriever

Interactions

June 2002

[1 manuf2.plibRetrieverChannel,
manuf2.plibRetrieverChannelStatus
= plibRetriever.manuf2Channel,
plibRetriever.manuf2ChannelStatus
when plibRetriever.lambda = "manuf2"
/* Bee-gent 0O OO0 0OO0OOO
gooooobooooooooo
oooooog =/
(]

end
Uooo0o0oo0oon programJO000O0OOOO
ooooooooo0ooooooodd at0O0O0O
cooooooooooodoooooooooon
ooooooooooOooooOooooooooon
Oassign000000000000O000000O00
eCatalogServiceProvider 0000000 OO0OO
ooooooOooboooooOobcOooboOoOoooono
voooooooooooooooboodooooo
coooooooooooon

Al2 0000000000
System Airticket

program airlinel at "airlinel"

declare
mediatorChannel : string
[] mediatorChannelStatus : string
[1 state : string
[1 DB : stringlList
[] tmpDB : stringlist
[1 request : string
initially
[1 bB=...
assign

[] state, mediatorChannel,
mediatorChannelStatus, DB

= "committed", "", "notUsed",
tmpDB /* Commit OO x*/
react-to
state = "wait"

and mediatorChannel = "..."

/* Commit 0O OO0O0OO %/
and mediatorChannelStatus

= "sent"

program mediator at lambda
end
Components
customer [] airlinel [] airline2
[1 mediator

Interactions

end
A.1.3 0000000 DOOOOO

System Service-Integration-with-a-Deadline
program timer at "timer"
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declare
time : int
initially
[ time = 0
assign

time = time + 1
/* 000O000ooog =/
end

program serverl at "serverl"
declare
mediatorChannel : string
[] mediatorChannelStatus : string
[1 state : string
[1 query : string
initially

assign

program mediator at lambda
declare
serveriChannel : string
[1 serveriChannelStatus : string
[1 server2Channel : string
[1 server2ChannelStatus : string
[] state : string
[1 query : string
[1 results : stringlist
[1 timeoutl : int
/* server1 0000000 =/
[1 deadline : int
initially

[] time =0
assign

[1] state, serveriChannel,
server1ChannelStatus, results

= "Movel", "", "received",
add (results,
resultMsgToResult

(serveriChannel))
/* 00000000000
o0o0odx/
react-to state = "Queryl"
and serverlChannelStatus
= Ilsentll
[] state, mediatorChannel,
mediatorChannelStatus
= "MOVG4", un’ "notUsed",
react-to state = "Queryl"
and timer.time = timeoutl

/* 0000000000 =/
end.
Components

mediator [] client [] serverl
[1 server2

Interactions
end
([ID 130 100 9 DDD)
([ID 140 3 0O 14DDD)
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