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Relationships between Time Stamping Schemes
from Viewpoints of Availability and Integrity

MasasHI UNE#Hit and TSUTOMU MATSUMOTO? 1t

Time stamping is a technique used to prove the existence of certain digital data prior to a
specific point in time. With the recent expansion of electronic commerce, various time stamp-
ing schemes have been proposed, and it is important to discuss how to ensure the integrity of
a time stamp and how to steadily provide time stamping services for a long time. While many
studies have been made on the security evaluation of time stamping schemes, few studies have
focused on their availability. It is necessary to study the availability evaluation of time stamp-
ing schemes. This paper discusses time stamping schemes from the following two viewpoints:
the availability of time stamping schemes and the integrity of time stamps. First, we define
the availability of time stamping schemes and clarify cases in which the availability of the issu-
ing and verification procedures is spoiled. Secondly, we classify the schemes into thirty-seven
categories from both the availability and the integrity and discuss the relationships between
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the categories. Finally, we apply our results to seven existing schemes.
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Fig.1 Issuing and verification procedures of a time

stamp.
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Table 1 Ten groups of time stamping schemes and applicable verification procedures.
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Table 2 Infeasible verification operations in three cases.

ooo 0000000000
ooag 000 1 0ooo 2 0ooo 3
ooo goOooooooo gopooo ooooo gooooo gooooo oooooo
oooooooo ooooo ooooo oooooo oooooo ooooog

ooooo ooooo oooooo oooooo ooooooo

0ooo 0ooo oooaoa 0oooo 0oooooag
NN TOOoOooooo* e f TOOoOooOooo* e, f TOoOoooooo*
TN c,d, e, f e f c,d, e, f e, f c,d, e, f
TE c e f c, e c, f e, f c, e, f

ooo« 00T 00000000000000000000D000000000000O0000O0O00000000000

ood

goboooboooooooooooooboooo
cooobooooooooooOooOono fob00oooo
oooooo

4.3 000 200000 20000000000

oooooooooooo

goooooobooooooooooobobooooo
goboboooobooooooooooonDno 700
gobooboooooboooboboboooooooboa
gboboooobobooobooooboooooooo
000000 cOd0e0f0000000O0O0DOOO
000000000000 aO0bO0O0O0O0O00000
goooobooOo cbeDobooooQOooOO

goooooooboooobobooooooooooo
gbooboooobooooooooooonono 7oo
goboobooooobooobobobooooooooboo
gbooooobobooooboooobobooobooDbbo
opooooo cOdoeOf000O0O0OO0OOOOO
ooboooooooooo aD0bOOOOOO0OO0OO
0o0o0o0oo0oo00 cof0b0o0O00ooooo
gobooooooooooboooboooooobooo
0000000000O0O0000000 eOfO000O
goooooo

4.4 OO0 30300000000O0O00OO00COO

gooooooooo

goobo3goooooooooooboooon
goooooooobooooobobooboooDbOoo
gooo rooooobooboooboooboooo
goooooooooooooboobooooogoo
0000000000 codfdedf000000ODO
oooo0O00c0ooO0Ob00O0O0000 aObOOODO
Oo0oo0o0oOoooooODOOobo0OoD coebfO0n0OOO
gooooo

oobooob 1m3booooooboooooon
gbobooboooooo 2000000000 200
goooooboooooooooboooooDboDbo
0000000000000 abedefOOOOOOO

ooooTNOODOoOOoOooooooooo 1000
gboboboodooooooooooooooooooo
0O cOdOeOdf00000000CODDOOOOOO
00000a0bOOOOOOOOOOCOOOOOO
gbooooooooooboooooobooooooo
Oo00 e0f0DOOOODOOODOOOODOODODODO
00000000 aObOcOdOfOOalbOcOdO
ef0000O0OO0OO020000000000000
ooobooooooooobooooobooboono codo
eJf00000O0DOOO0ODODOODODOOOODOO
CDa0bOO0OO0OO0O0OCOOOOOOOCOOOOOOCODO
gooboobooooooobocoooooooboooboboo
O0O00O00aObOODOOOOOOOOOOODOO
oooooooobooooooooooooood ed
f0000000000000000000000a0
bO0cOdOOOOOODOOOO 300000 cOdO
e0fO000O0O000O0OOODOOODOODCOOOODOO
Cal0bOOOO
goooooooooooooooooboooad
ggooooooboobobooooodoooooooo
200000 v000oooboooooOoogoo
oooooboooooos3sbbobooooobobooooo
gilooooooboooooboobobooooooooo
goobooboooooobooobo 200000000
goobooboooooooooooooobooooon
goooboboooooooooooooboooboo
gooooboooooobobooooobooooboooo
gooobDobO00obooboooDbOoDOnD edO
O fo000oO0ooO0O00O00OoOO00oooOonO
oobobooobooooooobooooooo 4000000
goooboooboooooooooooboooooo
goboobooooooooooooboooooo
goboobooooooooooooboooooo
goo3soocoooooooooboocoooboooo
goboooooooboooocooooobooboon
gooboboooooooooobooooooooDo
goooobOoooooooooobooooooDoo



Vol. 43 No. 8

goo0oooooooooooooooOoOoOoboOoOooOooOoObOOOon

03 0000000O000D00O0O0O0O00O000DOO0OOO0O0O0O00O0

Table 3 Feasible verification operations in cases that the verifier cannot obtain

data for the verification from the issuer.
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availability of the verification procedure.
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