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Private Attributes Based Authentication and
Authorization System on WWW

SHINSUKE HONJO,* SEIICHI SUSAKI,t TSUKASA SAITOf
and NOBUHARU MIURAft

This paper proposes a new scheme for the private-attributes-based authentication and au-
thorization system on WWW. While the conventional systems have no consideration of user
privacy, the system has advantage in protecting it. In the proposed authentication method,
WWW sites could not track users, even if they conspire each other. The system also enables
users to take part in the authorization without disclosure of unnecessary private information,
with the help of the P3P privacy protection technology. With the extension to P3P, the
system allows users to access with the attributes of the private information without revealing
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the information itself.
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Fig.1 Overview of the protocol.
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