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Evaluating Tamper Resistance by Searching Runtime Data

KENICHIRO AKALT MANABU MIisawAt and TSUTOMU MATSUMOTOf

In this paper, we introduce an evaluation method for tamper resistant software. This
method collects all data that appear on the memory during run time of a tamper resistant
program, and searches for the secret data that is hidden in the program. We can implement
all processes of this method on the computer, so its evaluation results are sufficiently objec-
tive. In order to confirm the effectiveness of this method, we implemented the experiment
system which realized this method, and the system experimentally extracted secret data from
the programs that have gained the tamper resistance by some obfuscation transformations.
We observed that the system extracted the secret data from the programs correctly in this
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experiment. Consequently we confirmed the effectiveness of this method from the result.
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Fig.1 The target program.
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Fig.2 Evaluating tamper resistance by searching runtime
data.
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for( int 1 = 12 ; i >= 1 ; i-- )
B rightRotate (B-S[2*i+1],A) "A;
A = rightRotate(A-S[2*i],B)"B;
int i = 12;

for(;:){
if( i < 1 ) break;
B = rightRotate(B-S[2*i+1],A)"A;
A = rightRotate(A-S[2*i],B)“B;
i-

i

}

}
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Fig.5 Control transformation OBF5.

for( int i = 12 i-- ) {
rightRotate (B-S[2*i+1],3) "A;

A = rightRotate(A-S[2*i],B) "B;

; 1>=1;

}
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int se = 0;

for( int i = 12 ; i >= 1 ; i-- ){

B = rightRotate(B-S[2*i+1],A) a;
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A = rightRotate(A-S[2*i],B)"B;
se "= 0xbbbbbbbb;

06 000000000 OBF3
Fig.6 Dummy code insertion OBF3.
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Table 1 Secret key k values used in this experiment.
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Table 2 Ciphertext C' values used in this experiment.
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Table 3 The result of this experiment: RC5.
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04 0000 20DES
Table 4 The result of this experiment: DES.

Programs | m | Tj[ms] | Ta[ms] | Trials T@[ Ng Programs | m | Tj[ms] | Te[ms] | Trials T@e No
1 18 67 24062 178 | 178 1 555 523 16446 | 1859 | 1859

Py 2 33 5 386 178 60 Py 2 1122 106 2506 1859 | 308
3 50 5 375 178 59 3 1701 85 1752 1859 | 218

1 19 79 27909 205 | 205 1 555 533 16609 | 1876 | 1876

Py 2 35 8 725 205 87 Py 2 1127 112 2669 1876 | 325
3 54 8 714 205 86 3 1876 92 1915 1876 | 235

1 17 66 24062 178 | 178 1 558 518 16446 | 1859 | 1859

Py 2 33 5 386 178 60 Py 2 1130 105 2506 1859 | 308
3 51 5 375 178 59 3 1709 86 1752 1859 | 218

1 19 66 24971 179 | 179 1 554 526 16456 | 1860 | 1860

P3 2 35 5 412 179 61 P3 2 1129 108 2516 1860 | 309
3 54 5 401 179 60 3 1714 87 1762 1860 | 219
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3 62 11 1056 232 | 113 3 1730 97 2069 1893 | 252
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08 P,0O Trials 00O00RCS
Fig.8 Relation between P, and Trials: RC5.
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Fig.9 Relation between P, and ©: DES.
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Fig.10 Relation between P, and Trials: DES.
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ooooD pOO 1000000000000 Py
00 120000000000 100 kOODOODO
000 rightRotate() 000000000 DOO

static long decrypt( long input ){
long output = 0;

int[] s = {
0x13cl4f3elL, 0xe52bd825L, 0xe9490b53L,
0x39ffa2a6L, 0x1bb37783L,0x06£70e48L,
0xd4cf83e0L, Oxaee722c5L, Oxcefc65d7L,
0xfe607c34L, 0xa5dc8312L, 0xb6215al1dL,
0xaa45d162L, 0x98a33ed3L, 0x2e871858L,
0xa02062ebL, 0x04c31e93L, 0x8e4ceblaL,
0xf8b21e95L, 0xc237815bL, 0x8088c012L,
0x2£8£d445L, 0x94e83bdfL, 0x85fe2aclL,
0x45fbc614L, 0xc675c4£dL
}: \\Round Key

int A = (int) (input>>>32);

int B = (int) (input&0x00000000£f£££££f£fL) ;|

for( int i = 12 ; i >= 1 ; i-- )

B = rightRotate (B-S[2*i+1],3)"A;

A = rightRotate(A-S[2*i],B)"B;

}
B -= S[1];
A -= s[0];

i
output = (output+a)<<32;
output += B;

return output;

}

011 0000000000000 Py: RCH
Fig.11 A target program Py: RC5.

static long decrypt( long input )

long output = 0;
int[] 8 = {
0x13cl4f3el, 0xe52bd825L, 0xe9490b53L,
0x39ffa2a6L,0x1bb37783L, 0x06£70e48L,
0xd4cf83e0L, Oxaee722c5L, 0xcecf65d7L,
0xfe607c34L, 0xa5dc8312L, 0xb6215aldL,
0xaa41d612L,0x98a33ed3L, 0x2e871858L,
0xaa45d162L,0x04c3le9eL, 0x8e4ceblaL,
0x£f8b21e95L, 0xc237815bL, 0x8088c012L,
0x2£8£d445L,0x94e82bdfL, 0x85fe2zcOL,
0x45fbc614L, 0xc675cf4dL
}: \\Round Key
int A = (int) (input>>>32);
int B = (int) (input&0x00000000f£f££ffff£fL) ;
int i =1
int so
int se
for (i ;)
{
if( i<l ) break;
so = S[2*%i+l];
so "= Oxaaaaaaaa;
B = rightRotate(B-so,A)"A;
so "= 0xbbbbbbbb;
se = S[2*i];
se "= Oxaaaaaaaa;
A = rightRotate(A-se,B)"B;
se "= 0xbbbbbbbb;
i--;

2;
0;
0;

s[1i];

= Oxaaaaaaaa;
s0;

= Oxbbbbbbbb;
s[ol;
Oxaaaaaaaa;

oo

o oo
o>no>u >
n

Puunnwa s
'

-= se;

se "= 0xbbbbbbbb;

output = (output+A)<<32;
output += B;

return output;

012 000000000 Pr: RCH
Fig.12 An evaluated program P7;: RC5.
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