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Implementation of Relaying PPP/PPTP Connection
over Multi-step Firewalls and Its Evaluation

SHOICHI SAITO,T YUTAKA [zuMlL,tt TETSUTARO UEHARAT
and YOSHITOSHI KUNIEDA'®

VPN (Virtual Private Network) is commonly used to build extranets and to allow users to
access from the Internet to remote systems securely. There are some organizations of which
LAN is constructed with layered firewall systems to deploy the network administration to each
division. In such organizations, when a member wants to access to his division’s network from
the outside of the organization, he needs to connect the VPN server via multiple VPN gate-
ways. Unfortunately, there are some major operating systems which cannot establish multiple
VPN connections at the same time. Therefore, we propose a VPN relay system which can
connect a VPN server via multiple VPN gateways with single VPN connection. This paper
describes an implementation of the VPN relay system using PPTP without any modifications
to VPN client systems and VPN servers. According to the performance evaluation, when data
were transfered via 4 VPN gateways, the system achieved a throughput of about 10 Mbps.
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Fig.1 Inter VPN-domain connections.
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Table 1 Implementation method of VPN.
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03 0000000000000 O000 MbpsO
Table 3 Through put by Ethernet (Mbps).

VPN | 00O oooo

oo oo 10 20 30 40

98SE | 11.10 1.40 1.54 1.53 1.52 -
XP 78.62 | 15.05 | 12.57 | 10.85 | 10.19 9.53

Linux | 75.42 | 21.70 | 16.27 | 14.19 | 13.15 | 13.15

OSs

04 00 LANOIEEE 802.11b00000000 000 MbpsO
Table 4 Through put by IEEE 802.11b (Mbps).

VPN | OO oooo

oo oo 10 20 30 40
98SE | 1.28 | 1.50 | 1.52 | 1.50 | 1.40
XP 0.69 | 1.40 | 1.35| 1.26 | 1.24 | 1.28

oS

0s 000000000000
Table 5 Process time for login (sec).
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